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Abstract This paper analyzed about operation environment and policy for US military tactical communication,
and security policy and transmission performance of tactical link. It is presented operation communication
message and framework, which is supported semi automated force, SINCGARS specification of link layer in
operation environment, and analyzed COMSEC policy and application layer security in tactical security policy.
Also it analyzed in respect to transmission performance and crypto synchronization detection. Security policy of
tactical link and COMSEC is analyzed in respect of crypto device such as AFKDMS, AKMS, RBECS,
KIV-7/HSB.
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(Table 1) Application message structure of
variable message format
application header
A A+l A+2 A+3
20 2 20 2 20 2 2P A
message size GPI
00100000 | 00000010

00001110 | 11111010
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(Table 2) C2 JVMF messages

Type Message
K04.02(Land route) K05.01(position)
k05.13(threat warning) k05.14(situation)
FBCB2 k05.16(Minefield laying) k05.18(MOOP)
k05.19(Logistics) k7.03 k07.04 k07.07 k07.09
k07.12 k07.01
KO01.01(Free text) KO01.03(progress Msn
OneSAF notification) K02.24 K02.37 K02.38 K05.11
KO05.12 K05.15
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AMDWS F3(track)
S, K04.02 K0403 K0409 KO0501 KO05.02
MES-WS K05.05 K05.06 K05.14
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ASAS-L K05.17 K04.01 K05.19
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