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ABSTRACT

The advent of 6G mobile communication technologies promises to surpass the capabilities of existing 5G by
offering ultra high-speed data transmission, ultra low latency, and extensive connectivity, enabling a new wave
of digital transformation across various fields. However, the openness and decentralized nature of 6G systems,
which enhance their flexibility and scalability, can expand the attack surface and increase security threats
from cyber-attacks. In this article, we analyze the current research trends related to security in the 6G mabile

communication landscape.
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3GPP 3rd Generation Partnership Project

Al Artificial Intelligence

ARIB Association of Radio Industries and
Businesses

ATIS Alliance for Telecommunications

Industry Solutions

CCSA

China Communications Standards

Association

CNN Convolutional Neural Network

CPS Cyber Phisical Systems

C-RNTI  Cell Radio Network Temporary
Identifier

DDoS Distributed Denial of Service

DLT Distributed Ledger Technology

DoS Denial of Service

DPKI Distributed Public Key Infrastructure

ETSI European Telecommunications
Standards Institute

IIoT Industrial Internet of Things

IMT International Mobile
Telecommunication

IoT Internet of Things

ITU International Telecommunication
Union

ITU-R ITU Radiocommunication Sector

ITU-T ITU Telecommunication Sector

NGMN Next Generation Mobile Networks

RAN Radio Access Network

RIC RAN Intelligence Controller

RNN Recurrent Neural Network

RRC Radio Resource Control

SDR Software Defined Radio

SG Study Group

TMSI Temporary Mobile Subscriber
Identities

TSDSI Telecommunications Standards
Development Society, India

TTA Telecommunications Technology
Association

WP Working Party

WRC World Radio Congress

XAl Explainable AI

UFs

[11 Recommendation ITU-R M.2160, Framework and
overall objectives of the future development of IMT for
2030 and beyond, Nov. 2023.
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