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Market Performance of Major Companies in Cybersecurity and Policy Trends in
Information and Communication Technology Supply Chain
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ABSTRACT

Cyberthreats and crimes have become common in society and demand the adoption of robust security
measures. Financial cybercrimes, personal information breaches, and spam messages are now prevalent, while
companies and nations face an increasing number of cyberthreats and attacks such as distributed denial of
service, ransomware, and malware. As the overall socioeconomic landscape undergoes digitalization powered by
big data, cloud computing, and artificial intelligence technologies, the importance of cybersecurity is expected to
steadily increase. Developed nations are actively implementing various policies to strengthen cybersecurity and
providing government support for research and development activities to bolster their domestic cybersecurity
industries. In particular, the South Korean government has designated cybersecurity as one of the 12 nationwide
strategic technology sectors. We examine the current landscape of cybersecurity companies and the information
and communication technology supply chain, providing insights into the domestic cybersecurity market and

suggesting implications for South Korea.
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2Q22 VMware Security management Broadcom Inc. 61.0 Acquisition
3023 Splunk Security operations Cisco 28.0 Acquisition
3021 Proofpoint Content security Thoma Bravo 12.3 Take Private
3019 Sér:sgrtif;: ES:;ZQSSG Endpoint security Broadcom Inc. 10.7 Acquisition
3022 Avast Network security NortonLifeLock 8.1 Merger
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2Q22 Datto Data security Kaseya 6.2 Acquisition
3022 Micro Focus Application security OpenText 6.0 Acquisition
2Q22 Mimecast Cloud security Permira 5.8 Take Private
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« [HM9]] Publish definition of EO—critical software[24]
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[QFSE SW 7HE -7 0| =2FQ1](NISTIR 8397) Publish
guidance Recommending Minimum Standards
for Vendor or Developer Verification(Testing) of
Software Under Executive Order(EO) 14028(4r)[25]
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[eHEISH SW Y Z2U3](SP 800-218) SSDF
Ver 1.1: Recommendations for Mitigating the
Risk of Software Vulnerabilities[26]
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* Secure Software Development Framework

'22.2.

[E3Y HOot-710|=2t91] Software Supply Chain
Security Guidance Under Executive Order(EO)
14028[27]
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[loT-710|=2t21]  Cybersecurity Labeling  for
Consumers: Internet of Things(loT) Devices and
Software(February 4, 2022)[28]
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S3Y 20-710|=2t21] NIST SP 800-161 Rev. 1,
Cyber Supply Chain Risk Management Practices
for Systems and Organizations[29]
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« Secure Software Development Attestation Form
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CDN Content Delivery Network

CER Critical Entities Resilience

CISA Cybersecurity and Infrastructure
Security Agency

CSAP Cloud Security Assurance Program

DDoS Distributed Denial-of-Service

DNS Domain Name System
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ENISA European Union Agency for Network

and Information Security

IoT Internet of Things

LLM Large Language Model

NIS Network and Information Systems

NIST National Institute of Standards and

Technology

oSS Open Source Software

RISC Reduced Instruction Set Computer

SBOM Software Bill of Materials

WAF Web Application Firewall
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