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Abstract

Complex embedded systems such as aircraft can lead to serious hazards when failures occur. This paper
presents an anomaly detection model using deep learning techniques such as LSTM and 1D CNN on
time-series datasets generated from complex embedded systems and compares inference results. Results showed
that the 1D CNN model outperformed the LSTM model. Compared with the inference performance of a
two-dimensional CNN model created in a previous study (Anomaly Detections Model of Aviation System by
CNN), the two-dimensional CNN model had higher accuracy and recall. However, the 1-dimensional CNN
model had faster inference speed. We can conclude that the 1D CNN model is more suitable than the LSTM
model for anomaly detection in complex embedded systems that require real-time anomaly detection.
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Fig. 1 Credit Card Fraud Detection Dataset
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Table 1 Data Set Size

Normal : 40,000
Train set

Failure : 40,000

Normal : 10,000
Test set

Failure : 10,000
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Fig. 4 LSTM Network

Table 2 LSTM Network Output Shape

Layer output shape
Input Layer 200
LSTM Layer 1 200%<128
LSTM Layer 2 64
Dense Layer 32
Output Layer(Dense) 1
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Fig. 5 Train Loss Value Divergence Graph

Table 3 LSTM Model Test Result

Loss Function Batch Size | Accuracy Recall
Binary 32 91% 82.1%
Cross—Entropy 64 90.5% 81.1%
32 90.5% 81.1%

MSE
64 90.5% 81.1%
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Table 7 Anomaly Detection Durations

Model Evaluation Duration
LSTM 5.9 sec
1D CNN 2.2 sec
2D CNN 33.0 sec
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