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Design and Implementation of a Smishing Message Detection System
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ABSTRACT

As smartphones become more integral to daily life, security concerns, particularly regarding smishing, have risen
significantly. With the increasing frequency and variety of smishing attacks, current detection methods struggle to
provide effective solutions, with most commercial algorithms achieving around a 70% detection rate. This paper
proposes a novel approach to enhancing smishing detection accuracy by utilizing Natural Language Processing to
analyze message syntax and semantics, combined with URL Punycode conversion and whitelist techniques. The
approach focuses on improving detection through comprehensive message analysis, aiming to address the limitations
of existing preventive methods. The proposed system offers conceptual improvements in smishing detection

strategies, providing a more robust framework for addressing evolving security challenges.
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Fig. 1. Examples of smishing SMS.
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Fig. 3. Smishing SMS with malicious URL.

Y
=

o
0x
()
=
=
oY
17
ne
kI
o
1h]

£2 &
o7 YaiAE FARFER 7] ke A Jlgol &
FH T 2 =Rl At oM URL BA45E 3

AAZ17] f18l Fig Sofl 2718 7MY & HSE Hole
IDN Homograph Attacks, Domain Spoofing, Subdomain Hijacking
S40] el Hr=o] B4 W Punycode M2} Sho] E
AE H2E A8tk

Subdomain-Hijacking

Root @
TLD com @ch net
2 9

ft
User

..... o
. IDN

Domain

Spoofin Homograph

>PootiNg  Attacks

. S o

https://www.apple.com I e pm

Cyrillic

Fig. 4. Techniques for Detecting Malicious URLs.

%41, IDN Homograph Attacks= 2}glo] W Bxlo} Z-2 ¢}
&t BAE 283 A URLIY AlZHH o g FYUsHA
Hol= URLO|th Evole AAE HEYIA A=
o Punycode@hi= 4] 0.2 WS T} Punycodet= ASCITHS:
ARg3Ee] HEASCI £2H 913 sk #olch -2

Journal of KSDT Vol. 23, No. 3, 2024



118 ZZA - o)A - AF - oA - A - e
AJ2}8H= Punycode S “4:"”3}04 A fFURE AR 38 A Al2dlo] HESHA] HEE 30%0] Au]Ad HA]
Lk S A % TAES AACR fARE A7 AE AES] fldl, EAQ] o URL 34 /3S &
EZAE A=A FRIgt ﬂ}'ﬂﬁ'—x} @ 71EEA @, B @sto] o] w2 QM ESE Eole WS A8SGith B
A ‘o7 TLEf “1} 7o, BH BART JEEAT S A AEE =017 S8 34 FREE Aol 9] 7&

THE A EA Wi o] 8EH, oo we} & =FoAl«= IDN Homograph

22 A7 itk Tl‘/\]"{EX]'
o] 2% Fig 59 2+ Hej2 493 5 Punyeode 2 ¥15H
 URLS tj=ste] o URL& HAR,

Similar Character

Mapped Character Description

Ta* (U+0430) “a” (U+0061) Cyrillic *a* vs. Latin ~a"

“e” (U+0435) “e” (U+0065) Cyrillic “e™ vs. Latin ~e*

“o* (U+043E) “o* (U+006F) Cyrillic *o" vs. Latin ~o"

“it (U+0456) i~ (U+0069) Cyrillic *i* vs. Latin ~i*

~st (U+0455) *s* (U+0073) Cyrillic *s™ vs. Latin ~s*

“p” (U+0440) “p” (U+0070) Cyrillic *p” vs. Latin ~p*

“1° (U+006QC) “1° (U+0049) Lowercase “1° vs. Uppercase “I" (Latin)
~e” (U+0030) ~0" (U+004F) Digit “@" vs. Uppercase “0" (Latin)

Fig. 5. Similar Character Mapping Table.
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No. Domain Allowed Domain

“korea.go.kr” Thttps://wew . gov.kr/”
2 “nhbank.com” Thttps://weW.naver.com/"
Thttps://wew.kbcard. com/”

4 *google.com™ Thttps://wew.google. com/ "

5 “naver.com” “https://pay.naver.com/"

6 “daum.net” “https://banking.kbstar.com/"
7 * hanwha.com™ “https://mail.google.com/"

8 *sktelecom.com™ “https://wew.apple.com/”

9 “1g.com™ Thttps://wew.samsung.com/
10 “kbfg.com™ Thttps://wew . wooribank.com/”

Fig. 6. Whitelist Domain Table.
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Fig. 7. Detection result of smishing SMS containing sus-
picious keywords.
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