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(MEC-Based Massive Edge Device Monitoring Techniques
for Deviceless Computing)
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Abstract @ As computing technology advances, many services, including Al, that previously operated in the cloud will
become usable on devices that users carry. The emergence of ultra-high-speed mobile networks like 5G dramatically
increases the utility of numerous devices in the real world. In the future, with technologies like deviceless computing,
the range of applications will diversify even further, and demand will continue to grow. Consequently, the importance
of technology for monitoring vast amounts of device information and deploying Al services tailored to the functions
and performance of each device is becoming increasingly evident. Therefore, this paper proposes a large-scale edge
device monitoring technique necessary to leverage simple sensors and low-spec, low-resource devices in conjunction
with Multi-access Edge Computing (MEC) to provide various Al functionalities.

Keywords : Massive Device Monitoring, Edge Device Manager, Deviceless Computing, Multi-access Edge Computing,
Computing Continuum

.M 2 2o#E V)] FeAol FA4EL ot (11 53], oA ¢
Hpo] 27} FAske A vgd T A ALEE
FeeE ARG el Y 2L AF $Ao A TG Fg WA, 2P e Tl Hupelze] Hid #A &
= e dolHE odaln AAHoR T & e & 9w A= delEE FH-AAs HA & THS
Ao &Mooz FriAt Y AFE 7% @Ay AARste AL wf Fasith wed B Adge AEF
A FE AE A Eobel A AFE 7lee] =90 AEap, 2utE AE, 2utE F % vhokd 7oA 5
F438 A5 Qon ol 7&e wWHow <l NellA Rt JHe] tupolavt SgH= A& st
49 Ropdz @8HE tulelze] b gEatn ok olH@ bulelxe) ARE ANt HuUHPsL £
ol¥ 3 Agte Zglecz =3 gl dgolEe A% 9 oz #Ystr] A 7HS Adstu ok B =g 2
gauto 2= FAdsy| olge o8 42 st Q) AoAe Ao WA Adste ATt AAEHE V&
B3], 5GE HEHE FA AW wde ved wudd el dettth 3ol ot o] fupolx w79
guy]2 do] #4 Al Fme dR] rlupo]zo] A TAAQ AANE AL, 4l E A ArESE T
Ex9 B34S =51 Qul H2 ChatGPTS #e 9% dste] AlRbel 7l&e &87tsdS AFetAh wAYe
A% 7% g0z odul giFo] AFALE 7|=L AH 2 5Fo A= At AFAde wgt 2oy FF AT
Adet & e 7187 Sagel wel, AEA AFA a5 71
T 7% &8 g a97F Frkska vk olel uhe

al
MEC (Multi-access Edge Computing)®} 22 <1x] tjn}o] . o
2o A AAE BEe] FRS tuloln Fug A

Aoz grelsta, 7 el e A5 0 AB) AR

I'
-1
=
ox!

0
e
e
re
-

e, o A=A o HEE g astelzt deke A9 % Asion SEel vel
ALATHIZE Ae] SIE e o) meel s RHES ige pme duelzs 479 A29 9482 44
*Corresponding Author (igchun@etri.re.kr) ZF AE 2 2840 oA Algo] ik Fo7F AEH o
Received: Aug. 21, 2024, Revised: Sep. 9, 2024, Accepted: Oct. 4, 2024. = = - _

1 G. Chun: ulgTRI (Principal Rﬂsearcﬁer) ’ 2 ZF7sta k. 53 ®Eukd 9 IoT A9 9 f-3o]
J. S. Seok: ETRI (Senior Researcher) =35 Hlol ~2 B g =1 34 3} TR Ek ok
O o T A (B A A o] Ao R A HEA Ho gl wet tirtol 22 Y £ Sl ok gk o
718571519 2| 91& ol 43 A7) (No2021-0-00546, AR 4IT] o] dolel7k A H L o] HolH Ad AAARE T, A
A Q Z ),

© IEMEK J. Embed. Sys. Appl. 2024 Oct. 19(5) 211-218
ISSN : 1975-5066
http://dx.doi.org/10.14372/IEMEK.2024.19.5.211



fo
-
N
bl
oil)l
E iy
9
=
9]
v}
=
N
I
re
-
rlr
=

= i

g

=

@

%z e,

N H‘

me

o nu

N

ERa

> ot

LA
3! o L [ rr

oz g
) &2

I > o oo

o
k=)
T

2

|
EIRl= *1]‘513 o ste 7lEEA
o]0 9HH 3 Kubernetes MlEE A Y3}
sdlof #anrt gl 497
oy Ao YFERE §AE
& AA "k webA

],
Z At delgrt A E = &4 *“‘% AA| ko] 2
a7 f1g #d A g

0
2 =xo07 puss AT
Adse At B89 + o
R b i e

1. x| clatola 2uelE V1 S8

B 715e FAsE LT 429 Fio s Ba
Robe g AL AYH 3 Ak 53 T FAe o
JEE £4, A%, Belel FHL Fa g Avsh £
L odolegA R g YEe ATt F2 295w
ek wlolg 3 2 Wl Fobol A T A9l 94 4

7] 9a 7 %stE Kubernetes¢! K3SE &-g3ato] =g
dfole} e AALFe] Alxdo]| AW FHAHE TSI
RabbitMQ¢t InfluxDBE &3 #HEste= A+7F Adrk [31
L3 AR 9} FEHE FHFo| dEYANH m2w9 U]
Hko] wojzto] we} Kubernetes FelAHE 3341 o]
3 olEFE AN FarE EUHHTE F 9
Prometheus”| 9t BEUEHd 38 AF% ok [4] 714 3
Aol A% EAY 94 EUHY % 27 FAE 99
T 425 edste] dF Ah 5, e, A& 8 ECG
ANes 23e Fad AYH dolyE —’F@u sk MQTT
EEEE‘Q ARgste] AWM E AEste] EA5E A7 9
ot [5]. = deol"He Ay TokidlAe vhdet oT
E]“}O]Z\J} EAEE A w2 g&40

742y #Agstr] fl8 dule|2e] FEI #AYE $% tiulol
2 YA2EYE &&ste= BYHE A7 o, IoT %
9= 7404 SLO (Service Level Objectives)$}o] <
A5 28] f8 F714Q A JrrE TbsEA she

SLA (Service Level Agreement) A& $13F 22221 do]

H 54 A% At (6l 2eu e A7t 27 4
4 10T ﬂxu dolg 43 9 Asdw FHe] ol
BArE YR e BEas o] Bitad 4 gl

a2l 1. AFE HEIFY HEE
Fig. 1. The Concept of Computing Continuum

A28 kel B3 Fx WA spEAo] gt}
Kubernetes, OpenStack® & 7]& $34& U= 3
Sy xE TF AR F7MHC fulol A} s @
golatd] 9 AYS agHoR Ags=d @A 2

v oL dE el BE e duel s e

2UE Rosa, FH9E A9 st 28] 9@

S ol oo 1
2 o ot

m m\‘i

)+ e Qe ad9,

2. loT-dx[-E2t2E ?_174| Axg 7=

[oT-AA-Fe9-= |
[oTe] Ao 3o *H%ﬂ] TS TlEolty. ALY
oTAA JAFA T 22 145 AH~E
3 AR 9 Fgere] AFH AAE ALt o
AaME ToT-AA -2 FA4° A4 Zzte
oA AAY-#FEEHE dolEE ouME AREA
g Adojof g, A EHH o2 A ofof ghrt HZ IoT-
A-FH$= AA HFE e HAFE U
(Computing Continuum)©]&h= §o]2 Aolx 1 glon,
T8 71w Aol wet ot tufo] sk oA Al &
874S Ao TFsta TN E Ndez Aty
At 7, 8l.

2% 12 IoT/Deviceol HE dx|9} Zeb-E714] A7
sto] MBI 2E AFste HAEFEY MdS HAFErh ol&
AslAE e daay HAFHETH 2vfEE 9ol
£ fufo]x, [oT A, = Aulz, dx] HFH o]
271714 g AFE AAE ke dE5dE&d dolH F
fF7F A&stA o] FolA ok gt [9, 10 webA] dirE oA
tjujo] 29 Eﬂolﬂe MgHoR 3 E Agste B AT
< AFE AYgnds 7] A 25FHoR AFH o
oF gt}

:
Of
Rl of ¥ 52 2 adt | o fo o to

E

-

X‘A

3. ClHto|az|A HFE J|&

tjulol ~g] A~ #FE (Deviceless Computing)S Tlupo] A
+9-#E 2 §4 AF AAo] MY FIAREEH &
A3 FAAE NIz, AEA FA9 Al Mujx A,



HIC =

Resource
Pools

(a]

Device

BLipeojyi0 7 UBWEILELUT LoneNdwo) S4796p3

jus)

et
oL o ol
(o = o
o i

(m > rlr ol
==
ekt

N

-

_ oy

o

Mo L onEl o

1E o

>

o

[ o rr W m

=
o

~N

=

o%
1>

o |r o

[l
et

] y
e N | L F
i

g 3. MECe| 7HE

-
2~ #RE Px

Fig. 2. Deviceless Comoutmg Architecture

Computation Offloading

h

Fig. 3. The Concept of MEC

oX A
2ol N

fo = o
mio
n i)

£

SLOY ek A9 49
A7) T]ufo] 9]

. MEC (Multi-access Edge Computing
Z3E tupolzz Q@ =
x} sRlEREY 5 2AA -
%‘Hﬂl*«l o Q3 FUd
A& T8 ‘3&%—*]7

“]'Oi

a dlolel Aelst 73
A7 A tupo]
dek tebol el s A
H}o]/\v}x] axpagg»q
= MARE
oH Hlﬂ]*ﬂ Nsﬂ&l~ EIH}OI*A

N
2
= .

o o
i
7
lo

2o ARE duels 29
&% A7 QAP

N
=53 o
Su
T e
o2
b 2
=l
o L on

Ep
)

o 2
fl o
o 0 A

=

WN =
o> gy ol

oE " o

Wi rlo
ALy
)
o r2

o
=
ich

_L>|i

i
il

]
=

H 198 M 5= 20244 10¥ 213

GAF= ZAFe] Wl MECE wjAste]l wEa kg2l
Mul=E AFetes FAld RS H2Y2s FEY 73R
B3 givh 19 3% Zo] MECE AFE AdS HE AME
2L ey A2 A o7 ik fAel wiA|ste] AHAE A
fEown By stAH ol WE SHANS BAste] AL
€7 QoE (Quality of Experience)Z 3FHAZ 4 U&= 7]
<ot [12]. 53] MECE AFH AEwY dddds o
npo] ~gl 2 HFHS FAsty] s A 2aw &8
Aol R IoT7F AXE A A ZFR-ZA A
A AMu2E AT F °1°1 ThFEE SAIH 24 8F
= AL "delE, CPS 5 Fd317] g3 25491 7<=
ge9 Aoy B %—Eroﬂfﬂ At 7es T8 9
& &% oFE Unlo] At AA = 870 Do R A}
44 MECE &&s3tar sto] Fdstax} gt

i)

5. KubeEdge

KubeEdge= Cloud Native Computing Foundation
CNCF)oll 9J&l] A&A o= #e 9 /M5 = Kubernetes”]
Hho] AstE Aoy ALEH A ZH]leAoltt [9].
o) elggae Fa AW F ah FAeE Ado] B

At #olAle AR A tupo] A AH] 29
AEHH] £FE BAT 5 e oo Sk o= #itd
AFE PN =2 AHALE Aeds ot EFL
KubeEdge:= ©43t E5o x| tnto]xgte] &3 &

2 BER S0, ol 984X AAA TEE AT

ol T MEAE0] TS s=dol EA B A
25 &4 xstn 39 ¢ s Addoh 22u
KubeEdge: 914 tjulo]~Z kubetnetes?] =2 28317
A 7lwol7] Wi wEE AR SEH7] ofHE I
HYHL S voHE st E&HoR st e
& BAZ Ao|t). B =Fo|xE KubeEdgeE 74k ¢1X
g2 ggate] dAEHde] deolHE £ 2 #HT F e

trkol s el 8 FHGTA Wk

. cHt2 9X|] ClHEO|A 2[7] MA

1. AA DAt

oT Hle] 715354e] S7beh g%, aFd vhe
# Aulzs 2R s AH dulelae] dd, A e,

A9 Vs A9 B4 B 5L 99 s1%0] BedAn
e} [13-16] el Aol Fekgssh 44 s g
=]

o s A
Aot pe MDA BuE BeldE ol
& ggolth B A trlelzvt AWEES 47 O
orz Asgel we Wue, A&7 Bel Pass) v
QMR UgE TR dedde FHs Hdon 4
© olefe 432 nesh e Yok mebd ® del
YR QA Hulel s B85 T A AHE



214 cletola2(A HFEES flet MECT|EE 72 oUX| CjotolA 2L EE 7|z o7

#el712 Ak QA Yol
dpols pE7lt QAR AA
of ole welk DA ohds L& nE

s[> n
_|>i
e,

e
)

1. 29l 55 #eE 98 #AFE deg 2E el
29} tutolze] AAHE= #l@#E  (Peripheral) S
Sgate] gelsih

2. CPU, GPU, MEM, Disk 59 Al&=# Wi 295
tuto] 2ol AAEE EE4 A9y Y FH)

il

ot o
fr

S T M
3 ]’4]:]}-0] W2 5AS 93 Wy (Mapper)E #|&8ho
2, tge 5 ZREZ st o 2

Hd s dddey] Ree A9
H =

4. A dupe]ze AR AR 9 NGRS X
gata gloerng Fu HZ ke e d4
H FY9EE AMgEE Ae ve BAAs0E A
S n# gk

2 N2 7z
A7) thite] 2 ghel7 = A4

wE ulgon 7 Aedase 4% 2 A4 4

Feoz mUHAY & gofob ¢

A AYHE oA Gl

Z2EEYe A4 o

o)~ A RUHTY 7%% agdor 7T A
tutelz~ #ErjE A 3749 EE FAET APL
server= AREAL &8 ZEIFN S A XEE g

& &8 ZRade] 93 g5 918 RESTul APIE
A-&sit), gnfo]2~ o] #2]7] (Device Control Manager)
= AA tupe]zgt FUG 7MY tiupe]l~ EQS 745
o #Este EEE AR &8 Z2ao] AA Yufelx
o Wg &4

3 43t W

- O g
jus)
S
1>
(m
o
tjo
ofm |

2] O = fufo]~E &4 § A et

o5 93l fulolx Ao} A= #EEhE Yol
gk vel ARE st Qom, AR F7|slete
AA o] 28} tufelx EQITEe] S tulo]xg W
oA wrET) I AAHE AEZHE 7 HEdde £
A 5ES 99 gihx HEEYE 554 ]ﬂ«ﬂd
o] ARE BPAHoz AT F UEE Aojse 7
@gdtth, fulolx~ AF #E]l7]  (Device Connection

Manager)s= AA tjrfo]~e} 243 AFS AYste B
E2A o] gule|xE #estE 715 e el
2 ZifolME A4ste] AA tiulo]l o HAlE o] 9l
gHEe ARE F73AIE 75S ATt dF 9y
T yupelagle] AFS 93 vge ZREZFS AMET F
Al #FETE A AMgEE AHde] doHE wAA
E¥d gA wgsy] 93 dF9 g&EE 138
Modbus, OPC-UA, Serial, GPIO 5 t}%3d ez Hdy
= dHolHE 4849 YH=E WL ol& ALEAL T
st S84 Mu| oA A& HElHelE 7w ZUE

Edge Device Manager
‘ API Server |
Device Control Manager
o
2 Instance Controller Device Twin Manager
b = Managed Device List
@ - Device Metadata
éﬂ Resource Controller - Device Twin [Device Twin Synchronizer|
Device Connection Manager
Dvice ot V-Device Manager & dor M
evice Router onnection Mapper
V-Device Driver PR
Device Control Agent
g Device Controller
& _ e i +ees | Device Pevice )evice
2. P
ol S el ) CAontril :ntrc%l \ontrzl
E Peripheral Manager gen gen gen
(Peripheral ) (Peripheral) (Peripheral } o« +

a8 4 ox| ClujolA pal7| 2x
Fig. 4. Edge Device Manager Architecture
9 A E 9 BFAHoR Qs YRo|t) olyd =3zt
= S AA AA "ute]zeE oA Tiupe]x #elr]et
AFE Hg oA Huto]x Ao} oo]HE (Device Control
511155}5}. AR tute] Ao ool EE t]ulo]
Hde] #el 9 doly F7I3E weaty
tupo] 2o Alz"l ARl dEHd FR dolHe A,
217], 741, kA (CRUD: Create, Read, Update, Delete)”]
CEg ARRAPE R olA] Tiupo] o] @ FEHE
= 7]%‘.‘5 AFdc, 2 =EdAE iR
tufo] 27k AXE A oA AL oA fuHlo]x e
= 93l KubernetesS’Jr KubeEdge ZHdHaE 7oz
g oA fulol AR UHY Zleae ZZEEYS A
STk (17, 18] A vyupe]= FE]7]E v A tinp
o]~E FHHOR ATl HAAl A Tiupe]xg v 5
© Hufe]lx ELS A 2 #Asr] 913 MECE ﬁlﬂi
Ax] Fet$-o KubernetesE 83t Fds o,
A A tutol~d R HAjEE tutols Aol o ]XJEE

KubeEdges &-83to] +&313th
¥ 1S 2 zyd9gas 53 83 5 e ynlolx
Hepgw ol o & mojFEr) ox ynlo]x wE g wnE 3

Azd Aust dutelzd] AE AN Au,

sz 7Y o Argese £ 13 0l 49

@ 5 gon A8A ¢ R

o Hurh 2E 4 Atk 59l e Al %Zc}

A A8 £ % BUSE FHap) A 4 A
2



I 1. olX| C[HiO|A HEFYES] of
Table 1. Example of Edge Device Metadata

Category Description

Device Type
CPU Architecture
Accelerator Type
Memory Capacity
CPU Usage
Memory Usage
Disk Usage
Network Traffic
Temperature
Process List
Power Status

System

Information

Periphera List
Peripheral I
Periphera Type
Peripheral Status

Peripheral Resource Data (size, update cycle, etc.)

Peripheral

Information

Service List

Service 1D

Service Requirement
Service Tolerance
SLO Information

Service

Information

A AE SR AL HEY, AU 5 O 84E 29
& 5ok w3 54 /% ol 24sel s BE
Aulzel W 45 2EE B3 glaor det [19] 3,
SLOZ Mgstn BeFozA AsAd /U FEA72
MEUs BEE ST 5 UL oln, olF Baf Aulx
22 ASHoR ANT £ Ys Aol ARHoE B

A 2
1914 BelF A trlelsg] BE WEARE 94 o
spol s whel7ef A o & Fe) ANoR B
2 %7)she,
3 S =it
N4 tlitel w71 F@S] S8l HAH 2 A
A% 9 53 o] AT
g4 8 ZEag RUHYEE Aske By
rbel oA At ARg A5 e A4 o
ol RN Ao elshs Anad s
2 | ohd 9ol o4 o

ol
f
i
2

okl
=°¥,
o
o
ui
rﬂ
o -
T =
i)
&
1)
oxl
f
Lo
o,
o
rl
ne
=

LI ESIR *Mom et 7 =e} 2
Aol A28l Are gdaA ADT 5 vk olE B
A a e dre] FA2 A4sAste] desde) AAE
=] tjujo] A9 A gj\o] =ZYPHor &4 & ¢ 9u
e e H e e dEskseAl e e 48§

H 198 M 5= 20244 10¥ 215

e ;

Request managed information
list from the edge device

I: Start

Request edge device informaticn

the informaticn
exists in the list?

Add the information into
l managed information list

Managed
information?

Create W-device driver

]

Map \-device driver to
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Request new data of that
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Print requested edge device ¥
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Table 2. KubeEdge Message Topic

Prefix Type Content
node/+ Device Join Check
$hw/events device/+/update Device Status Check
device/+/twin Data Sync

HE 3 WX| C[HjO|A H2|7|E 2ITH RESTIUl API

Edge Device Manager

l API Server |

Device Control Manager

Instance Controller Device Twin Manager
+ Managed Device List
« Device Metadata
Resource Controller * Device Twin Device Twin Synchronizer|

Device Connection Manager

[ Device Roiit ; V-Device Manager
evice Router
V-Device Driver

BE[4

Connection Mapper l

7
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Resource RESTful API “KubeE o
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: Device Control Agent
/nodes/ nid/resources Get : res Info. Read ) - 9 )
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/nodes/:nid/resources/:rid Put : res Info. Update > User Custom Function | |+ Sys. Resources date - g-
Delete : res Info. Deletion | « Peripheral data
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Current Resource Count : 10000

Home | Get Nodes Information || Get Devices Information

| No. !De\'icename |Namespzce |Pmper¢yName |Device}[odelRef [HostDe\iceName [

1 [dewt [defauit  [data |[data-model [rpio1 |
2 Jdevio [default  [data [data-model fepi01 [
[ ldevioo  [default  [data [data-model [epi01 |
4 dev1000 default data data-model rpi0l
5 dev1001 default data data-model pi01
6 dev1002 |default data |data-model rpi0l
7 [dev1003  [default  [data [data-model tpi01
8 dev1004 default data data-model [rpiOl [
9 dev1005 default data data-model [tpi() 1 l
10 |dev1006 default data data-model rpi01
11 dev1007 default data data-model rpi01
12 dev1008 default data data-model rpi0l
[13 Tdevioos  [default  [data [data-model [rpio1
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