1021

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.34, NO.5, Oct. 2024 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2024.34.5.1021

AZAPJ/H(TEE) 71ike] E5A1Q) L=zl Z2A|
ZI2EF

S RAETIETE AIE
12DaChstm (ChatelAl, A

Trusted Execution Environment (TEE)-Based Blockchain Offline Payment
Protocol

Donghyun Jeong," Beomjoong Kim," Junghee Lee®
12Korea University (Graduate student, Professor)

o ok
=l =

B midies E24¢ 7k exelel
Blockchain Offline Payment) ZRZEZS Aokgltl, TEE-BOP+ AlFASEH (TEE) Wollx] S.xzlel zkol
< kAl st WE ErE E83 EEAQl 2 2] F 9 £842 % 753} =3 TEE
Attestations &3l AAdE 7)o} AJxwle] A=A

24, Selel PR s FA AUS
b5 vt /1% Qi) ge), TEE-BOPE: FolEgE AL ol ag AbakA]
oA, AA BN Ag HE e ¥

a3, =73le] TEES E5AQ1 749 ol o
3 VEL = gZelr} BolAgh Ao E AlFA
T7F E8AQ 71ee AL wHE FAsta, A

F 9leg nelFet

N
o

o
i
o3l
o
(o

r
o2
LTI
o
h? =
iy
=
rlo o
T
ol}l‘
o)

3
2
=
)
°
=Y
&
)
ofN

N

T
%o i
X,
e =
)
ol
N
=
o 1
Q
o,
BN
o
>
Mo
=)
i
ol
i
=
i
o,

FI

ox
It
-
T
2

fl

ABSTRACT

This paper proposes the TEE-BOP (Trusted Execution Environment-Based Blockchain Offline Payment) protocol for
blockchain-based offline payments. TEE-BOP securely manages offline balances within a Trusted Execution Environment
(TEE) and efficiently verifies initial deposit proofs recorded on the blockchain using Merkle trees. Additionally, it ensures
secure and tamper-proof transactions in offline environments by guaranteeing the reliability of keys and the system through
TEE Attestation. Unlike previous studies, TEE-BOP enhances real-world applicability by eliminating dependence on central
authorities and avoiding assumptions of ideal models. The protocol solves the double-spending problem through multi-layered
defense mechanisms and addresses forgery prevention by allowing recipients to directly verify data consistency between the
TEE and the blockchain. This enables reliable blockchain-based offline payments in areas with unstable network
infrastructure. It demonstrates that this research can expand the application of blockchain technology and contribute to
improving access to financial services in developing countries or disaster situations.
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Algorithm 1 Offline Initial Amount Deposit Process

Payer sends DepositRequest(amount,yfiine) to TEE

TEE:
(pk;, sk;) + KeyGen(1*)
balance,f fiine = amountof fiine
Meoge = H(TEE,04.)
TA = (IDrgg,Veruw,Verrw, Mcode, pki)
ora = Sign(TA, SKrrE)
Minit = (@mountof flinel|pki)
Gdeposit = Sign(Minit, ski)
Send (Minit, ki, Odeposit, TA, 074) to Payer
Payer sends T'(minit, pki, Odeposit; TA, 014, amountonchain) to GOC

GOC:
assert Verify(T'A, or4, PKTER)
assert Verify(minit, Odeposit; ki)
assert amount,j fiine == amountonchain
balance[pk;] = amountonchain
MT. add(0deposit)
Send Receipt to Payer

Fig. 3. Offline Initial Amount Deposit Process
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Algorithm 2 Offline Payment Process

Payee sends MerkleProofRequest to Payer
Payer sends MerkleProof (0 4eposit) to Payee

Payee:
assert Verify(MerkleProof (0deposit))
Send PaymentRequest(Addrpayee, amountpqy) to Payer

Payer sends PaymentRequest(Addr payee, amountyey,) to TEE

TEE:
assert (balance,ffiine > amMouNtyay)
balance,f fiine — = amountpay
Nonce < TEE’s monotonic counter
Mpayment = (Addr payee ||amountyay || Nonce)
Opayment = Sign(mpaymenu Ski)
Send (Mpayment, Tpayment) to Payer

Payer sends (Mpayment; Tpayment) to Payee

Payee:
assert Verify (mpayment; Opayment, Pki)
Send 0K to Payer

Fig. 4. Offline Payment Process
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Algorithm 3 Onchain Claim Process
Payee sends Claim(mypayment, Opayment) to GOC

GOC:
assert VerifY(mpayment7 Opayment sz)
assert !IsDoubleSpent(pk;, Nonce)
MarkAsSpent(pk;, Nonce)
balance[pk;] — = amountpay
Transfer amountpq.y to Addrpayee

Fig. 5. Onchain Claim Process
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