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ABSTRACT

As deepfake technology advances, its increasing misuse has spurred extensive research into detection models. These
models’ performance evaluations, which include selecting train and test datasets, data preprocessing, and data augmentation,
are often compromised by arbitrarily chosen validation methodologies in existing studies. This leads to biases under
standardized conditions. This paper reviews these methodologies to pinpoint what diminishes evaluation reliability.
Experiments in standardized environments reveal the difficulties in comparing performance absolutely. The findings
highlighted the need for a consistent validation methodology to boost evaluation reliability and enable fair comparisons.
Keywords: Deepfake Detection, Evaluation Methodology, Performance Bias, Deepfake Dataset
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Fig. 1. (a) shows four types of artifacts. (b)
shows the process of converting the image to
the frequency domain.

Performance evaluation
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Fig. 2. The result of training three types of
deepfake detection models with FF++ and
testing their performance on the FF++,
Celeb-DF, DFDC, Deeper1.0. The experiments
were conducted in a standardized experi
-mental environment as claimed in the study.
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Table 1. Describes the training and testing dataset used for performance verification in each deepfake
detection model. CDF: Celeb-DF(8), DF-1.0: DeeperForensics-1.0(9), DFD: DeepfakeDetection(6), Fsh:

FaceShifter(14), WDF: WildDeepfake(13).

Train
Model Dataset Test Dataset
FF+ + CDF DFDC | DF-1.0 DFD FSh WDF ete
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RECCE(2] c40 vl (@) X X X O -
SPSL(3] c40 vl (@) X X X X -
F3Net(5) c40 X X X X X X FF++
LAA-Net(19) U v2 0) X @) X o) -
StyleGRU(10) C23 v2 X @) @) ) X -
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Table 2. Summarizes the implement details of each detection model,
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including face extraction model,

‘image size of frames, ‘quality of FF++, ‘the number of frames, ‘data augmentation’, and
‘metrics(AUC, ACC etc).
Face Image FF++ Data Metrics
Model Extraction Size Quality #Frames Augmentation | AUC | ACC | etc
AltF;f;”“ MTCNN 224*224 | 23 32 RHEGE?O’ 0| x| x
OST(16) DLIB 256*256 | 23 All Online meta | = (| gpp
dataset
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LAA-Net(19) | RetinaFace | 384384 | Unknown| 128 Scaling, o | x | A%
erasing...
StyleGRU(10]) RetinaFace 256%256 €23 All, 32 RCO ) X X
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Table 3. FaceXray model evaluation in intra-
dataset and cross dataset. Comparison between
the official paper, the LAA-Net paper, and the
experiment in  which we verified the

performance.
Data Test Official | LAA-Net
Ours
set Dataset | paper paper
Intra | 0T | 9871 | 99.92 | 90.96
(c23)
CDF 95.40 79.5 57.65
Cross | DFDC 80.92 65.5 56.0
DFD 80.58 95.40 53.73
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