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ABSTRACT

With the rapid increase in the construction of smart ships and the growing proportion of IT equipment on vessels, the
frequency and severity of maritime cyber incidents have significantly escalated. Recognizing this situation, the International
Association of Classification Societies recently enacted the UR E26 regulation. This study investigates the definition of cyber
resilience and reviews existing research, using the Analytic Hierarchy Process to determine the priority of factors across the
ship lifecycle as presented in the E26 regulation. Additionally, the E26 regulation is compared and analyzed against
Cybersecurity Framework and Cyber Resiliency System of the NIST. Through this analysis, the study aims to assist
companies that are unfamiliar with maritime cybersecurity in effectively responding to the IACS UR E26 regulation and
proposes recommendations for the improvement of the UR E26 regulation.
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Fig. 1. Maritime Cyber Accidents Trends(2)
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Cyber Resilience(10) Data Security
Platform Security
Aspect Cybersecurity Cyber Resilience Technology Infrastructure Resilience
Objective Protect IT Ensure'business Detact Continuous Monitoring
systems delivery Adverse Event Analysis
Intention Fail-safe Safe-to-fail Incident Management
Apply security Build security Incident Analysis
Approach| . . i o - -
from the outside from within Respond | Incident Response Reporting and
Architect| Single layered Multi layered Communication
ure protection protection Incident Mitigation
Atomistic, one | Holistic, network Incident Recovery Plan Execution
Scope .. .. Recover - ——
organization of organizations Incident Recovery Communication
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Table 3. Cyber Resilience Goal(13)

Goal Description

Maintain a state of informed

Anticipate .
P preparedness for adversity.

Continue essential mission or
business functions despite
adversity.

Withstand

Restore mission or business
functions during and after
adversity.

Recover

Modify mission or business
functions and/or supporting
capabilities in response to
predicted changes in the technical,
operational, or threat
environments.

Adapt
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Table 4. Cyber Resiliency Sub-objectives(13]

Sub-objectives Description
Preclude the successful execution of
Prevent Lo
. an attack or the realization of
or Avoid L.
adverse conditions.
Maintain a set of realistic courses
Prepare of action that address predicted or
anticipated adversity.
Maximize the duration and
. viability of essential mission or
Continue . . .
business functions during
adversity.
Constrain Limit damage from adversity.

Restore as much mission or
Reconstitute| business functionality as possible
after adversity.

Maintain useful representations of
mission and business dependencies

Understand and the status of resources with
respect to possible adversity.
Modify mission or business
functions and supporting processes
Transform to handle adversity and address

environmental changes more
effectively.

Modify architectures to handle
adversity and address
environmental changes more
effectively.

Re-architect

‘31 Aol AF Sl Aol 543} Afo|Hl
&+ BAs= Zlo] dvh Fa3kA| E]lsisich(14].
2016 19, Baltic and International

Maritime Council(BIMCO)- Guidelines on

Cyber Security Onboard Ships& *3Eshsict

(15). ol 7P wiE slokibsde] AteH Bl 7)e]

Egpeleg IMO(FANAZIT) S Aol $9 3t

a] 243} AAsda, ISM Code(FA|A T2 =

STAREE A gl FA49 FE BH2 ale]

‘ﬂi"&«l 71eA EFHE AWy Rohe AloHH et

o gk 7]2A <l sl A& Fol7] $ldl 2=

sltl. 2017d 69, International Maritime

Organization(IMO)®  Maritime  Safety

Committee (MSC)& dlF 4t Wi ols|AAAE

o] el 913, 913 2 FHepdo| ik S =

84S qlxskar Aok MSC.428(98)5 whats)

Arh16). F& SQFAEelE  International

Safety Management Code(ISM)ellA A <Jgt

eA SRS AR A BE AFE]

2021 19 o] FHE Al ¥ He| AAE 7]
<& SMSel| F3sk= Aol == el 20201 44,
International Association of Classification Societies
(IACS)+= Rec. 166 - Recommendation on Cyber
2 Fo= UR E26 Cyber
resilience of ships® UR E27 Cyber resilience
of on-board systems and equipmentE Wi
A, Auke] Aol ™o i3 AF Ax
°ﬂf‘+ 17). UR E26 Adbe] Alolw] E4%
£ S8l 2Rz Ax"a EHIV A% B
£ 0 AT B Agstel A4 99 5
ej3 e s Asisict, UR E27¢ A 710
=9 ]cy 40131 P 7L§].__ g]f{} /\]/REH

Resilience®,

—Yim& o Flﬂﬁé"i

B odoxE Analytic Hierarchy Process
719 ol 4-3le] E26 T—V%] A AEh= AdRE AejF7]
o wet A4 g9l 7F $Al4e]e Helalt) ik K26
< NIST®] Afe]mrgt Jiﬂuﬂi 2 2oy E4™
A 2El3} v B

3.1 IACS UR E26 &4

E26-> Identify, Protect, Detect, Respond,
Recover 57119 845 7|52 Q7R o] A=
gler] System Integratore} Shipowner &}
Design - Construction - Commissioning -
Operation®] °]2% Aube] AefF7|2 FiE o]
oleh. IACSE Al QlFS Fahshs Aol Al

ute] o7 Phaseol wet 8748 33)
3 #F EAE AlESEE Table 59F 3Fe] gk

o} ool £ aAFolr= At AlelHEE HErtE
Qe = e ZARE FYd ol sl
Analytic Hierarchy Process(AHP) 7|¥H2
B.-g}oq /K—]tﬂ- /K}.o]tﬂ iﬂaﬂoﬂ g3l 517 QolE
/HHL /xgoﬂ,'_ﬂui Phase"ﬂ FD]—-— /K]—\:HX—] ZQTE T
3laL o) & wiEke R Qql 7ke] w95 gt}

AHPE oAAAe] E3 w Jﬂ7}7la~°1 thao]
v Bkl 79 AFE elelel digke] AAIF <]
HrLE Sk GAAEAA A7 5o shdelth. AHP
e AR AN Qe w7} dAA o
AZAA FAIES o) gk Aol Frsie] A

i

e 1o ik

_4



1154 Alke] Afely] 2413 3 27ARFIACS UR E26)3% 71 Alolwjngh 2 Alo|u] <18 sejg)9)=2] vl
Table 5. UR E26 Requirements by Sub-goals(17)
Systems integrator Shipowner
Sub- - Com First .
Requirements . Constr . . | Opera Annual | Special
goals Design . missi . annual
uction . tion survey | survey
oning survey
Iden .
tify Vessel asset inventory O (0] (0] (0] (0] O O
Security Zones and Network Segmentation O 0O 0 0 O O O
Network protection safeguards O O O
Antivirus, an.tlmalware, an‘.Lllspam and 0 0 0 0 0 0 0
Prot other protections from malicious code
erc(,)ﬁ Access control O 0O 0 0 O O
Wireless communication O O O O O
Remote access control and communication
with untrusted networks 0 O O O O 0 0
Use of Mobile and Portable Devices O 0O 0 0 O O O
Network operation monitoring O O 0] O O
Dete - - - - -
ot Verification and diagnostic functions of 0 0 0 0
CBS and networks
Incident response plan O (0] 0] O
Resp Local, mdependebnt. and/or manual 0 0 0 0
ond operation
Network isolation O 0 0 O
Fallback to a minimal risk condition O O O O
Recovery plan O (0] (0] (0] O
Reco Backup and restore capability O O O
ver Controlled shutdown, reset, roll-back and
(6] O O
restart
HRen, RYE olgsle] Yy Fow we HE
Table 6. Survey Participants 22 AAAoZ HEHE(Ratio scale)3tste] A
Category Company | Experience FAQ A e el el ARE A Stk =
26 years 6\‘} 711'?]_—'_61} Zﬂl"g— Xé ‘]—OﬂE %:IL%]—:J—,— zl‘I]—E:— ﬁ;(oq, 7]’%‘
) Company A | 16 years 2 AR Az, Az B4 Sl AREE = 7]He] Al
Shipyard 90 vears | ZEA3 9g seld 4% S48 A4 Au
Company B | 22 years HE gsttls HollA o|BHoR Zo] HrlEw
26 years 18],
Company C ———— 3w 2 ola] = -
Ship System 17 years 2 AE 2AME 98 & 1879 ArtE A
Integrator 23 years RS Al ol5e 2z AN Asd
Company D ——m— N
9 years gk A, At A QA 2l Adet Ajelsn
Company E 18 years ol AME L 8t AE A 2522 Table 6
Ship Equipment | Company F | 16 years 3 o] A=)
Company Company G | 20 years
Company H | 17 years 3.2 TY YU/ Hlm 24
22 years
I8 years UR E269] 7158 274182 7128] Aolmn
Ship Company I [————— Hol 3 o] o 5
. 10 years ok W7k Z 9=l NIST CSF 7ARst vl
Cybersecurity EE— A= i o
Expert Company 5 years BAIsle]l . UR E26°] 7]&9 Afelu]Hel 73S of
28 years A "kedstar gleA AR FoldR|dl T &
Company J ——m— _
12 years Tekcd, NIST CRS #H7b &53e] vlas £
Total 18 People UR E269) Sabao] 4uk Alols 2902 shio
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Respond 715l di&l E26 Atz dl-g A}
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AbaL <ksh A=kel] dis A= A A}
Recover 7]%°l dl& E262 &1 AF, wigd
3|8 oA B Azl o] A AE, CSFe
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Phase Identify Protect Detect Response Recover Consistency Index
Design 0.585 0.190 0.094 0.063 0.068 0.078
Construction 0.538 0.246 0.097 0.060 0.059 0.010
Commissioning 0.099 0.291 0.204 0.171 0.235 0.039
Operation 0.081 0.180 0.204 0.201 0.334 0.005
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Table 8. Matching rate with UR E26 in NIST CSF(Author’s compilation)

Function Count of Subcategory Count of E26 Matching Rate
Govern 31 0 0.0%
Identify 21 2 9.5%
Protect 22 2 9.1%
Detect 11 1 9.1%

Respond 13 2 15.4%
Recover 8 2 25.0%
Total 106 9 8.5%

a2 A3, CSFE 71522 E269 SR & A5S Azt

972 Recover 25%, Respond 15.4%% v}e}
v, A 1067 Fell 971 &5, & 8.5%%t viA
H= 222 Table 8% %ol #aldh 4= it} o]+=
E26°] CSFe} 598 Functiond o]&sl4] :rL/H
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A R gE2A AEd o ovlela, ARt 71‘33
So] dw ZH I E sute g 98 HrE A3
7)ol SR & 7FsAdo] ol Ml

4.3 NIST CRS®} E26 H|w

NIST CRS+= 4714 &3} sk 8709 3819 &
EZ TEEHC Afeld] EdY Wyt e
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A wheke s CRSE Al2He] B3 24 Y
SA W, AR WA wE #AejA B4, 7]
Alz='l AR 99 " 5o FAE W
< Algksit}

Prepare°] o
A WkE 71

a2\

26°l4= AtolH w1

3 E | o
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o

Continued] ] E26-& Alolw] Alazel]| gk o
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Table 9. Matching rate with UR E26 in NIST CRS(Author’s compilation)

Objective Count of Object Count of E26 Matching Rate
Prevent Or Avoid 4 3 75.0%
Prepare 3 1 66.7%
Continue 3 0 100.0%
Constrain 4 2 75.0%
Reconstitute 4 2 50.0%
Understand 4 2 25.0%
Transform 2 2 0.0%
Re-Architect 2 0 0.0%
Total 26 12 53.8%
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UR E26

No. Suggestion

Lack of Consideration for Ship Lifecycle
Characteristics: Specific requirements
tailored to the phases of a ship’s lifecycle

1 are necessary for implementing cyber
resilience elements, but these are
insufficiently detailed in the current
guidelines.

Insufficient Inclusion of Core Elements for
Enhancing Cyber Resilience: Although
there is some mention of Recovery Point
2 | Objective and Recovery Time Objective, the
overall strategy and core elements for
enhancing resilience are not
comprehensively addressed.

Omission of Latest Cybersecurity
Framework Elements: The guidelines
3 | reflect the content of NIST CSF 1.0, but
they fail to incorporate the latest security
requirements introduced in CSF 2.0.

Inadequate Consideration of Ship-Specific
Environmental Factors: The unique aspects
of ship environments, such as complex
system structures and extended operational
periods, are not adequately addressed in
the current guidelines.
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