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ABSTRACT

This paper derives security requirements to ensure the safe operation of unmanned ground vehicles from the perspective
of accident causation through threat modeling. By analyzing the components of unmanned ground vehicles and identifying
potential vulnerabilities in each element, we constructs attack trees that could lead to accidents such as collisions and sudden
stops. From these attack trees, security requirements are derived. These requirements are then compared with the security
requirements corresponding to accident causation threats as outlined in the UN’s document on autonomous vehicle threats
and security requirements, UN R155 Annex 5. The comparison highlights how the security requirements proposed in this
paper align with those established by the UN. The application of the security requirements proposed in this paper is
expected to facilitate the smooth introduction and operation of unmanned ground vehicles.
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Table 7. Security requirements for UGV to be safe from attacks aimed at causing accidents
. . Attack
No Security Requirement Method
1.1.1.1.1
SR1 Blocking the acquisition of ECU flash memory 1.1.2.1.2.1
1.1.2.2.1.1...
1.1.1.1.1
SR2 Unauthorized personnel must be physically access-controlled 112121
1.1.2.2.1.1...
SR3 Measures must be taken to prevent the activation of disabled interfaces 1.1.1.1
1.1.1.2.1
SR4 Firmware updates require an authentication process 1.2.1.1.1.1
1.2.1.1.2.1...
SR5 ECUs must be secure against side-channel attacks ;11221111
SR6 ECU flash memory must be secure against fault injection attacks 2.1.2.1.2.1
SR7 ECU flash memory must be secure against reverse engineering 2.1.2.2.1.1
SR8 Connections should be made to secure networks ;?;111
SR9 The system must be capable of detecting and responding to GPS-based attacks 1.3.2.1
SR10 The system must be capable of detecting and responding to acoustics-based attacks 1.3.3.1
SR11 Camera sensors should not be overloaded with object recognition 1.3.1.1.1
SR12 Camera sensors must be secure against exposure to intense light 1.3.1.1.2.1
SRI13 The system should distinguish between natural environments and images a1l
projected by a projector o
SR14 LiDAR sensors must be secure against signal manipulation ;i12211
1.3.1.3.1
SR15 RADAR sensors must be secure against signal manipulation 1.3.1.3.2
2.4.3.1
SR16 The system must be secure against multi-sensor attacks involving Camera-LiDAR. ;il
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Table 8. Comparative assessment of security requirements
UN R155 Annex 5 e . .
UN R155 Annex 5 Mitigations No Security Requirement
Threat
Through system design and access control SR1 Blocking the acquisition of ECU flash
Gaining unauthorized it should not be possible for unauthorized memory
access to files or data personnel to access personal or system - Unauthorized personnel must be
critical data. physically access-controlled
Using remainders from
development can permit Cybersecurity best practices for software Measures must be taken to prevent
access to ECUs or permit and hardware development shall be SR3 .. . .
L. the activation of disabled interfaces
attackers to gain higher followed.
privileges
Misuse or compromise of Secure software update procedures shall Firmware updates require an
dat d be employed Security controls shall be SR4 thenticati
update procedures implemented for storing cryptographic keys autnentication process
Extraction of cryptographic Secgrlty conrols shall be lmplementgd for ECUs must be secure against
storing cryptographic keys e.g. Security SR5 .
keys side-channel attacks
Modules
Manipulation of OEM SR6 ECU flash memory must be secure
hardware,e.g.unauthorised ) against fault injection attacks
hardware added to a Measures to prevent and detect
) nauthorized access shall be employed
vehicle to enable SR7 ECU flash memory must be secure
man-in-the-middle” attack against reverse engineering
Network design introduces Cybersecurity best practices for software Connections should be made to secure
. and hardware development shall be SR8
vulnerabilities networks
followed.
SR9 The system must be capable of detecting
and responding to GPS-based attacks
SRI10 The system must be capable of detecting and
responding to acoustics-based attacks
Camera sensors should not be
SR11 . . i
overloaded with object recognition
SRI2 Camera sensors must be secure
Physical manipulation of Data manipulation attacks on sensors or against exposure to intense light
transmitted data could be mitigated by The system should distinguish
systems can enable an . .
correlating the data from different sources SR13 | between natural environments and
attack of information : . .
images projected by a projector
SR14 LiDAR sgnsors mus.t be s.ecure
against signal manipulation
SRI5 RADAR sensors must be secure
against signal manipulation
The system must be secure against
SR16 multi-sensor attacks involving
CameraLiDAR.
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