1115
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.34, NO.5, Oct. 2024 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2024.34.5.1115

AEAE N2UA AR Al e 913
EEREE EERT R PR

HEHE" oz
"ZEANE D (SR, T)

A Legal and Technical Analysis for Establishing Privacy Policies on Atrtificial
Intelligence Systems™*

Ju-Hyun Jeon,"™ Kyung-Hyune Rhee?
2Pykyong National University (Graduate student, Professor)

o ok
=l =

Al 71e] 53 st o] Al Aladeld A BE ke 54 A2 dgshe 497t S7kstaL ik
ool ufeb AL Alzwle] Al u Aefo] ot £t A, AuFA dejnAg, A s A3 Hash &
o] g FAE dFE glek et 71E AR AepiRlele kAl AR Aol g Rk 3
HaL 9lem, AL Alzgle g Al A=Al A Adolrt. of3 = As7] fla AR BE
A e w2 AR AR A A Sk 3 AT AlaEle] AA 8, 2 FRell A iR A
2ol diF AL Alzsl AHAR A =-371E Sl Ak olE F8 ¥ A7 "3 iR Hey
A AEsHE AR W2 ARFA] AreTd 2 AR P TR A J8S F 5 9 AL /)Y

e},

i)
ot
o
2

ABSTRACT

With the rapid development of Al technology, Al systems are increasingly collecting, processing, and utilizing personal
information in large quantities. As a result, transparency and accountability of personal information processing by Al
systems, ensuring the rights of information subjects, and minimizing the risk of personal information infringement are
becoming important issues. However, the existing privacy policy only discloses the personal information processing in
general, and there is no privacy policy for Al systems. In order to solve these problems, In response to the implementation
of the privacy policy evaluation system in accordance with the revision of the Personal Information Protection Act, we
propose a new Al system privacy policy establishment and disclosure for personal in the design, development and operation
of Al system. This study is expected to play a complementary role to the regulations on the right of data subjects to
request an explanation and exercise the right of refusal for automated decisions under the current Personal Information
Protection Act.
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Principles Detail
. The basis for processing personal information in development and operation
Legality
must be lawful and clear
Safety Personal information is managed safely
Transparency Disclose the processing of personal information in an understandable way
.. . Collect data subjects” opinions and ensure their rights in the processing of their
Participation
personal data
Accountability Clarify responsibilities for processing personal information
Fairness Avoid invasion of privacy and social discrimination
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Table 2. Comparison of Privacy Policies under GDPR, USA, and South Korea

Category U (GDPR) USA South Korea
California Consumer Priva
Key General Data Protection cy Act (CCPA), Personal Information
Legislation Regulation (GDPR) Federal Trade Commission | Protection Act
Act (FTC Act), etc.
All companies in the EU and|Mainly California resident . .
. L ) T . All personal information
Scope those processing EU citizens |s or specific industries (C rocessors in the countr
data CPA, GLBA, HIPAA, etc.) |P Y
Main Article 13, 14 (Information prov| CCPA Section 1798.130(a) ﬁégci)eisi(l)oS(uErsetaObfh;};g&el?t
Articles ision obligation) (5), FTC Act Section 5 . y
Policy)
an.acy NOt a.axphc1tly yequu"e.d, but info Required by some laws (e. . .
Policy rmation provision obligation spe Explicitly required
. o g.. CCPA)
Required cified
1. Controller information
2. P"rocessmg purpose and legal 1 Information collected 1. Process;ng purpose
basis 2. Processing items
.. 2. Purpose of use -
3. Recipients . 3. Retention period
Key . ) 3. Third-party sharing ..
4. International transfers . . 4. Third-party provision
Contents . . 4. Data subject rights . .
5. Retention period 5. Security measures(Vari 5. Outsourcing details
6. Data subject rights e's b 1aw)y 6. Data subject rights
7. Right to withdraw consent Y 7. Security measures
8. Right to lodge a complaint
Disclosure | Transparent and easily accessib Posted on website (CCPA) | Internet homepage, etc
Method le format page. ’
Update Provided at collection time or w| Updated every 12 months Disclosed upon changes
Obligation [ithin reasonable period (CCPA) P 8
. e Varies by state law (e.g.,| within the scope not
0,
Pen.altle_s for | Up toﬂ €204m1]hon or 4% of glob CCPA - up to $7.500 per v| exceeding 3/100 of the
Violation al turnover . .
iolation) total sales
Consent - Opt-out right provided (C .
Requirements Explicit consent needed CPA) Explicit consent needed
Data Subject Right of access, rectlflcatlon: er Right of access, deletion, Right of access, re;ct%flcatl
. asure, restriction of processing, on, deletion, restriction of
Rights o opt-out of sale (CCPA) X
portability, etc. processing, etc.
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Processing of Personal Information .
Type : . No Processing
Total Complete all fields| Partially complete
Public organizations 99.0 94.5 4.5 1.0
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(300+Og§§0yees) 56.2 29.4 26.8 43.9
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Cookies Policy
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Acceptable Use Policy
Policy explains how Canva P -~

platform (the "Service"),
led in this Privacy Policy
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Canva Subscription Agreement
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Privacy & Terms

GENERATIVE Al PROHIBITED USE POLICY

Last Modified: March 14, 2023

Generative Al models can help you explore new topics, inspire your creativity, and leam
new things. However, we expect you to use and engage with them in a responsible, legal
manner. To this end, you must not use the Google services that reference this policy o

1. Perform or facilitate dangerous, ilegal, or malicious activities, including

a.  Facilitation or promotion of illegal activities or violations of law, such as

Promoting or generating content related to child sexual abuse or
exploitation

ii. Promating or facilitating sale of, or providing instructions for synthesizing
o accessing, ilegal substances, goods, of services

iii.  Facilitating or encouraging users to commit any type of crimes
iv.  Promoting or generating violent extremism or terrorist content

b, Abuse, harm, interference, or disruption of services (or enable others to do the
same), such as

Fig. 3. Generative Al prohibited use policy
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