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ABSTRACT

With the recent increase in hacks targeting smartphones, users are becoming increasingly anxious about the security of
their smartphones. Using a mobile anti-virus is one of the best ways to reduce this anxiety. However, there aren’t many
ways for users to learn about mobile anti-virus performance and features. While there are certification organizations that
conduct annual performance evaluations of mobile anti-virus products and make them publicly available, they don’t disclose
the specifics of their testing methods and detailed results. In addition, previous quality evaluation studies are not suitable for
evaluating modern mobile anti-viruses due to the existence of evaluation criteria that are not suitable for mobile anti-virus
product evaluation or lack of validation. Therefore, this paper establishes detailed mobile anti-virus evaluation metrics suitable
for the evaluation of modern mobile anti-viruses and applies them to 10 domestic and international mobile anti-virus
products to verify the validity of the established evaluation metrics.
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Table 1. Comparison of Evaluation Criteria

Main
Evaluation Numbel: of Evaluation Number. of Quantitative
Criteria eveluatlon Target Type erivaim evaluation
items targets .
items
Doo-lyel PC Detection
Maeng 2 Anti-Virus [ Accuracy
Suk-Jo Mobile
Shin 2 Anti-Virus 2 Scan Speed
Yong-Man 8 Mobile B Response
Han Software Time
Time
Jee-Hoon 13 Mobile 9 Efficiency,
Suh Application Resource
Utilization
Detection
Proposed . Accuracy,
Evaluation 50 Arilek{}l ei 10 Scan Speed,
Criteria 1virus Resource
Efficiency
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Table 2. Version for each Mobile Anti-Virus

Mobile Anti-Virus Version
V3 Mobile Security 3.8.0.9
Alyac M 3.0.4.7
ESET Mobile Security 8.2.15.0
SK Shielders Mobile Guard 23.1.2
Avast Mobile Security 23.24.0
Norton 360 5.76.0.231201002
Avira Antivirus Security 7.22.0
Bitdefender Mobile Security 3.3.224.2368
Kaspersky Standard 11.109.4.11153
Malwarebytes Mobile Security 5.3.4
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Table 3. Specifications of the Device used for
evaluation

PC
CPU i5-12400
Memory 16GB
Storage SSD 500GB
08 Windows10 Pro(64bit)
Mobile Device
Product Samsung Galaxy Tab A7 Lite
Internal Memory 32GB
External Memory SD Card 128GB
(O} Android 13
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Table 4. Overall Evaluation Table(Functionality)

Good Average Bad
A 9 1 1
B 10 1 0
C 10 1 0
D 7 4 0
E 1 0 0
F 5 3 3
G 7 4 0
H 9 2 0
I 2 1 0
J 4 1 6
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Table 5. Overall Evaluation Table(Resource
Efficiency)

Good Average Bad
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Table 6. Overall Evaluation Table(Usability)

Table 7. Overall Evaluation Table(Add-Ons)

Good Average Bad Good Average Bad
A 4 2 3 A 12 0 10
B 5 1 3 B 13 0 9
C 3 2 4 C 1 12
D 3 2 4 D 1 12
E 3 1 5 E 1 19
F 5 1 3 F 12 0 10
G 3 1 5 G 1 15
H 3 2 4 H 1 15
I 4 1 4 I 12 0 10
J 4 0 5 J 6 1 15
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Table 8. Overall Evaluation Table(Vendor Support)

Good Bad
A 5 0
B 5 0
C 5 0
D 4 1
E 5 0
F 4 1
G 4 1
H 4 1
I 5 0
J 3 2
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Appendix
A. Evaluation Criteria
Evaluation Items Good Average Bad
Detection Accuracy 85%( = 75%(=, {85% (75%
(200 (=2min. 2min.{, {=6min. 6min.<
Number of 1,000 (=10min. 10min.<, {=30min. 30min.<
Scan Speed - -
Malwares 5.000 {(=50min. 50min.<, {=2.5hour. 2.5hour <
10,000 (=1.6hour. 1.6hour.<, {=5hour 5hour <
3min. (=0.3% 0.3%<, (=1% 1%<
Battery Usage
72hour. (=30% 30%<. (=50% 50%<
Temperature (=2T 2C(, (=4T 4/
B. Functionality Evaluation Results
E‘éill‘t‘::::“ A B c D E F G H I J
(1) 75.28% | 98.04% | 94.75% 95.57% 97.22% | 96.29% | 97.01% | 96.81% 96.6% 78.48%
(2) 86.23% | 99.67% | 96.85% 99.9% - 93.02% | 98.99% | 99.98% - 93.08%
(&) 55.8% 94.9% 88.8% 91.3% - 75.1% 87.6% 91.2% - 86.3%
(4) 100% 99.98% | 99.98% 99.8% - 90.58% | 99.62% | 99.98% - 90.74%
(5) 100% 100% 100% 100% - 100% 100% 100% 100% 100%
(6) 87.86% 90.71% 91.43% 85.71% - 90% 91.43% 90.71% - 32.86%
(7) 00:00:29 | 03:23:11 01:00:36 | 01:26:00 - 01:47:40 01:29:45 00:40:51 - 07:09:05
(8) 00:02:09 | 00:02:35 00:06:47 00:15:31 - 00:33:05 00:18:18 00:06:24 - 01:40:16
(9) 00:04:11 00:31:25 00:56:44 | 00:53:57 - 02:52:03 01:10:36 | 00:51:12 - 05:22:50
(10) 00:00:16 00:00:48 | 00:00:59 | 00:03:18 - 00:05:04 | 00:02:48 00:01:28 | 00:03:09 | 00:12:10
(11) 00:00:21 00:01:21 00:01:47 00:04:12 - 00:07:24 | 00:04:39 | 00:02:13 - 00:19:51
C. Resource Efficiency Evaluation Results
E‘éi};:f::n A B C D~ E F e} H I J
(12) 0% 0% 1% 1% 0% 0% 1% 0% 1% 0%
(13) 32% 52% 46% 33% 100% 36% 27% 20% 24% 45%
(14) 3T 2T 5C 3T 0c 2T 4T 2T 4T 1T
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D. Evaluation Category 1: Functionality

Evaluation Evaluation ) .
Evaluation Criteria
Category Item
(1) Real-time detection accuracy with malware app installations
(1,000)
(2) Manual scan detection accuracy test of 10,000 malware apps
(last 3 years)
(3) Detection accuracy test of malware apps (1,000) from the past
year (since Jul 2022)
Accuracy - - .
(4) Detection accuracy test of finance phishing malware apps
(5,000) over 3 years
(5) Detection accuracy test of finance malware apps (100)
occurring within 3 months (Aug 2023)
Functionalit (6) Detection accuracy test of malware apps (140) that occurred
v within 1 month (Nov 2023)
(7) Test speed for the manual scan of 10,000 malware apps
(Test 2)
(8) Test speed for recent malware apps (1,000) within 1 year
(Test 3)
Speed (9) Test speed for financial phishing-related malware apps (5,000)

over 3 years (Test 4)

(10) Test speed for financially related malware apps (100) within
3 months (Aug 2023) (Test 5)

(11) Test speed for malware apps (140) within 1 month (Nov
2023) (Test 6)

E. Evaluation Category 2: Resource Efficiency

Evaluation Evaluation , .
Evaluation Criteria
Category Item
(12) Check the battery level during the Test 4 scan. Method:
Check the battery remaining after running an antivirus scan
Battery Usage for 5,000 malware for 3 minutes from a 100% charge
Resource (13) Antivirus background mode battery level Method: Check the
Efficiency battery level after 72 hours from 100% charge

Temperature

(14) Temperature check during the Test 4 scan Method: Check
the temperature change when running an antivirus scan for
5,000 malware for 3 minutes
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F. Evaluation Category 3: Usability

Evaluation Evaluation ) .
Evaluation Criteria
Category Item
Users ease of | (15) How many languages do products support?
operation (16) Does the product offer manuals?
Input data (17) How many ways (or additional options) do the Quick and
support Deep Scans offer to specify what to scan?
Ease of . . .
. (18) Does it provide a UI/UX that makes it easy to understand
understanding , .
the scan's progress being performed?
progress
Installation . .
. (19) Does the product installation process not prompt you to
environment .
. . . install other external programs?
Usability suitability
Ease of . .
. . (20) Is the product easy to install and uninstall?
uninstallation
Report (21) Does it provide detection and quarantine result reports in a
Generation file?
Custom (22) Can users exclude certain conditions (folder, filename,
detections and extension, detection name, etc.) from detection and
scans inspection?
Real-time (23) Is it possible to specify a specific location for real-time
detection detection?

G. Evaluation Category 4: Add-ons

Evaluation Evaluation , .
Evaluation Criteria
Category Item
(24) After real-time detection, can the AV set actions for detected
malware?
Manual (25) How many manual scanning methods does the AV offer?
Scanning (26) Can the AV allow specific locations (files, drives, specific
folders, etc.) to be scanned during a manual scan?
(27) Does it have a scheduled scan feature?
(28) Block harmful sites or manage user-defined sites?
) (29) Ability to prevent or detect specific network-based
Netw‘?rk intrusions?
Add-ons Security —
(30) VPN or proxy capabilities?
(31) WiFi management capabilities?
(32) Is it possible to see a history of recently installed apps?
(33) Does it have phishing-specific detection or blocking
capabilities (URL, SMS, Email)?
System - .
Security (34) Does it have the ability to clean up and block old (unused)

apps?

(35) Does it have the ability to manage app permissions (location,
mic, contacts, call logs, messages. etc.)?
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Evaluation Evaluation ) .
Evaluation Criteria
Category Item
(36) Does it have an app lock feature?
System - . -
Security (37) Does it have the ability to tamper with the OS and check for
rooting?
(38) Does it have a junk file deletion feature?
(39) Does it allow you to delete your browsing history?
(40) Does it have the ability to delete user history (recently
Privacy opened files, list of running documents, etc.)?
Add-ons (41) Does it have the ability to manage internet banking (check
for banking app fraud)?
(42) Does it have the ability to manage payment information
(e.g., PayPal)?
(43) Does it have a QR scanner scan function?
Others (44) Does it have the ability to handle exceptions in detection?

(45) Does it have a function to clean smartphone memory?

H. Evaluation Category 5: Vendor Support

Evaluation Evaluation , .
Evaluation Criteria
Category Item
. (46) Does the product continue to receive regular product updates
Maintenance .
and feature additions?
Schedule (47) Does it allow users to control engine (DB) updates
updates automatically or manually?
Vendor (48) Does the product have a Q&A or FAQ on the homepage or
Support within the AV product?
Troubleshootin | (49) Does it provide technical support in the Korean language on

g and support

the homepage?

(50) Does the provider have a contact support or service (such as
a chatbot) that can respond quickly in case of a problem?




1112

2uld Anti-Virus 4%

o3 [ e)
251;1]\2'I'

L b e

A7

References

MBC News, https://imnews.imbc.com/
news,/2021/politics/article/6110348_3486
6.html, Apr. 2024.

Kyunghyang shinmun, https://www.kh
an.co.kr/world/europe-russia/article/20
2205031513001, Apr. 2024.

Hankyoreh, https://www.hani.co.kr/ar
ti/politics/defense/733857 . html, Apr. 2
024.
Statcounter, https://gs.statcounter.co
m/os-market-share/mobile/worldwide,
Apr. 2024.

AV-Comparatives, https://www.av-com
paratives.org/, Apr. 2024.

AV-Test, https://www.av-test.org/, Ap
r. 2024.

MRG-Effitas, https://www.mrg-effitas.
com/, Apr. 2024.

SKD LABS, https://www.skdlabs.com/
html/english/, Apr. 2024.

Doo-lyel Maeng, Jong-kae Park, an
d Sung-joo Kim, "A study on qualit
establish
based
on the real test environment,” The

y evaluation methodology
ment of anti-virus software
Journal of Korean Institute of Commu
nications and Information Sciences, 35
(3), pp. 450-451, Mar. 2010.

Suk-Jo Shin, Seon-Joo Kim, Chun-Yan
Jiang, and In-Jun Jo, “Effective evalua
tion about the antivirus solution for s
mart phone,” Journal of information an
d communication convergence engineer

ing, 9(6), pp. 697-699, Dec. 2011.

(11]

(17]

Yong-Man Han, Gwangyeul Yun, Seon
hg-Cheol Kim, Jong-Moo Chioi, and H
aeYoung Yoo, Design of quality evalu
ation for mobile software,” Proceedings
of ther Korean Information Science So
ciety Conference, 39(1), pp. 200-201, J
un. 2012.

Jee-Hoon Suh, Jae-Hyun Choi, and Jo
ng-Bae Kim, Jea-Won Park, “Design of
quality evaluation model for mobile ap
plication,” 18(10), pp. 2454-2458, Oct.
2014.

ISO/IEC 25000, “Systems and software
engineering: systems and software qua
lity requirements and evaluation,” 201
4.

Hye-jeong Jeong, “Trends in standardi
zing software quality measurement,” T
TA Journal, No. 128, p. 104, Jan. 2010
ISO/IEC 25010, “Systems and software
engineering: systems and software qua
lity requirements and evaluation - sys
tem and software quality models,” 201
1.

ISO/IEC 25020, “Systems and software
engineering: Systems and software Qu
ality Requirements and Evaluation - Q
uality measurement framework,” 2019.

“Software technical evaluation criteria
guidelines,” Ministry of Science and IC
T notice, No 2021-98, Dec. 2021



AR H 53374 (2024, 10) 1113

(M X2

o] A % (Jeongho Lee) A3

2002+ ghddista e e shat

20044 73w AR FANEA FAGIE] g AL
20174 ~&A: = slr|ed Al Rk Al AT
(AABoly ngl A AvlHel Az HA]

4l 7} 4] (Kangsik Shin) #3]<

20169 24: *‘%H%h]_ 5] geta) gt

20189 24 =gty A5 Esa At

20209 ~3 Ay 6%5,‘»‘&1—7] 2] Abo]w] Bl FAE 7Y
GARop pz= 4, Aolwnal, weld nek

f 4 2 (Youngrak Ryu) %39
2011 shatoist e 3sha) shat
20219: Technische Universitit Berlin Computer Science H|S#Zt #3E
/\]_o]oﬁ/‘\ /H/\]_
2022“1~341H gharatalr| s Ato|HEQrAFAIE] A4
Tl el Ale]wicel ddIE B FED

A % A} (Dong-Jae Jung) FA13)4

2011‘31 oldigta AR ¥ ﬁin*if—r

20139: =y AR R ok Al

20201 BF34er] %4l un sofstel vh

20200 ~&A: gl AlolMHE ekl FAlE] Al

(AARol) otz BA A AEHHl 55 BA]

% 3 % (Ho-Mook Cho) #4134

20061 ofFristal AuFAlFsst ARy st (F3HAh
2018 Avroisha A u ksl gy (o]shubal)

2014 ~ A syl AlolH HakedAlE A7l /AR
(A1 Boly AlolHEQE ot zE BA XA Hob




