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How to use attack cases and intelligence of Korean-based APT groups

Lee Jung Hun®* Choi Youn Sung**

ABSTRACT

Despite the increasing hacking threats and security threats as IT technology advances and many companies adopt secu
rity solutions, cyberattacks and threats still persist for years. APT attack is a technique of selecting a specific target and
continuing to attack. The threat of an APT attack uses all possible means through the electronic network to perform APT
for years. Zero—day attacks, malicious code distribution, and social engineering techniques are performed, and some of the
m directly invade companies. These techniques have been in effect since 2000, and are similarly used in voice phishing, es
pecially for social engineering techniques. Therefore, it is necessary to study countermeasures against APT attacks. This s
tudy analyzes the attack cases of Korean—based APT groups in Korea and suggests the correct method of using intelligen
ce to analyze APT attack groups.

Key words : APT attack, Cyber Security, Advanced Persistent Threat, Threat Intelligence, Korean Based APT
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Ooops, your files have been encrypted!

\What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible hecause they have been encrypted. Maybe you are busy looking for a
way to recaver your files, but do not waste your time. Nobody can recaver your
files without our decryption service

Can | Recover My Files?

Sure. We guarantee that you can recover all your fles safely and easily. (Butyou _|
have not sa enough time.)
You can try to decrypt some of your iles for free. Try now by clicking <Decrypt>

Yeur flas will ke lostan Ifyou want to decrypt all your files, you need to pay

51972017 16:25:02 You only have 3 days to submit the payment. After that the price will be doublec!
Also, if you don't pay in 7 days, you won't be able to recover your fies forever.
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Darkhotel

Darkhotel is a suspected South Korean threat group that has targeted victims
primarily in East Asia since at lzast 2004, The group's name is based on cyber 1D: 60012
@ Associated Groups

DUBNIUM, Zigzag Hail

espionagce operations conducted via hotel Internat networks against traveling

executives and other select guests. Darkhotel has also conducted
spearphishing campaigns and infected victims through pee~to-peer and file Contributors: Harry Kim,
1208 CODEMIZE
sharing networks 112
Versicn: 3.0

Created: 31 May 2017

Lest Modified: 08 January
2024

(198 24) Dark Hotel APT 1&H¢] AK

Domain [} Name. Use

Enterprise  T1547 001 Darkhotel has been known to establish persistence by

adding programs to the Run Registry key.

Enterprise  T1059 003 Darkhotel has dropped an mspaint.Ink shortcut to disk
which launches a shell script that downloads and
executes a file.”

Enterprise  T1140 odeFilesor  Darkhotel has decrypted strings and imports using RC4

during execution. 17

Enterprise  T1189

Darkhotel used embedded iframes on hotel login
portals to redirect selected victims to download
malware!!

Darkhotel has used AES-256 and 3DES for C2
communications.

Enterprise  T1573 .001 Enc

(1% 25) Dark Hotel®] APT &4 A1&% 7|&AR
S0032 | ghOst RAT Mydoor, Moudoor

50423 | Ginp

S1117 SLASSTOKEN
S0026 = GLOOXMAIL Trojan.GTALK

50249 | Gold Dragon

(2% 26) Kimsuky$} Dark Hotel ZL&-ollA
A& E AT =5 (Ghost RAT, Gold Dragon)®] AX.
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