https://doi.org/10.33778/kcsa.2024.24.3.105

Col == 9] vixe] Hopgddl d o #A & AFs 73
g+

}\1 o 73* z AF

R y O

]

o 7 B SRS AT wiel 205U RN %, F SN wtgel SWE LA Zx

7 <ol thbalAw 1 FolA CHolt T Bad, tusole] HEA, o At ks BHow
Q8] e Fobl A AL Folth el wokel BAE LRE CAE AT wl vlg AWAT CAol
o Wot @FE FYAANN BAZ BYAIT, AFE & glo] HuEel 2 MaE 9Y = Ak wepd ©
wrl At Clolel Wze] Aok F wiy eMEES, EUH oF, XU AEW, 45 LIRS 5 7o
A olelE AAska, ol5e] 54 BAsel 0F A% L 54 P AASE wwe Aoy oF 4
s 9 A% £Y GneEe Addth AR ndFS Fa CAol e Aopdel Azd ofsh At

An Error Detection and Automatic Correction Algorithm for Memor
y-related Vulnerabilities in C language Programming

Yeon-Gyeong Seo®, Sanghoon Jeon™*

ABSTRACT

Since 2015, programming has been included in school curricula to enhance computer literacy and problem-solving skills.
C language, widely used for its simplicity, efficiency, and long history, poses significant security risks, particularly in
memory vulnerabilities like buffer overflow, pointer errors, format strings, and integer overflow. These vulnerabilities can
cause severe system issues and widespread damage. This paper proposes an "Error Detection and Automatic Correction of

Memory Vulnerabilities (EDAC)” algorithm to detect and correct these errors, aiming to reduce the impact of C language
memory vulnerabilities.
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Algorithm 1 EDAC Algorithm

I+ funetion FIXBUFFEROVERFLOWERROR (e )
while pos « findSubstring(line, " strepy”™ ) do

3 replace Substring(line, pos, " strepy”, " strnepy™)

4: for i + length(" strepy™ ) to length(" strocpy”) do

5 f"""i’i "

6 end for
end while

8 return line

o end function

10: function FixFormaTtSTRINGERROR(line)
11 while pos + [indSubstring(line, %" ) do

12: if pos[l] #' &' then

13 pos + terminate String A fter(line, pos)
1 end if

15 end while
1ii: return [ine

17: end function
15 function FixIxtecerOverrLowErnor(line)
19: while pos +— findSubstring(line, " 21474836477 ) do
H: replace Substring(line, pos, " 2147483647, " INT _MAX")
21 for i «— length(" 21474836477 ) to length("INT_MAX") do
¥). ;wr.-[f‘i FERLY
iat end for
1 end while
4 return line
2 end function
27 function FixPoisTeERERROR(line)

28: while pos « findSubstring(line,” « ") do
Wi if p'r.-i_[i ="" or pos{l] " then

W pos ¢ replaceChar(line, pos,' +' ' ')
31 end if

92 end while

a3 return [ine

. end function

(&332l 1) EDAC Algorithm
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Finghude <stdin. e (2)| #include <stdiods (¢} | #includs <atdio b (@) | #includs <stdio k> (g)
Eiewlude =nle ing b
int wini) | int mainl) { int main{} { int mainl) {
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