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Accelerated aging test procedures for SRAM PUFs

Moon-Seok Kim®*, Seung-Bae Jeon™*, Jun-Young Park™**

ABSTRACT

This research proposes an accelerated aging test procedure for Static Random Access Memory Physically
Unclonable Functions (SRAM PUFs). PUFs utilize semiconductor process variations to serve as a hardware security
feature, akin to semiconductor device fingerprints. Thus, the proposed accelerated aging test simulates a
semiconductor’s 10-year lifecycle, enabling the prediction of PUF characteristics after a decade of use, which is
crucial for verifying the safety and stability of SRAM PUFs. This research introduces test procedures that simulate
10 years of aging in approximately 9 days by setting temperature and voltage higher than operational environments.
These procedures allow for the quantitative evaluation of SRAM PUF characteristics. This research is expected to

contribute to the advancement of design and maintenance testing techniques for systems based on SRAM PUFs.

Key words : Physically Unclonable Functions(PUFs), Static Random Access Memory (SRAM), Accelerated
aging test, Negative Bias Temperature Instability(NBTI)
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<Fresh state for a single PMOSFET>
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<Aged state for a single PMOSFET> <Si/SiO, interface>
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<Acceleration factor>

@ Net acceleration factor = TAF - VAF

TAF: Temperature acceleration factor
VAF: Voltage acceleration factor

@TAF—exp( Eu Ea )

kT operation " KTstress

VAF:exp(tu(Vsrress Vuperarfan))

(@ parameter values against gate oxide break down
- E, (activation energy) = 0.7 eV
- k (Boltzmann’s constant) = 8.62-105 eV/K
-y (voltage exponent factor)= 3.2
=1, =10 Nm
- Toperation =298 K, Tsyress = 353 K
- voperation = 1.5V, Vypress = 1.6V
@ Net acceleration factor = 69.81 - 5.92 = 413.07

(¥ 3) SRAM PUF acceleration factor AAk
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