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A Study on Improvement Measures for Internal Controls in Cryptocurrency

Byoung Hoon Choi*, JinYong Lee™, Sam Hyun Chun™**

ABSTRACT

Cryptocurrency service providers and virtual asset operators, built on blockchain technology, face transaction risks such
as cyber threats, wallet theft by internal personnel, theft of customers’ private keys, and fraudulent cryptocurrency transfe
r signatures. To ensure secure operations against these threats, their security is validated through the ISMS-P certificatio
n. This study to analyze the risks presented in ISO TR 23576, which is specialized for cryptocurrency service providers a
nd operators, in addition to the ISMS-P certification they obtain. The study will focus on the detailed inspection items of
ISMS-P and ISO TR 2357 for cryptocurrency service providers and assess their importance. Based on this analysis, the
study proposes an internal security control process for cryptocurrency service providers to address the top—priority risks, e

nabling practitioners to perform security control tasks more efficiently.

Key words : Blockchain, Cryptocurrency, Risk Management, IT Internal Controls, ISMS-P
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