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Investigation of Cryptocurrency Crimes Using Open Source Intelligence
(OSINT): focused on Integrated Techniques with Methods and Framework

Byung Wan Suh*, Won-Woong Kim*x*

ABSTRACT

The anonymity and decentralized nature of cryptocurrencies make them highly susceptible to criminal exploitation,
requiring the development of effective tracking techniques. By analyzing various open source intelligence(OSINT), such as
public data, social media, and online forums, open source intelligence can provide useful information for identifying
criminals and tracking the flow of cryptocurrency funds. In this study, we present a comprehensive proposal for the
utilization of open source intelligence. We will discuss the current status and trends of cryptocurrency and related crimes,
and introduce the concept and methodology of open source intelligence. The paper then focuses on five methods and seven
frameworks of open source intelligence for tracking and analyzing cryptocurrency-related crimes, and presents techniques

for the integrated application of open source intelligence methods and frameworks.
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