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Information Asset Authentication Method for Preventing Data Leakage in
Separated Network Environments

Ilhan Kim*, Juseung Lee™*, Hyunsoo Kim™***

ABSTRACT

Information security is crucial not only for protecting against external cyber-attacks but also for identifying and
blocking internal data leakage risks in advance. To this end, many companies and institutions implement digital rights
management(DRM) document security solutions, which encrypt files to prevent content access if leaked, and data loss
prevention(DLP) solutions, which control devices such as USB ports on computing equipment to prevent data leaks. At a
time when efforts to prevent internal data leaks are crucial, there is a growing need for control policies such as device
control and the identification of information assets in standalone network environments, which could otherwise fall into
unmanaged domains. In this study, we propose a Generation-Distribution-Application model for device control policies that
are uniquely applied to standalone information assets that are not connected to internal networks. To achieve this, we
developed an authentication technique linked with the asset management system, where information assets are
automatically registered upon acquisition. This system allows for precise identification of information assets and enables

flexible device control, and we have designed and implemented a system based on these principles.
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