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Abstract

This paper proposes an effective method for detecting hacking attacks in automotive CAN bus using the
RANSAC (Random Sample Consensus) algorithm. Conventional deep learning-based detection techniques are
difficult to be applied to resource-constrained environments such as vehicles. In this paper, the attack detection
performance in vehicular CAN communication has been improved by utilizing the lightweight nature and efficiency
of the RANSAC algorithm. The RANSAC algorithm can perform effective detection with minimal computational
resources, providing a practical hacking detection solution for vehicles.
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Fig. 2. CAN data frame.
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Fig. 1. Flowchart of the poposed intrusion detection system.
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Fig. 3. Data distribution of the normal dataset.
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Fig. 4. RANSAC fit estimated from the normal dataset.
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Fig. 5. RANSAC fit applied to the attack data.
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Fig. 6. Post—processing applied using the KNN algorithm.
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