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ABSTRACT

Recently, with the advancement of technology, the automotive industry has seen an increase in network connectivity. CAN (Controller
Area Network) bus technology enables fast and efficient data communication between various electronic devices and systems within a
vehicle, providing a platform that integrates and manages a wide range of functions, from core systems to auxiliary features. However,
this increased connectivity raises concerns about network security, as external attackers could potentially gain access to the automotive
network, taking control of the vehicle or stealing personal information. This paper analyzed abnormal messages occurring in CAN and
confirmed that message occurrence periodicity, frequency, and data changes are important factors in the detection of abnormal messages.
Through DBC decoding, the specific meanings of CAN messages were interpreted. Based on this, a model for classifying abnormalities
was proposed using the GRU model to analyze the periodicity and trend of message occurrences by measuring the difference (residual)
between the predicted and actual messages occurring within a certain period as an abnormality metric. Additionally, for multi-class
classification of attack techniques on abnormal messages, a Random Forest model was introduced as a multi-classifier using message
occurrence frequency, periodicity, and residuals, achieving improved performance. This model achieved a high accuracy of over 99%
in detecting abnormal messages and demonstrated superior performance compared to other existing models.
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Zolt,
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Time Delta(ms) CAN ID
10 130, 140, 153, 164, 220, 251, 260, 2BO,
329, 340, 356, 366, 367, 368
20 381, 386, 387, 389, 38D, 391, 394, 420,
421, 453, 470, 47F
50 436, 485, 48A, 490, 492, 58B
70 484
100 42D, 479, 495, 500, 507, 50C, 520, 53E,
541, 568
410, 412, 44E, 483, 48C, 49F, 4A9, 4C9,
200 4CB, 50A, 50E, 52A, 53B, 53F, 544, 553,
559, 572, 593, 5A6, 5CD
500 4A2, 4A7, 563
1,000 043, 07F, 5B0, 5BE
1,500 57F
2,000 000, 4A4, 7C4, 7CC, 7D0O, 7D4, 7D8, 7DC,
T .-
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Fig. 1. 130 ACU Message Cycle
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Fig. 2. 130 ACU Message Angular Velocity(deg/s).
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Fig. 3. 130 ACU Message Angular Acceleration(g).
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Table 2. Performance Comparison by Timediff

Timediff Accuracy F1-score Precision
Timediff1 0.991 0.873 0.887
Timediff1,2 0.997 0.964 0.978
Timediff1,2,3 0.998 0.968 0.981
Timediff1,2,3,4 0.998 0.969 0.983
Timediff1,2,3,4,5 0.998 0.971 0.983
Timediff1,2,3,4,5,6 0.998 0.973 0.985
Timediff1,2,3,4,5,6,7 0.998 0.973 0.985
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sttt 28jd BHZ2 = IF AH(ANN, Artificial Neural
Network)S AH8-oto], B335t fiel Qlalat w4t AR &
A9 de= H7FekA

2) GRUHRF(EIE715E 34 HAA] 57 29)

3% dlolE et v HolBE ERote ol £R71=
3.29] 5)0| A A|AISE GRU(Gated Recurrent Unit)E AHE-5FS
o GRU= LSTM} FARE 28 ©]F3L 0t GRU= RNN
oA ¥rYst 4= Q= 7]-87] A4 (Gradient Vanishing) A2
AT & 9o, ISTMEL 271 7HEsh7| W&o o &
€402 A 4= Ut} 3 AAE HolEy dA%H Hlo]
B9 T54L & AYT 4= JEFE A= Stk GRUO=
7§ Al Ao E(Update gate), 2|4 Ao E(Reset gate)”} ZA|gt
ct. 7341 AlolEx LSTMO] B2 Alo|E(forget gate)2t AU
Aol E(input gate) H&-Z ohH, A9 HJH}F MEZL FE
£ Quht 7ER kol &2 2t} Al Alo|E= A9 4
BloflA] o] d HRE dvht fAZAE 27Tt LSTMS A
ATE](Cell state)?} 3= AreEi(Hidden state)7} H5F EA5}A]
9t GRU= Al et sl AHiE st sl& AH= 3
7] w2 LSTMe] H]f #k2 AAELEE T 5= QUTh.[20]

LSTMo9t EA5k= Al Aol A5 B7140 FEE §A
5t7] gt A=Ro|th Al A= A71719S AAsta, AlolE
£ B3t JEE Alofgtt. BT ZF A 9AIE AAE v
A HotA| YL F A =] 7] ol LSTMe] 7] 2l&4
(Long-term dependency)& &S 4+ JY=E Sith &
LSTMS] APl E(YZ Al°E, U APIE, &8 APIE)E
off Al AJel= ol® HEE 7]1TA|, BAlsHoF A, ASAE
273ttt o2 Qs A A= AAE TlolEoA F83t A

£ A7 A = A1) 2 = oA A5 CAN
HAIA Y S A717 BT 2 B4 HAIAY A7
F8olt AE S0] Aol 0|5 W, £t 45| ®ist
7|Hohs 2o #iskE &L & v R @ 2L Yezith
7H&EEU RPME B3 A4S BRIt mhaha CAN HIAIA]
£ dAtoAE A71719S S5 5 e 8 84 A A
Bi7F 323k LSTMETH= Al A7t AlelE GRUE HA4 H
AAE "R &85

SHARE GRUE AAIE B4o] 83 & o5 EF71EA
9] 9&Z shrlol= AT EAET. wEtA GRUE &85}
of oS3t WA IS B o2 AT v HIAIAl
£ E5oke dl &8stelon, £ A9 FxQl B4 HAl
A& AlE 334 79 (Flooding, Fuzzing, Replay, Spoofing)2.
2 Z7 EFS] Ao ohs £7E 3T 297t . o
EF 292 Askst AR et L1 A4eF A/ HPLE &
73 ol 7 Z2%E E8siele A gAY 7t o
5070 o= @] gro} WY EHAE BPES T2t

Fig. 4= AP GRU+RF ZE9] A¥HHQl YELF o]
gl 4ot} 7t BE9] AR AR o2 At

Q.

o rot

(1) Message Decoding (2) Message Preprocessing

@® _ (@)
Dy’ = DBC_Decode(M,;")
@® _ rp® ,@

Fq =Dy My

T,spanﬁ:l) = Ti(;) - Ti(;’l)

-

O

o N
‘Random Forest\, 1+ .« [ |

" Anomaly "\
| Detection

l/ Py \
1 Training !
I

4. Al sHA

0
I!
0

4.1 HjoJEAl

2 AFolAe 2ty 17 o 71 AAANA A
ek 9 2 3 JEZE o]Foj HolHAlE -85ttt
o] floJg Al At} ofdld CN72] CAN MessageZ 7|Hto &
o}, A4}, Flooding, Fuzzing, Replay, Spoofing®. & &5
o QltH23l.

Train Set®& Pre train D_1(806,3907W)¥} Pre train_ D_2
(889,3957/N& A& O™, Test SetOZE Pre_submit D 0
(333,45671), Pre_submit_D 1(333,4567}), Pre_sub mit D_2
(333,4567M), Pre_submit_D_3(333,45671)}& AH&-st3ich

AL gol-S A5 Table 30142} 2ol Hl2d,
tloje] AA, 2d Sk, 45 B7E AZ3E #sto] wto]
M 2po]B Q] cantools, scikit-learn, pandas, numpy,
matplotlib, tensorflow, kerasg§ &8sttt A2 Google
Colabs &3l st on, 4397} GRU g<5°l= Colab
oA AFE= GPUE AHESHALL BG4 &XIe Y x|
AES 83 bgF Eie A" CPUE ARESHITH

Table 3. Experimental Environment

Environment Name
Language Python
Library cantools, scikit-learn, pandas, numpy,

matplotlib, tensorflow, keras

AMD Ryzen 7 4700U with Radeon Graphics
2.00GHz

RAM 16GB

CPU




4.3 It X|&E
B =52 rofet B ndo] 58 245k Yol Hg
T (Accuracy), AYX(Precision), A &&(Recall), F1-Score
AR&-5HiTt.
AYgE= Bdo] SHEA 73 MEQ &S
. AA| & FollA Ht2A &3 ¥&S S

Moo TP+ TN 0
“T TP+ TN+ FN+ FP

AUEE 2dol GO ST 4E F A4z o
48] 9] HIEE e, 2elo] opeletn A4t A
/\

FolA AAZ FAA HlES ST
TP
Precision = TP+ FP @)
e AA FHA BE FollA Bdo] FPo= ZHt
27 &gt &S YErdh AR FHA MEE FolM &
Wo| Auh} e MBS AU S+ UL 2T
TP
Recall = 7p T ®

F1-Scorex= Precision®} Recall®] %3} Htoltt Rd9]
Aol AEE Atol9] H+BE Hilole ARE, E4FS
A BIo|A F-85HA AREET

Precision™ Recall

e
5 Precision+ Recall

)

AP 384 A7t F 5709 HlolE F 4714 dlolH
ZF A nd 2 g AESIY H5& vlwstth Table 4
oY ZHAE, XGBoost, SVM, ANNO] AH&3tH F1gkolot,
Table 45 HEW TFE F718S o dA9 EHrEQ
XGBoost2] F1gko] oF 20%7tg 4= At &3t DFE 37t
e W= 0.7% FAERC™, DBC ‘DBC diff 712
0.7%7F FFI= At

TEDF7HA] = Y ZHAETL 22 452 EHUAT DBC
tig fAE 715 494 do|HARE = XGBoost7t
MRt 52 ). Table 52 XGBoostE AME5t3-S o &
e, F13L, AUE, Adgoltt

aﬂt:% EEﬂ/\E‘-— aﬂc% o=z /\ﬂ e =
o, THeF X7} Y& WolAH F8 mA7} B EA] %S 8
Fo| 271ty Table 6& EH, ID 2519 A%, TE+DF+
DBC+BDF dlolEldlolA txgdd mAet sid 1A
'Datadiff' gto] F7H=HA BH 9] 7} A9 F vi= F73h
AL ZAT 5 vk webA] wF7} o S7HE TE, DF,
DBC, BDFY| A%H 4%, #48° 7S 283t XGBoost7}
WY ZHAEHT 53 52 Uetde 23 2t

rlr mim

o HAste] HEE mlex
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Table 4. Model-specific F1-scores

Data RF XGBoost |  SVM ANN
1 oG 0.719 0.715 0.684 0.646
2 TF 0.946 0.925 0.683 0.687
3 TF+DF 0.953 0.935 0.702 0.681
4 | TF+DF+DBC+BDF | 0.955 0.961 0.713 0.708

Table 5. Performance Evaluation of XGB using TF+DF+DBC+BDF

Model Accuracy | Fl-score | Precision | Recall

XGBoost 0.997 0.961 0.989 0.943

Table 6. Comparison of Column Counts for ID 251

Data Counts Columns

'"Timestamp', 'Arbitration_ID', 'DO',
oG 12 'D1', 'D2', 'D3', 'D4', 'D5', 'DG/,
'D7', 'DLC', 'SubClass'
'"Timestamp', 'Arbitration_ID', 'DO',
'D1', 'D2', 'D3', 'D4', 'D5', 'D6,
'D7', 'DLC', 'SubClass', 'TimeDiff1',
‘TimeDiff2', 'TimeDiff3',
'TimeDiff4', 'TimeDiff5',
'"TimeDiff6’
'Timestamp', 'Arbitration_ID', 'DO0',
'D1', 'D2', 'D3', 'D4', 'D5', 'DG/,
'D7', 'DLC', 'SubClass', 'TimeDiff1",
'TimeDiff2', 'TimeDiff3',
'"TimeDiff4', 'TimeDiff5',
'"TimeDiff6', 'diff_1', 'diff 2",
"diff_3'
'Timestamp', 'Arbitration_ID',
'SubClass', 'DLC', 'DO', 'D1', 'D2',
'D3', 'D4', 'D5', 'D6', 'D7,
'DBC_F1', 'DBC_F2', 'DBC_F3',
'DBC_F4', 'DBC_F5', 'DBC_F6',
'DBC_F7', 'DBC_F8', 'DBC_F9',
'DBC_F10', 'DBC_F11', 'TimeDiff1",
'"TimeDiff2', 'TimeDiff3',
TF+DF+DBC 46 '"TimeDiff4', 'TimeDiff5',

+BDF 'TimeDiff6', 'diff_1', 'diff 2",
'diff_3', 'DBC_F1_diff',
'DBC_F2_diff', 'DBC_F3_diff',
'DBC_F4_diff', 'DBC_F5_diff',
'DBC_F6_diff', 'DBC_F7_diff',
'DBC_F8_diff', 'DBC_F9_diff",
'DBC_F10_diff', 'DBC_F11_diff',
"diff_1_diff', 'diff_2_diff',
'diff_3_diff', 'Sum_diff'

TF 18

TF+DF 21

2) GRU+RF 2d¢

A 349 GRU+HIAA E57cllA 4703 HAIA ] L1
ZEaL HiolBE &-&3ttt. k3 oS 7|9t 34 HAIA] ER 2
oA 27[3F GRU+E &3l AT} v dZ 7ot g
RHAEE A0 tigt thF £R71E 283 Aol

Table 72 GRU+RFEEZ 8h53-S W Accuracy, F1 #,

a
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Table 7. Performance Evaluation of a Model Combining Binary
Classification and Multiclassification

Model Accuracy | Fl-score | Precision | Recall

GRU+RF 0.993 0.992 0.992 0.993

Precision?] H#gtoltt. g 7 ZE ARESiA B4
HAE P WHT Fl-score®] ghol oF 3% FAE 245 &
& ok AAFH R 99%9] s 2IE 71EsIHeH, tE
5 Bdvh ARSSE et 2] Flgt AdE, AdEol o
AHOoZ AHHQ] AAE HItt

5.2 2Z E% é‘% 24t
FHFHoR 11 A HolHE E8% il IEAle ] 83t
st RU+RFEE“°1 M B e BAT ZE A

B7oll Al oF 99%0l/4de] e 7] 2‘3‘] ol Hdo] v
g HIAA HAE aA o £kl k= ojnjojt) &
ARoA AT o Al YA HE AoA ol
‘Replay 3Z° tis] FAHAIAE A ot= A} Replay
:‘7‘7’101 HAYSh= Aol A4 WAIAIZE @519 H]X“J’ H A A]
HHFEIL Replay HAIAZF BAHAA R 275 47
HE}-Z_:].HO:‘E}_ ol WA ARt THAE B HIAIA "HA O F
8 84% ZE3 SN F5l7] oHE EAZ Hech &
ARoA= B4 HAIAT AAEZ 2A451317] dizol A
7F ASAARE FAH A Ao gt /‘]74]%‘ A ek nhshd
Replay’ 343 Zo] d3l4do] oid 7145 M= A4t
FARRE HAIA O] s e A4S AT 4 U Aol

B2 Lo A= CAN(Controller Area Network) B]HAT H|
Wy F£714d0] 383 84S YSIAt
5], 25 P& ARES AFoA ST FF HAAE
EFT o 714 dlolg7t A I st AL ERIsHA
ot 702, dolg ¥l £40] v]Ag4; of & mgho] B
i

=

ARl I +PTZ Hrwitt. E3L, dHlolE AEg
DBC tjZdo] CAN H]AA} H|A]A] H/g—] A gpatol| Adupt

71038k=A] B7}5t A3}, DBC Y29 CAN HA A 2] 14
& S‘JU]E A5t o Z4A o]l olE F5f HlolE F7]
A& B85 ATARl v HAIA B4 IS B2 5
%l“t} olg|3t BAL ulgto g muEo] k42 st
ok A3 Y ZHAESQ XGBoost7F Holt A5 B
o} o2 2o v LAIF 5 Hold WY ZHAE=
DBC 139 #golA 1A 57F S =R} XGBoost th R
A5 E@‘E} a‘ﬂ—%ﬂ o7 XGBoost mdo] 96%9] Fl1gto=

Vg S48 Aes Holx
=2 %sfoﬂfﬂ—t— Ol% H}%LE 2L 2 AREgE

ot A
b B2 AIAE Hlolg Ao L 7H GRUE A&

HASER OPEVW i ﬁﬁf’ﬂ
RREY B FH ARS PR
or= Ho| o] rdlo] AAolt} o] Rl [
B4 HAIAIE AEetaL, L1 7R, 38 7], HAIA] YR
S 282 o2 £771E 58 AIRARI 54 7de 5k
OS2 &5t Fl %k—"— PN 1 A3, Zh dAIA] 1D
sl 3t 99%4 & Flgks 249on, & Zdskin
Hold 452 BolZglt

TERt 2 Do) A G S B Aol Lhelk
Lo, ol M= A4 BAY F719) WA} 2 WA Ao
e E4o= Bt gt WAX 9w F7]o
et WAL 2 Bcl A A w AL A Bk o
AAog BEs) 2 9l ¥ gt J7r} W Qs watk
471490 Hlole] HEg skt 5 Gl Bug Apdel, of
UT 3 Ao Fof wdlo) WeI e Wl
" a7t Qe 2 A7 GRU+ 2 FAS 913k o) A7
H9 olvle] Hlolethe &8-otef AAZEe R TAYsh= H|A|
Ag AL, A4 HlAde SA HA7E 7hsetEE 4
Al &Bohe Al H82 AE7H 7kttt Aol it
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