
Research on A Comprehensive Study on Building a Zero 

Knowledge Proof System Model

Sunghyuck Hong
Professor, Division of Advanced IT, IoT major, Baekseok University

영지식 증명 시스템 구축 연구

홍성혁
백석대학교 첨단IT학부, IoT 전공 교수

Abstract Zero Knowledge Proof (ZKP) is an innovative decentralized technology designed to enhance the 

privacy and security of virtual currency transactions. By ensuring that only the necessary information is 

disclosed by the transaction provider, ZKP protects the confidentiality of all parties involved. This ensures 

that both the identity of the transacting parties and the transaction value remain confidential.ZKP not only 

provides a robust privacy function by concealing the identities and values involved in blockchain 

transactions but also facilitates the exchange of money between parties without the need to verify each 

other's identity. This anonymity feature is crucial in promoting trust and security in financial transactions, 

making ZKP a pivotal technology in the realm of virtual currencies. In the context of the Fourth Industrial 

Revolution, the application of ZKP contributes significantly to the comprehensive and stable development 

of financial services. It fosters a trustworthy user environment by ensuring that transaction privacy is 

maintained, thereby encouraging broader adoption of virtual currencies. By integrating ZKP, financial 

services can achieve a higher level of security and trust, essential for the continued growth and innovation 

within the sector.
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요  약  제로 지식 증명(ZKP)은 가상 화폐 거래의 프라이버시와 보안을 향상시키기 위해 설계된 혁신적인 분산 기술이다. 

ZKP는 거래 제공자가 필요한 정보만을 공개함으로써 모든 관련 당사자의 기밀성을 보호한다.  ZKP는 블록체인 거래에

서 신원과 가치를 숨기는 강력한 프라이버시 기능을 제공할 뿐만 아니라, 당사자들이 서로의 신원을 확인할 필요 없이 

돈을 교환할 수 있게 합니다. 이러한 익명성 기능은 금융 거래에서 신뢰와 보안을 촉진하는 데 매우 중요하며, 가상 화폐 

영역에서 ZKP를 핵심 기술로 만든다. 4차 산업혁명 시대의 맥락에서 ZKP의 응용은 금융 서비스의 포괄적이고 안정적인 

발전에 크게 기여합니다. 거래 프라이버시를 보장하여 신뢰할 수 있는 사용자 환경을 조성함으로써 가상 화폐의 광범위한 

채택을 장려합니다. ZKP를 통합함으로써 금융 서비스는 보안과 신뢰의 높은 수준을 달성할 수 있으며, 이는 부문 내 

지속적인 성장과 혁신을 위해 필수적이다.
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1. Introduction

Zero Knowledge Proof (ZKP) represents a 

significant advancement in cryptographic 

techniques, enabling one party (the prover) to 

convince another party (the verifier) of the 

truth of a statement without revealing any 

additional information. The concept, introduced 

by Goldwasser, Micali, and Rackoff in the 1980s, 

has since evolved, finding applications in areas 

requiring privacy and security, such as 

blockchain technology, secure communications, 

and privacy-preserving protocols. 

Table 1. Description of Network Configuration 

Terminologies

Items Description

Node

It is divided into transaction nodes 

(hereinafter referred to as ‘transaction nodes’) 

that exchange transactions and service nodes 

that provide permission services, network 

map services, notary services, etc. (*In 

theory, transaction nodes can also provide 

services), and each node operates 

independently. Identified through a unique ID 

you specify 

P e r m i t t e d 

Service

This is a service that issues and manages 

TLS certificates, and all nodes communicate 

directly using an encrypted communication 

channel based on the issued certificate.

Cer tif icat ion 

Service

It is a service that verifies and confirms 

transactions (hereinafter referred to as 

‘agreement’). There is one or more notary 

services in each network, and each notary 

service is provided by a single node or a 

cluster of multiple nodes (hereinafter referred 

to as ‘notary’).

Network Map 

Service

It provides node information necessary for 

transactions and communication between 

nodes, and nodes newly participating in the 

network must first register their information 

in this service.

The primary objective of this thesis is to 

develop a comprehensive model for Zero 

Knowledge Proof systems, focusing on both 

theoretical foundations and practical 

implementations. The study aims to:

� Analyze the fundamental properties and 

types of ZKP.

� Design and implement interactive and 

non-interactive ZKP protocols.

� Evaluate the security and efficiency of 

these protocols.

� Explore real-world applications and 

future potential of ZKP [1,2].

This thesis is structured into eight chapters. 

Chapter 2 provides the theoretical foundations 

of ZKP. Chapter 3 discusses the building blocks 

and design of ZKP systems. Chapter 4 focuses 

on security and efficiency analysis. Chapter 5 

explores various applications of ZKP and 

concludes the study.

2. Related Work

The development and application of Zero 

Knowledge Proof (ZKP) systems have been 

extensively studied across various domains, 

including cryptography, blockchain technology, 

privacy-preserving protocols, and secure 

communication systems. Here is an overview of 

some significant related work in these areas:

2.1. Foundational Work in Zero Knowledge Proofs

� Goldwasser, Micali, and Rackoff (1985): 

The seminal paper "The Knowledge 

Complexity of Interactive Proof Systems" 

introduced the concept of Zero 

Knowledge Proofs. This work laid the 

theoretical foundation for ZKPs by 

defining the key properties of 

completeness, soundness, and 

zero-knowledgeness.

� Interactive Proof Systems: Early work 

focused on interactive proof systems 

where the prover and verifier engage in 

multiple rounds of communication. This 



Research on A Comprehensive Study on Building a Zero Knowledge Proof System Model 10

includes protocols for specific problems 

such as Graph Isomorphism and the 

Hamiltonian Cycle problem.

2.2. Non-Interactive Zero Knowledge Proofs

� Fiat and Shamir (1986): Proposed a 

method to transform interactive ZKPs into 

non-interactive ones using cryptographic 

hash functions, known as the Fiat-Shamir 

heuristic. This transformation is crucial 

for practical applications where 

interaction is not feasible.

� zk-SNARKs and zk-STARKs: 

Zero-Knowledge Succinct Non-Interactive 

Arguments of Knowledge (zk-SNARKs) and 

Zero-Knowledge Scalable Transparent 

Arguments of Knowledge (zk-STARKs) 

represent significant advancements. 

zk-SNARKs are efficient and require a 

trusted setup, while zk-STARKs offer 

scalability and transparency without the 

need for a trusted setup. These 

technologies have been extensively 

explored in academic research and 

practical implementations.

2.3. ZKP in Blockchain and Cryptocurrencies

� Zcash: One of the most well-known 

applications of zk-SNARKs in the 

blockchain space is Zcash, a 

privacy-focused cryptocurrency. Zcash 

uses zk-SNARKs to enable shielded 

transactions, ensuring transaction privacy 

and confidentiality on a public 

blockchain.

� Ethereum: The Ethereum blockchain has 

integrated zk-SNARKs into its protocol to 

enhance privacy and scalability. Research 

and development efforts continue to 

explore the use of ZKPs for improving 

Ethereum's efficiency and security.

2.4. Privacy-Preserving Protocols

� Secure Multi-Party Computation (MPC): 

ZKPs have been used in conjunction with 

MPC to enable parties to jointly compute 

a function over their inputs while keeping 

those inputs private. This work includes 

applications in privacy-preserving data 

analysis and secure voting systems.

� Anonymous Credentials: Systems like 

Microsoft’s U-Prove and IBM’s Idemix 

leverage ZKPs to create anonymous 

credential systems, allowing users to prove 

their attributes without revealing their 

identities.

2.5. Formal Methods and Verification

� Formal Verification: Research has also 

focused on formally verifying the 

correctness and security of ZKP protocols. 

This includes using formal methods to 

ensure that the protocols adhere to their 

intended security properties and do not 

contain vulnerabilities.

� Cryptographic Libraries: Libraries such as 

libsnark, Bulletproofs, and Halo have been 

developed to provide tools for 

implementing and experimenting with 

ZKP protocols. These libraries facilitate 

the development and deployment of 

ZKP-based applications.

2.6. Challenges and Future Directions

� Scalability and Efficiency: Ongoing 

research aims to improve the scalability 

and efficiency of ZKPs. This includes 

optimizing proof generation and 

verification times and reducing the 

computational overhead associated with 

ZKP systems.

� Post-Quantum Security: With the advent 

of quantum computing, researchers are 
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investigating ZKP protocols that are 

secure against quantum attacks. 

Post-quantum ZKPs are essential for 

ensuring long-term security.

� Standardization: Efforts are being made to 

standardize ZKP protocols and 

frameworks to ensure interoperability and 

widespread adoption. Organizations such 

as the IETF and W3C are involved in these 

standardization efforts.

The field of Zero Knowledge Proofs has seen 

substantial progress since its inception, with 

foundational theoretical work leading to 

practical applications in blockchain, 

privacy-preserving protocols, and secure 

communication systems. Key advancements 

such as zk-SNARKs and zk-STARKs have 

enabled the deployment of ZKPs in real-world 

systems, while ongoing research continues to 

address challenges related to scalability, 

efficiency, and post-quantum security. The 

integration of ZKPs into various domains 

highlights their potential to enhance privacy 

and security in the digital age [3-5].

3. Proposed Zero Knowledge Proof (ZKP) 

System Model 

The configuration of Proposed ZKP System is 

based on Table 1. 

Components:

� Transaction Nodes: Nodes that handle the 

exchange of transactions. These can also 

theoretically provide services.

� Service Nodes: Nodes that provide various 

services such as permission services, 

network map services, and notary services. 

These include:

� Permissioned Service Nodes: Manage 

and verify permissions.

� Network Map Service Nodes: Provide 

necessary node information for 

transactions and communication.

� Notary Service Nodes: Verify and 

confirm transactions.

Services:

TLS Certificate Management:

� Description: Issues and manages TLS 

certificates.

� Function: Ensures all nodes 

communicate using an encrypted 

communication channel based on the 

issued certificate.

Transaction Agreement Service:

� Description: Verifies and confirms 

transactions.

� Function: Ensures the integrity and 

agreement of transactions within the 

network. Each network has one or 

more notary services, which can be 

provided by a single node or a cluster 

of multiple nodes.

Node Information Service:

� Description: Provides necessary node 

information for transactions and 

communication between nodes.

� Function: Ensures that newly 

participating nodes register their 

information before joining the 

network.

Processes:

� Transaction Message Provision:

� Transaction nodes provide transaction 

messages.

� Transaction Request Information Secure 

Encryption:

� Encrypt transaction request 

information to ensure security.

Network Participation:

� New nodes require approval and 

signature from the Root Certification 

Authority to join the network.
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TLS Certificate Granting:

� Issue TLS certificates to nodes for 

encrypted communication.

Node Information Acquisition:

� Nodes verify information with 

transaction nodes and service nodes.

Visual Model:

� Root Certification Authority: Central 

authority that issues and manages 

certificates.

� Network Map Service Node: Provides the 

map of the network, including node 

information.

� Permissioned Service Node: Manages 

permissions for nodes and transactions.

� Transaction Node: Handles transaction 

requests and processes them.

� Representative Node: Acts on behalf of a 

group of nodes in certain transactions or 

verifications.

� Notary Service Node Cluster: Group of 

nodes that provide transaction verification 

and agreement services [6-8]. 

Fig. 1 is based on procedures above. 

Fig. 1. The Flowchart of ZKP system Model 

process

The detail explanation of the model for Fig. 

1 is follows. 

Explanation of the Model:

1. Root Certification Authority: The root of 

trust, issuing certificates for secure 

communication.

2. Network Map Service Node: Keeps an 

updated map of nodes in the network, 

providing essential information for 

communication and transactions.

3. Permissioned Service Node: Ensures that 

only authorized nodes can participate in 

transactions.

4. Transaction Node: Initiates and processes 

transactions.

5. Notary Service Node Cluster: A cluster of 

nodes that ensures transaction integrity 

and agreement through verification.

This model highlights how Zero Knowledge 

Proof systems maintain security, privacy, and 

trust in a decentralized network, particularly for 

virtual currency transactions. Each component 

and service works together to ensure that 

transactions are processed securely and 

efficiently without compromising the privacy of 

the involved parties[9-13].

4. Conclusion

In conclusion, Zero Knowledge Proof systems 

hold immense promise for the future of secure 

digital transactions. By safeguarding privacy and 

ensuring trust in decentralized environments, 

ZKP technology aligns with the goals of the 4th 

Industrial Revolution, promoting the 

comprehensive and stable development of 

financial services. As research and development 

in this field continue to advance, ZKP systems 

are poised to become a cornerstone of modern 

cryptographic practices, driving innovation and 

enhancing the security of digital ecosystems.

This thesis has provided a thorough 

examination of ZKP systems, offering valuable 
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insights and paving the way for further 

exploration and implementation of this 

transformative technology.
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