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Abstract  

The local storage method for home cameras, which relies on inserting an SD card into the device to store data, offers 

a convenient and cost-effective solution, as there are no recurring expenses after purchasing the SD card. However, we 

recognize that this method comes with significant security challenges. In particular, the ease with which third parties can 

access the SD card makes it vulnerable to both physical and software tampering. As the acceptance rate of home camera 

footage as evidence in courts has increased, we have become increasingly aware of the critical nature of these security 

issues. Digital data from home cameras, unlike other types of physical evidence, can be more easily tampered with and 

altered. To ensure that such data is recognized as valid legal evidence, we must prove its integrity and demonstrate that 

it has not been tampered with. In response to these challenges, we are committed to strengthening the security measures 

for both the home camera device and its local storage. By doing so, we aim to ensure the integrity and reliability of the 

data, thereby enhancing the overall security and trustworthiness of home camera systems. 
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1. INTRODUCTION 

Current home camera devices have vulnerabilities that allow third parties to easily locate and physically 

damage them. This is mainly because home cameras are installed within homes in easily accessible locations, 

which lowers the level of physical security for these devices. Additionally, if local storage is used, the structure 

allows SD(Secure Digital) cards to be easily intercepted. The local storage method involves storing the data 

recorded by the home camera on an SD card, which is inserted inside the camera, making it easy for third 

parties to access and steal. Particularly, SD cards lack special security and encryption measures, so if an SD 

card is stolen, the data stored on it can be easily damaged or deleted, and sensitive personal information may 

be exposed [1]. These issues extend beyond simple security concerns and can significantly impact the use of 

such data as evidence in court. 

Currently, many IoT devices are being adopted as legal evidence, so ensuring the integrity and reliability of 
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this digital data is crucial. For digital data to be recognized as legal evidence, it must be proven that the data 

has not been altered since its creation [2, 3]. Additionally, the data must be protected from unauthorized access 

or tampering. To address these security issues, additional security measures for home camera devices and local 

storage methods are necessary. Measures such as encrypting the data stored on the SD card or implementing 

security systems that control access rights can be considered to prevent unauthorized access by third parties. 

Even if the data is stolen, encryption can make it difficult to decipher, thereby maintaining the integrity of the 

data [1]. 

Moreover, it is important to install home cameras in more secure locations and add physical protection 

measures to prevent physical damage to the devices. Options include installing home cameras in higher places 

or using protective cases with locking mechanisms. These measures can reduce the risk of physical damage. 

To ensure the integrity and reliability of digital data, these various security measures must be implemented to 

protect the data safely and maintain its value as legal evidence. By doing so, home camera devices can be used 

more safely and reliably, and can serve as definitive evidence in the event of legal issues. 

In conclusion, strengthening the security of home cameras is not only about protecting personal privacy but 

also plays a critical role in legal procedures. Users should enhance the security of their home cameras to protect 

their data and ensure it can be used as valid evidence in legal disputes. Therefore, both home camera 

manufacturers and users need to recognize these security issues and continuously improve security measures. 

 

1-2. THE DIFFERENCE BETWEEN HOME CAMERAS AND CCTV 

The primary difference between homecam devices and regular CCTV systems lies in their intended use. 

Homecam devices are primarily used indoors for observing specific areas or monitoring pets and people. They 

are designed to be easily installed and managed by general users. In contrast, CCTV systems are used both 

indoors and outdoors in public places, companies, parking lots, etc., for security, surveillance, and safety 

purposes. CCTV systems are typically installed and maintained by professionals [4]. 

Homecam devices are user-friendly and can be easily connected to smartphones via wireless connections 

for remote real-time monitoring. On the other hand, CCTV systems use high-resolution cameras, usually with 

wired connections, and are linked to Network Video Recorders (NVR) or Digital Video Recorders (DVR). 

CCTV systems are managed through central control systems. 

Home camera devices provide unlimited access through the application, allowing users to monitor their 

homes anytime, anywhere, while CCTV systems provide advanced security features and are accessed by 

authorized users through a central management system [4, 5]. The main difference between these two systems 

is the biggest distinction between professional and unrestricted systems. The main differences between CCTV 

and home cameras are summarized in Table 1. 

 

Table 1.  Comparison between home cameras and CCTV 

 Homecam Device CCTV 

Intended use 
For observing specific places or organisms 

within the home 
No restrictions on external and internal locations 

Installation and 

Management 

Installed and managed directly by the 

average user 

Installation by experts and maintenance by 

experts 

Usability 
Easy to use, capable of real-time remote 

monitoring via wireless connection with 

High-resolution camera. Typically wired 

connection, NVR, DVR 
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smartphone integration 

Approach 
Access is possible if the application has 

been connected once or more 
Access through central control system 

Security level Provides basic security features 
Provides advanced security features, accessible 

only to users with specific permissions 

 

1-3. HOMECAM DEVICE SECURITY 

Home cameras are generally more physically exposed to third parties and outsiders compared to CCTV 

systems, making them susceptible to local storage and SD card tampering. However, home cam devices often 

lack physical and software security, remaining consistently exposed [6]. 

Since home cameras record footage inside residences, stored data may contain sensitive information such 

as family members, daily routines, and private spaces, making it vulnerable to leaks. As depicted in Figure 1, 

Incidents of sensitive data leaks from home interiors via IoT devices have occurred [4]. Furthermore, recently, 

home cam data is used for monitoring and recording criminal activities like theft and intrusion; thus, if stored 

data is compromised or leaked, crucial evidence of crimes could be lost [7, 8]. 

Figure 1, shows Depicts an actual incident in which a living room intercom was hacked by infiltrating the 

server network of an apartment complex, leading to the unauthorized access and exposure of multiple home 

cameras. This incident highlights the vulnerability in security, showing that hacking a single server network 

can compromise multiple households. It serves as a reminder that homes, which were considered safe, may 

become less secure due to the convenience of IoT devices installed within them. 

 

 

Figure1. Woolpad hacking incident 

 

3. DISCUSSION 

In order for stored video data to be admissible as evidence in court, security measures are necessary to 

prevent tampering or deletion. Maintaining data integrity is crucial for it to be considered reliable evidence [8,  

9]. Data stored locally can be at risk of loss due to hardware failures, software errors, malicious attacks, and 
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strengthening security can mitigate the risk of data loss [10]. For these reasons, some countries or regions 

require enhanced security for CCTV and home cam data in accordance with privacy laws and data protection 

regulations. 

 

4. RESULTS 

4-1. Security Enhancement Measure is the Development of an SD card Data Access Restriction System. 

This system aims to add features that protect data on the SD card even if it is stolen, using the company's 

home camera application. 

 

◼ Unique Identifier-Based Restriction. Each SD card will have a unique identifier and be paired with a 

specific device. When the SD card is first inserted, the user is prompted to enter a password during the 

initial pairing process, which generates and applies a unique encryption key. 

 

◼ Password Authentication System. To use the SD card, a password must be entered through the application.

 This applies to all access permissions, including read, write, and delete operations when the SD card is acce

ssed via a computer. If the password is entered incorrectly, access is denied. This system includes a password

 attempt limit feature to prevent brute force attacks. 

 

4-2. Measure is Data Encryption. 

Encrypting the data stored on the SD card ensures that the data is protected even if the SD card is physically 

stolen. 

 

◼ Encryption Key Management. The encryption keys are securely stored within the device. The key 

management system enhances security by periodically updating or rolling the keys. Additionally, the keys are 

stored and managed using hardware security modules like TPM (Trusted Platform Module). 

 

4-3. Measure is the Implementation of a Physical Write Protection Switch.  

The SD cards produced by the company will feature a physical write protection switch. When activated, this 

switch prevents any additional writing or deletion of data after the SD card is stolen and attempts are made to 

tamper with it externally. 

 

◼ Implementation of Physical Switch. The SD card will be equipped with a physical write protection switch 

that the user can activate to enable write-protection mode. This switch operates at the hardware level, providing 

security against software-based attacks. 

 

◼ Security Logging Feature. Whenever the write protection mode is activated, logs are recorded to provide 

transparency to the user regarding the SD card’s status. This allows users to check the protection status of the 

SD card at any time. 

 

◼ Damage Prevention Feature. If the SD card is stolen and an attempt is made to physically damage it, the 

activated write protection switch will protect the data from being compromised. This plays a crucial role in 

maintaining the integrity of important data. 
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5. CONCLUSION  

Enhancing the security of home security cameras is crucial for protecting the privacy of households and 

ensuring that important data is safely preserved. Measures such as the development of access-restricted SD 

cards, data encryption, and the implementation of physical write protection switches strengthen the security of 

local storage on home security cameras. These measures enable households using home cameras to protect 

their privacy more effectively during criminal situations and to obtain reliable evidence. Additionally, to 

safeguard users' information from remote hacking and data breaches, we need to develop an SD card data 

access restriction system, implement data encryption, and introduce a physical write protection switch system. 

Therefore, strengthening the security of home security cameras is essential. This allows users not only to 

protect their personal information but also to secure important evidence in a safe environment and respond 

quickly and effectively in the event of an incident. 
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