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Abstract As cyber threats increase in the defense sector, the security of weapon system software is becoming
increasingly important. Currently, most of the embedded software installed in domestic weapon systems operates
based on foreign real-time operating systems(RTOS) that have no security. As a result, the localization and
security enhancement of embedded software for weapon systems have emerged as urgent tasks. This study aims
to propose the application and development strategies of secure RTOS for weapon systems. To this end, we
examined the technological trends of domestic and foreign RTOS and secure RTOS, and analyzed the problems
of current embedded software in weapon systems. The results revealed major issues such as low localization,
vulnerability to cyber attacks, difficulty in maintenance, increased costs, and loss of opportunities for
accumulating technological capabilities. An investigation of the current status of embedded software applied to
existing weapon systems found that embedded SW are in operation across all fields, including maneuver,
firepower, protection, command and control, communication, naval vessels, and aircraft. Among them, 99% rely
on foreign RTOS such as VxWorks. A review of the core functions and applicability of secure RTOS to
weapon systems suggests that it can be applied to key areas requiring real-time performance and security, such
as fire control, navigation devices, and flight control in existing and future weapon systems. However, ensuring
performance and reliability, securing verification and compatibility, and systematic government support were
raised as prerequisites.
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Table 1. Key Requirements for Military-Grade RTOS
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Table 3. Current Status of Embedded Software Applications in
Existing Weapon Systems
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Table 4. Feasibility of Applying Secure Real-Time Software
in Existing Weapon Systems
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