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[Abstract]

This study was initiated with the aim of authenticating that inputs have not been tampered with
without disclosing them in the case of computations where multiple inputs are entered by participants
using the same key. In general, in the authentication stage, authentication is performed after the input
value is disclosed, but we do not want to reveal the inputs until the end. This is a case of deviating
from the traditional security model in which malicious participants exist in cryptography, but it is a
malicious attack method that can actually occur enough. Privacy infringement or distortion of calculation
results can occur due to malicious manipulation of input values. To prevent this, this study studied a
method that can authenticate that the message is not a modified message without disclosing the message
using the signature system, zero-knowledge proof, and commitment scheme. In particular, by modifying
the ElGamal signature system and combining it with the commitment scheme and zero-knowledge proof,
we designed and proved a verification protocol that the input data is not a modified data, and the

efficiency was improved by applying batch verification between authentication.

» Key words: ElGamal signature scheme, commitment scheme, Zero-Knowledge proof of Knowledge,
input certification, batch verification
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I. Introduction
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II. Preliminaries
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1. ElGamal Signature Scheme
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Definition 1. (Signature Scheme)
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Experiment ForgeSig, ; (x) :
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3. Verify,,(m", o' ) = 10|11 m" & QL 749 Ao &

2o 1o, of 9o oot
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2. Commitment scheme
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3. Zero Knowledge Proof of Knowledge
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Definition 3. (Batch verification of signaturesf11])
BHob  OiviHS xo Ot MW AA o=
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5. Signature scheme with privacy
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Definition 4. (Signature Scheme with privacy)
Signature scheme with privacy+= th21} 7+ 37]9]
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Experiment ForgePrivSig, ;(x) :

L &&= 37171, B187| % (pk, sk) < KeyGen(1¥) S
Adste] 57171 pkE ACIA Bdlct

2. A= 2212 Sign, () o] AL 4 A1 A7t 2220
Aoleks 7 HAIA] m2 2|AE Qo AT A=
(0, z,) = signg, (m) S Qtch

3. ZXAIR} A= PrivVerify U112]5-& X185k, o] 2o
A A= challenge pair (z,-, 6 ) S B7HRICE A HAIA

5492 commitment x, - = com(m , )2 opening
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Definition 5. (Private Verification)
ghoF 2= PPT 344t Aol s
Pr[Meslnd, ;(x)=1]< %+ negl(x)
UEShHe FAIE 4 Q= &4 neglo] EASHH AT
Al II= (KeyGen, Sign, PrivVerify)= 857 2

(private verification)2 @73tk sttt

ot 2 mlo

71E0] FRIASH2 ARESto] privacy-preserving A
H AA] e A12][13]01A AREEF o= AEH
dIAIR o] gt Fu7E E2{UA] far, & ZH9] Ao of

gt xAlS zdsle mRAAS d4T S 9
(unlinkability> 6}% g 385 5. Y9 Private

AAZE M= o

& Aol AFHICHE S 47194 o1 953, B3O
AP RSk she 21 AR AR 1 Ak

= Aol olHe] A} o]} gl ¥ ATolA
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III. The Proposed Scheme

OFHSH AAS Q5] ElGamal AW A|AZ vigoz
=g AL AT Sk
Pointcheval[6]o] A9t adaptably chosen message
320] otRlgt A% ElGamal AW MAS AM3H] A
B A5 QAN HAIRE 285K e A5 # A
L5 ity a2]a ofg Tle] MY A5

A &AA717] 93] batch verification Bt
Aol SR Ut 50] gt

H
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commitment scheme1} ZA3slsk
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1. Construction based on ElGamal Signature
A A5 GACIA HAIRIE S718HA] 4l 5ol 7t
5% +A= ElGamal Mg AAE 475171 2loliA ¥
HIAIR]Z7} obd HIAIA] 9] commitmentE ARERITH =
Aol M= ElGamal MY AAS 1§ Z,7F ofd 4% ¢
£ order2 7t Z,9] subgroupllA] Aelgtct. o] &
E3f 71£9] 7,042 ElGamal AY AAY} 2 579
OIS HAMEOMA AY AAIS £ ¢ Ueslst
1 T2 primitivesS 79.%?3‘ 2 A sttt 9
batch verificationof]A] AF&& small exponent HOPHJQ
3% 247t ofd orderg 7}78 IFNAE AT 4 9
=010,  Z o149 ElGamalZ AHgsHH

exponents B2 AFRE 4 Ik BAIX] 7Y glo] &

rulm

small

s 2 A A& 12]Z&-2 PrivVerify2 445t ElGamal
M &A I = (KeyGen, Sign, PrivVerify)S t}-22}
o] Holgic,

KeyGen: ¥2: HOt mj7fd 1%, 2 A% ¢ order
2 2= I8 G AYdlelH ¢ A HEdH
r,u€ Z & 86t y =g, h=¢" modgg ANt &
A sk==x, pk=1(q, G, g,y h)
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Sign: A& m, sk=zx, pk=(q, G, g, y, h). HEE

koreZ,& MEstol 1 =¢' z, = com(m,r)=g"h",
s= (H(z,llt)—zt)k " (modq) Ak, et
0= (t,s), z, =r. (AR com(m, z,) & AAtst] A
Y 4%

PrivVerify: provers m, z,, 121 x, = ¢"h" 0]
st A o= (¢,5)8 L1 verifierdA 69 z, S &
. prover®} verifier AtoJo]  FRAZH  AlsE:
PE{(st,7): z,, = g'W}. 33 7KPKZ E1stn
g™ = o] sl 1, 2R grod ¢

4785 ElGamal Mg AACIA= MEAZT g hE
AMERsE 2 T|A]R] mo] obd s o] Thgt commitment?]
com(m, r)& SNL 3 At} WeF o7 sk Zlo] &
Mg FofstttH he %E]HElO 71 B AR goll

o 2 Q= s oS AP s

o] A9 &A7} unforgeable 3}CH= AR 1A 0]IA] 7]
%35t ForgePrivSig A3t Definition 25 0]-835}o] £H
gk 2 9t} AR o g HTsIH, provers= commitment
& 71X 1L commitment®] opening®l HA]X]
1 QJth= 298 sjjof 5tal, prime order 1ES

e 4 ol

i
i

Theorem 1. 5739 ElGamal MY AA= 3G o2t
= ©do)A adoptive chosen-message attacko]l C}af
AlzRoz QAs 4~ YrHexistentially unforgeable).

Proof Pointcheval £{6]7]& a-hard A4S @522

A}geh= 21l oal2 wdlof|A] ElGamal A% AA7E oFd
&2 SYIA. &4 orderg AMEShe TEOIM 47H

ElGamal AY AAE a2 o] 71 THEESHT
A AR [719] 52 F AR s 5 A=, A
no-message 540 tigt M4 Holi, thZo
forking lemmag ©]&sto] MYAPE 12 4 gl
22 Algoldd £ Q5S HYOS=2A adoptively
chosen-message 520 tfgt AR/dS BT A HAj
A9 S8 AL, & 7] BRE Us 4 AT A
Y o=(ts5)9 t7F modulo p—12 pot A24AY et
JZA] 2 miojot. 2219] % Akl modulo g2 ©]
20Jx]7] WEo] = WA 7t ERHSHA] okobA] Al HAY
7259 st =oh A [7]oM9] & HAl @A 5
He 22]9] 49 modulo ¢R=p—10] opd X|50]A

Al 2 4 ol
PrivVerify & {5l HAIX] mo] obd BIAIA] moll Thgh
commitment x,, & *}Rﬁ}oﬂl A A52 stz 919
SN mE tiilsto] «, 2 ARSI ®3F, H7F Y
RE}—E-E LEgE]7] iz %Eﬁ*i ARE e
o &7l ot 4% TN += prover?t x,, & A7
St O] ARERE mg gl QlojoRgt & 4 9l x,,9] ]
AF2 7 139] proof of knowledgeZE sfjof sttt o]7l&
security definitionof|A] Q5= vielt Zo] A7F Y&
ol 228 m I THE signing 22120l Hal
Adshetl AR 2E TIAIR] mo] tisl GA]

2 5 glgg ool 0

202 definitionyS 0]8sto] £A%= ElGamal A
8] privacy ‘g7l sl =gt

Theorem 2. 7=l ElGamal AH AA=
scheme with privacy©]tt.

Proof A’} signing 2220 gZo| 7Isst 44
ElGamal A AAE 545k PPT SAA} 5141 A7}
AR 2 (mg, my )& Helotal Jolo] sidds] »& ©
= com(my, 7)2t olof  tigt
BlGamal A% 0, 42 (0, 2,,) & WSATIR 315, 0] A
3 VI B4t w0t B3 S S AY o
= A7} 93] ¥ PrivVerify €12
Seeieiele ol g oItk Tl Privverify o
15S podstes Ul 22 0% 2, 5 ARESEL
ZKPK 3pgu chart 712 4 aaol 440 mel,
ZKPKE EsfjA= AHE AL 4 ¢ o0, commitment
scheme2 A4 o] 2A(information-theoretically) 0 2
hiding ZA3ITHE A4S & Qlid), olAL otz
2A10] Uol£2 71T T A7t myo0l IR 2

signature

)

89t commitment z,,

commitment x,

|o

O] AHESEE UiSt ojrst W & non-negligiblest &2
7Vl 4 girke A2 olojait T el 92t R
AN m, 5 WS A= HAIR] = tiR|SHH(AE HE

s 53k A ol o2 Aol lth PirvVerify &
52 A AE AU} AZH 4~ Y

A7} signing Q2}20] H 7hesttal 0}0“‘71 =0l
APIQ] RRA] mg b my Off THRE M-S ABRR|7E AJATE
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7l Fol g 4 9o

e
o
)

>~
>

Aol A/dste f
mg, my O] HgE A2 AL WAL & Q= 20l m, 9
5t commitment®o]il 0]71& A X o]2A 0 2 hiding
= 2oL o2 HAIA| o thsl] uiyl of 2 HEEHE A
8317 tiwoll A7F AYX|0f] Ot B2 E&chs Ul =5

o] g]x] grert =

PrivVerify &12]Zof nsts ZKPKE oh2at 72k up
A2 AXIL}. Provers WHESH 0, 0,€ Z 2 AEi5}0]
T = ¢"n"Z AASI Verifierol 7 F&3tct. Verifier=
MEsto] Proverof|A] A4t 22{H

=, +em mod g, 7, = v, +er mod ¢ &

challenge ¢S

Provere 7,

AXtsto] Verifiero Al ®Bict. gkeF ¢ 5™ = 2 T 71 A4
251 Verifier= ZKPKE dlo}=0]1l, Prover:= ZKPK
o 45k Aotk 6714 ZKPKE Hsll 5¥2] modulo
exponentiation, AH ZAZ& 25l 3H2] mod expZ} AF
&5 & 8¥9 mod exp’t “BAsICh(TOF
commitment z,,& A75HA] 9l OfH AXRRHHH E
02 1H9 Y& mod explt 1¥H9] &2 mod exp?t =
Qsi})

2. Batch Verification of Modified EIGamal Signature

& oM 479 ElGamal A AAIE o]-&sto] A
A= 2719 ME AZ-L 23t batch verificationo]] T}a
Qopir, 1 AolxE 2 Aol ols e 7}
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