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[Abstract]

In this study, we proposed security information and event management for ship as a technology to respond to maritime
cybersecurity regulations and evolving cyber threats. We analyze the main technologies of network management system and
security information and event management, which are representative technologies for responding to ship cyber security, and
propose SIEM for ships based on this. Optimized for ships based on the International Maritime Organization's Maritime Cyber
Threat Management Guidelines, IACS UR E26, 27, etc. Derive the main functions of the SIEM for ship, linkage and
normalization plan for the ship's heterogeneous equipment, ship's cyber threat and ship detection policy to identify ship's cyber
security threats, and ship's operating environment and operating personnel.

Key word : Security information and event management, Cyber resilience of ships, Cyber resilience of on board systems
and equipment, Network management system, Ship security threats.
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Table 1. Required security capabilities of UR E27

Requirements

Protect against casual or

idental access by I d entities
1 Human user identification & authentication
2 Account management
3 Identifier management
4 Authenticator management
5 Wireless access management
6 Strength of password-based authentication

7 Authenticator feedback
Protect against casual or coincidental misuse
Authorization enforcement

9 Wireless use control
Use control for portable & mobile devices
Mobile code

12 Session lock

13 Auditable events

14 Audit storage capacity

15 Response to audit processing failures
16 Timestamps

Protect the integrity of the CBS against casual or coincidental
manipulation

17 Communication integrity

18 Malicious code protection

19 Security functionality verification
20 Deterministic output

Prevent the unauthorized disclosure of information via eavesdropping
or casual exposure

21 Information confidentiality
22 Use of cryptography

Monitor the operation of the CBS and respond to i
23 Audit log accessibility

Ensure that the control system operates reliably under normal
production conditions

24 Denial of service protection

25 Resource management

26 System backup

27 System recovery & reconstitution

28 Alternative power source

29 Network & security configuration settings
30 Least functionality
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Table 2. Details of network management system
representative functions

Item Detailed features

- Identify/collect events such as failures, events, and
warnings that occur in the network

Create alerts and notifications/notify administrators

Disability - Automatically solves or minimizes problems through
Management predefined recovery scripts
- Management of history and db statistics for errors
that occurred
- Rapid identification through topology map
- Collection, management, and update of configuration
information of network devices and services
Configuration _ Track and restore network changes
Management . )
- Visual representation through topology map
- Relationship diagram between devices and services
- Real-time monitoring/history management of network
Performance performance indicators
management - Bandwidth optimization, bottleneck prevention

Resource usage analysis/maintaining optimal performance

Event correlation & analysis
Real-time analysis &
cross- referencing of

log & event data
identifies patterns,
anomalies, & potential
security threats

Log Management
collects, stores, and
analyzes log files
generated by CBS to
monitor and review
system activity.

Compliance &
Reporting

Collect and analyze
data in line with
policy and create
reports to document
compliance

Incident Monitoring
& security alerts
Detect unauthorized
activity and provide
reporting to
administrators in a
single window

a7 5. 2ot MEet o[HIE maAAH| thE 7S
Fig. 5. Common functions of network Security information and
event management system
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Table 3. Threat detection range of SIEM

Item Detailed features
Insider Security vulnerabilities or attacks originating from
threat individuals with access to networks and digital assets
Lo Steal user data, login information, financial information,
Phishing L . .
and business information through messages that appear to
attack .
be from a trusted entity
Malware that locks the victim's data or device and
Ransomware . .
threatens to unlock or damage it unless a payment is made
An attack that floods networks and systems with
DDoS unmanageable levels of traffic, degrading the
attack performance of websites and servers until they become
unusable.
An act of data theft from a computer or other device,
Data Export . . .
either manually or automatically using malware
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Inventory of CBSs and networks onboard

Securty Zones /A

Antivirus, antimalware, antispam & other
protections from maliclous code

Access control / Wireless communication
Remote access control & communication
with untrusted networks

Use of Mobile & Portable Devices

Network operation monitoring
«+  Diagnostic functions of CBS and networks

Detect

Incident response plan
Local, independent and/or manual operation

Network isolation . Settings
+ Fallback to a minimal risk condition
Recovery plan . Audit log

Backup and restore capability
Controlled shutdown, reset, roll-back and restart
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¥ Agent management
Log collection

Network protection safeguards / [ APt Connection _|
Search Log search and |ig
Alyan analysis ¥

4 Monitoring Controland M
[ statistical Analysis monitoring i3
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User access

¥ Backup & Recovery
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Table 4. Main function of SIEM for ship
Item De

d features
Agent Management
- Configuration and management
- Check system communication status
- Collect agent asset logs
- Real-time collection by log source / Notification of
non-collection
- Check status / volume (throughput)
- Supports regular expressions, delimiters, Key/value,
API XML, JSON
connection - Normalization for multiline logs
- New data format integration
Log search and analysis
- Set various search conditions
Search - TopN statistical analysis by field
- Extract data from original log and all fields
- In-memory real-time log analysis and detection

Agent
Management

Log collection

analyze . X R ..
¥z - Exception handling to minimize false positives

Control and monitoring

Monitoring - Real-time detection and monitoring by alarms
analysis - Real-time statistics generation

Infringement incident handling process

Response to - Handling of serious incidents

infringement - Setting and processing custom infringement response
incidents steps in work- flow form

Management and Settings
Settings - Set up detection by combining predefined objects

user account - Provides linked API such as creation/deletion/inquiry

- User access control (using audit logs)

User access . Lo
- Restrict user access when login fails

management o
- Secondary authentication for user access
- Provides history management/search function for user
Audit log access history and changes
- Audit log data management and download
Backup & - Backup/recovery of setting information, audit log, and
Recovery alarm files

MSC.428(98) I

Log collection gl 7 Identify systems and functions
and storage 7| that pose a threat to ship
Iy operation

Threat control processes and
emergency plans to ensure
continuity of vessel operations

Activities and plans to combat
cyber threats in a timely manner

Detect

Activities and plans to restore
vessel operations and services

Management and Identifying ways to back

setting up/restore systems required for

ship operations in the event of
a cyber incident

Fig. 6. Identification of key functions of international agreement-based SIEM for ship
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Log data aqusition/conversion

Collection
[ Agent | [Agentess | [systog | [ APIs | [ opi | [ FTe/sFTP |

Parsing

‘Normalization ‘ | Classification ‘ | Filteringl ‘ConversionHAdd. Info. ‘

Save/load security information

Distributed file system RDBMS

‘ Unstructured data ‘ ‘ Treat information |

‘ Save original ‘ l Policy information I

l Index storage ‘ l Detection information |

|Dism‘buted storage‘ ‘ search I l Data replication | | Data recovery ‘

Single/correlation analysis

Log analysis

| Statistical analysis ‘ ‘ Event | ‘ Treat information ‘

Single/Correlation analysis

‘ Single analysis detection ‘ ‘ Correlation analysis detection |

True/false event analysis
[ userinrace |

User management

Policy Management

l User management ‘ l Collection policy |

‘ Access/Permissions ‘ ‘ Detection policy |

Security work service

‘Security monitoring| |Dashboard/Reporl\JSecurity event processing|

a3 7. SIEM ESHE 7M
Fig. 7. SIEM platform configuration
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Table 5. Security information collection method

Method

nformation asset
ship communication system
Security log of ship server
- Internal server
- Office PC
- External linked server
- Ship security system
ship security system
-IDS/IPS - VPN
- Firewal/lUTM
ship network system
- L3 Router - L2 Switch
- Application systems
ship network system
- L3 Router - L2 Switch

CPU, memory, disk logs
Event/security log for
Linux, Unix,
and Windows

Agent

Network equipment and
appliances
Router, switch,
backbone, NMS/SMS,
firewall, VPN, IDS/IPS

Syslog

SNMP Network traffic

ODBC/
JDBC

Information system

Portal, ERP, legacy + IT systems onboard ship
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Table 6. Definition of ship security threats
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I’

Items Category | Details » Analysis of detailed

d
Threat finition of th KR Rule 5 4 e
S Joad d d | BIMCO Guideline : 9 33
I Do attacks on 3stem overtoad and data loss IMO MsC42808) | 4 7 Technical requirements
Availability and hi through sending invalid satellite T analysis
Dos threats 'P i communication it IACS Rec166 | 8 33
mmunication: .
COMMUNICALIONS 1. oe service request data packets IACS UR E26 5 17 (T —
— IACSURE27 | 4 47 P app
Manipulation S¢S malfunctions and ECe24333 | 7 51 el e
of plication and transmits false data through = |
bgﬁavior normal application tampering and IEC624434-2 | 7 88 Define conditions for
abnormal updates Total [ 4 355 detection policy
Integﬂ?y apd Data forgery ~ Transmitting false data by forging
sl fisii ion /altering tr: d/received data
threats e a8 8. =4 Hot QA BM2 S8 HR| Y Y
Creation of false data such as Fig. 8. Development of detection policy through analysis of
Access to forgery/falsification or deletion of international agreement requirements
components  satellite communication messages g q
received through access to components
Confidentiality Leakage of confidential data T o]71% Aol digh Asint oy el g2k 2 g3k
Threat data breach thmug.h w1retapp1r{g ?nd tra.fﬁc Aol gt 7} 7)50] a3t}
analysis of communication sessions o o L
Denial of sendingieceiving satlli ANFH 0 2 SIEM-2 H.eto] L 3k AJu|i} A 2~Elol] Agent
B nial of sending/receiving satellite e
o Discimer o icuion meoges w1315 £ HOIEIS S0l ubAEIPE A 2
et oo mesages P0G atacs tat manipulate 23] chelgh 1418 30 Afoloh 919l chg 3k 21ek. 314
18 t . .
oceion signal information g 99 S A 2ol RIS 7H 25 91
. Leakage of Malicious use of personally — o
. . . . Ho| X35} ¢ HES Hlo o Z] 1 x] 2~ E 9]
inforrllﬁfon personal and  identifiable information such as o] 2HBRL glo] HIESIA 7]uke] IT-OT W] R Al =89
leak sensitive personal signature, resident registration ok vk o} Alold 919 t-g-o] Brlel, % 13 1 33 7
information  number, personal information, etc. o] Aute] AX¥ UR E27 Ul A Se] Edtalalo]s we
Transparency - Steal'spe.mﬂc data s “.’m X ofefg-o] Ak
o p— communication monitoring of communications and W — anba o] 063 0013 o
ey monitoring  use it for a different purpose than whba] 2 At A = AukE- SIEM O] - F Akt -4 8-S

the original purpose.
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Table. 7. Definition of ship security threats
Code MR-SOC-1

[System Alert] Newly connected device detected in

Detection Device network

IReffey router/switch
o 1) IACS Rec 166
Guidelines 2) BIMCO
1) Technical requirements > Network > Control,
monitoring and alarming
Item 2) Development of protective measures > Technical
protective measures > Network port restrictions and
controls
Technical 1) Connect each port of network equipment

Requirements  2) It is recommended to close unused ports on the router.

Requirements 1) Detect new connections to network device ports

Analysis  2) Detect unauthorized connections to unused ports
Applicable to  L2/L3 switch Direction Inside->Inside
Risk level M Linkage method SYSLOG
Cycle of 1 min Ooourrence conditions/ 1
occurrence nunber of cases
oq Field : message
g:gg:::gz Operator : like
Value - ["%LINK -I1-Up%"]
Exclusion R
conditions
Note Link-up message linking of CISCO equipment

considering vessel characteristics

A 9517] 18 AR A 715 B 87 2ol o sISith
248hg- SIEM Aubel] T25-8h= IT HIZE7He Autol] A
A E UEL T 710k ek 2k delol] digh o) o -9} AlolH]
A LG G AA T 5 Az AR} Qe 0] 227} Al E
Fofof ghrf, i =ito| A= Aukg- SIEMS A8 V| E9] A 2}
Aol digk e g1 7] 53 tlao] AREAL Al o) 71E gk vl
EQ A EE A W 7|Wo 2 YES T &3} A 9 F<1
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Fig. 9. Topology map-based network asset management
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Table 8. Security data log collection method of SIEM for ship

Requirements of UR E26 p network management system SIEM for
Asset monitoring Monitoring the status of IT and OT equipment connected to the ship network
Asset details . . . . . Collection of information liked to other systems
Simply displaying asset information X IS .
management Link to various information such as events
Traffic information Monitoring data communication on board ship
Network topology Use in the form provided by the manufacturer Customizable (scalability)

Audit log management for UR E27 equipment connected to the ship network

Log integration

Stores the original log data of connected After collecting various log data such as SYSLOG, DB Agnet and API,
network devices standardize the collected data so that it can be utilized
. . . . Events that occur through Al-based detection policies are cumulatively
Alarm notification Triggered every time an event occurs . L.
processed and alarms are generated under various conditions
Risk level Alarm information display Calculate and visualize risk for each event though Al-based detection policy

U= 2Rate] el E 71 gkske] A€ol 559 Aatks 4 2ukg SIEMS oA Aok 1 222 A7 7Ha), Watolul
Al 2| E 4= Qlar Atolu] 919 g Al A 21 X2k el E A E g, A9, PR we e Xz, 24w 7
sl sfetat 5= 9l ™ 99} gho] ALgAL QI H o] A E dolE] A8l 5< st xoyu]o“/q Sl 11g 103} o)
RRCE P AT Al 2B Server®} Agent® B 7 odgke. §

Aol BAE FRE T-0T 43 9 A28 7 B3 og
ARSI B 2 A37) dgrow A g ¢
2% ket ARl oigk Az At o] A7 F i AYsE 9. MU SIEM 7AW odst
L Atk o)A 7 FA s AR AR e AR S AL Table 9. Role of SIEM for ship’s component
BAo] A5 ool F-g 4Rl H3E = 4= Uk Item Definition of threat

ofell i A7l M= 3E 59} o] Aute] vkl o] 7] | * Verifies the integrity of important data and files when
dlole & Aitalete] 54 Ao ne) Arg TAEA 5 running
glom 12l 8, 3 73} o] F|A} Bof rfolmgele] QAL . Pcﬁ0r1n§ mt.cgratcd security manag(.:rr.\cnt functions

_ 7 - - Communication between the administrator PC’s web
uph gl T A At At ) AR e UES A ARl A o= browser and the server uses TLS V1.2.
AEE= ot ARE Eo) A Al §41] 2dS 7juto g 9 + Provides means for managing security function data and
Bk ersle] slolgto)E )5 715, not 9|7, Al security functions, such as administrator registration

management, log source group management, collection
B D E S ) AR 5 FTHH R AT st rules, and threat analysis rule management.

Sil=n pacy Provides administrators with the ability to view stored

audit data through GUI

- Encryption of data transmitted between agent and server

) ) + Management functions based on administrator privileges

: ' as - Detect actual threats through the threat analysis function

Collector WEB Consele v and send warning messages to general managers and

administrators as a means of response.
+ Provides real-time search for collected security events

i

WEB Agent Module
= ool sove) s and search for audit data through a web interface
! Parser > Searcher > APl Server v%- * Verification of important data and Silpang file integrity
t ) during operation
- v - Identification information is transmitted to the server to
(CIDEETT gy HEEI identify the management target system.

Agent « Encrypted communication between agent and server
« Collects information and events related to magent settings
received from the server
« Send events that occur in the management target system to
af 10. HEE SIEM AlAH 74 the server
Fig. 10. Configuration of SIEM for ship
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