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Abstract

The development of drones is transforming society as a whole and playing a game-changing
role in warfare. However, numerous problems pose threats to the lives and safety of people,
and the counter-drone system lags behind the rapid development of drones. Most countries,
including South Korea, have not established a reliable counter-drone system in response to the
threat posed by numerous drones. Due to budget constraints in each country, an Analytic
Hierarchy Process (AHP) analysis was conducted among a group of experts who have been
involved in policymaking and research and development related to counter-drone systems.
This analysis aimed to determine the priority of building a counter-drone system. Based on
various research data, the counter-drone system was analyzed in three stages:
detection/identification, governance, and response. The hierarchical design mapped out the
existing researched counter-drone technology into a hierarchical model consisting of 31
evaluation criteria.

The conclusion provided a roadmap for establishing a counter-drone system based on the
prioritization of each element and considering factors such as technological advancement,
outlining directions for development in each field.
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1. Introduction

1.1 Background and Objectives of the Study

The development of drones poses a threat to people's safety and raises numerous issues.

Particularly, the ongoing invasion of small drones by countries is significantly impacting
national security [1]. However, except for a few countries, most nations lack a proper counter-
drone system in place.

The U.S. plans to spend $4.5 billion by 2026, but achieving a comprehensive response
won't be easy [2]. As evidenced by the fact that Ukraine's drone interception level during the
Russia-Ukraine conflict was around 30% [3], it is evident that establishing a reliable counter-
drone system is not easy. Various literature reviews indicate the necessity of establishing a
national-level counter-drone system, yet current research and system development efforts
remain inadequate [4].

Existing studies on counter-drone systems have been limited to specific facilities or have
focused on drone terrorism and the utility of certain technologies, thus presenting limitations
in establishing a national-level large drone system. This study, however, utilizes the Analytic
Hierarchy Process (AHP) technique to evaluate the relative importance of each aspect of the
counter-drone system based on the technological level, as measured by expert groups. By
doing so, the study presents directions for national-level construction, offering a
comprehensive approach to establishing a complete counter-drone system [5].

1.2 Scope and Methodology of the Research

The scope of the research encompasses the necessity of national-level construction for the
establishment of a complete counter-drone system. To achieve this, the research focuses on
the construction of a counter-drone system considering both peacetime and wartime scenarios.
If we consider the establishment of a comprehensive counter-drone system as the dependent
variable, the technological level of the counter-drone system can become an independent
variable, as the counter-drone system is greatly influenced by scientific and technological
changes. The research model analyzed the limitations of existing studies, as shown in Table
1, and then utilized advanced counter-drone technology to prioritize factors through the
Analytic Hierarchy Process (AHP). Subsequently, it assessed the priorities for the construction
of counter-drone system and suggested directions for its development.

Table 1. The research model

Existing Research This Study
- Consideration only during - Consideration during both -
. - : - Determination of
peacetime peacetime and wartime technoloav briorities
- Emphasis on the utility of specific - during both peacetimeand| — g9y P
. — ; - Proposal of development
technologies Wartime AHP P
. . . directions for the counter-
- Analysis of only a part of the - Analysis of the entire
drone system
counter-drone system counter-drone system

In the following section, we will examine the concept of counter-drone systems, including
their success and failure cases, and the level of technology in detail.
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2. Theoretical background

2.1 The concept of counter-drone system

Drones were developed in the United Kingdom in the 1930s for anti-aircraft artillery training
purposes during World War I1. Recently, they have been combined with various advanced
technologies [6], the use of drones in both military and civilian sectors is also increasing
exponentially [7]. This has led to many problems, such as their use in terrorism and as a means
of attack [8].

Terms used in relation to drone countermeasures include Anti-Drone and C-sUAS(Counter-
small unmanned aircraft systems) [9, 10]. Anti-drone is defined as a comprehensive response
activity at the legal, institutional, and technical levels to prevent, detect, and block acts that
infringe on public welfare and order, such as crime or terrorism caused by drones [11-13].
According to a press release from the Patent Office, an anti-drone is a drone that neutralizes
‘bad’ drones, which cause problems such as terrorism, crime, invasion of private areas,
surveillance, and accidents due to inexperienced operation [14]. Meanwhile, many scholars
have defined anti-drones as a defense system against illegal drones [15].

In recent years, the term “counter-drone” has begun to be used. In November 2019, the U.S.
Secretary of Defense designated the Department of the Army as the agency responsible for C-
SUAS, The Army established the Joint C-sUAS Office (JCO) [16]. Subsequently, in January
2021, the US Department of Defense released a report on the strategy for countering small
UAV systems, which specified the term "Counter-Drone™ [17].

If we consider the dictionary definition, 'Anti' means 'to oppose,’ encompassing various
meanings. On the other hand, 'Counter' implies being 'against ~," indicating a clear response to
drones [18]. Furthermore, given the technical, operational, and institutional aspects, this study
defines the term 'Counter-Drone System," encompassing response behavior, technology,
operations, and institutional significance.

2.2 Success and failure cases of counter-drone systems

The threat of drones is steadily increasing, and establishing an effective counter-drone system
is not easy. Therefore, in order to construct a more effective counter-drone system, we seek to
derive lessons from both domestic and international cases of success and failure.

Depending on the situation, drones are employed for various purposes, including military
applications and terrorism through the use of civilian drones [19, 20]. The Russian-Ukrainian
war stands out as a conflict where counter-drone systems, alongside drones, have been actively
deployed, shifting the nature of warfare from human-centric to unmanned combat systems.
Russia has utilized drones such as the Zala Kyb, Eleron-3SV, Orlan-10, and Kronshtadt Orion,
while employing counter-drone systems like the Borisoglebsk 2 MT-LB a jamming and
spoofing electronic warfare system and the R-330Zh Zhitel. Ukraine, on the other hand,
operated drones like the A1-SM Fury, Leleka-100, Switchblade, and Barilactar (TB2). The
effective use of drones, coupled with various U.S. and NATO supported counter-drone
systems, has been evident.

The successes and failures of both domestic and foreign counter-drone systems underscore the
challenges in responding to drone threats and the human and material damage resulting from
drone attacks. A notable overseas success story is the Ukrainian military's "Anti-Drone Mobile
Group" during the Ukraine-Russia war. Using observation equipment carried by the fighters,
they identified and targeted drones, successfully intercepting dozens of Russian Shahed-136s
with conventional weapons systems. This illustrates that effective countermeasures can be
implemented even without high-tech weaponry, emphasizing the importance of strategic
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tactics [21, 22]. In Korea, there was an incident in the early 23rd century where a drone
infiltrated the THAAD base in Seong-ju and was subsequently neutralized using a jamming
gun [23].

However, an international failure occurred in September 2019 when Houthi rebels in Yemen
attacked an Aramco refinery in Saudi Arabia with 10 drones, leading to a significant impact
on global oil prices. This event highlights the vulnerability to drone ambushes and the potential
for substantial damage, even from inexpensive drones [24]. Additionally, in Korea, there was
a case in December 22 where a North Korean drone ambushed and could not be neutralized,
causing security concerns among the population. This underscores the urgency of modernizing
weapon systems and establishing a unified command and control system [25].

2.3 Counter-drone system and the level of counter-drone technology

The counter-drone system is presented diversely in various studies, but a common procedure
can be categorized into three stages: detection, identification, and response [26, 27]. According
to a press release from the Korean Intellectual Property Office, the counter-drone technology
is presented as detection, identification, and neutralization. The U.S. Department of Homeland
Security's Science & Technology Directorate specifies Detect, Find/Track, Classify/ldentify,
and Mitigate in the technical guide to counter manned Aerial Vehicle countermeasures [28].
The U.S. Journal of International Aeronautics and Space Science describes Counter-UAS as a
two-fold procedure: detection and engagement [29]. The classification of counter-drone
systems varies among existing research. However, what commonly takes place is command
and control or decision-making for response after initial detection and identification. In other
words, it can be seen as occurring in the sequence of detection/identification, decision-making,
and response. This study proposes a three-stage system of detection/identification, governance,
and response by adding a decision-making stage for detection/identification and response [30].

2.3.1 Detection / identification technological capabilities

The detection/identification systems can be broadly divided into passive systems and active
systems. The passive system is classified as a method of establishing pre-registration, geo-
fencing, a legal system, and a dedicated organization in a way that does not directly act on the
drone.

(1) Pre-registration assigns an ID to the drone, owner, pilot, etc., and reports the operator's
information to the public institution in advance and registers. It is a method of attaching a
registered chip or PIA identification device to the drone [31]. As the use of drones has
expanded, most countries have recently adopted drone real-name registration systems.

(2) Geo-fencing is a technology that installs pre-prohibited zone information in the drone's
firmware or memory so that it does not automatically fly in the prohibited area [32]. It can be
used for a variety of purposes, such as ensuring safety from overhead power lines or tall
buildings that could threaten the flight of a drone.

(3) The legislative system is a system that allows legal measures, such as punishment for
flights other than authorized drone flights.

(4) The establishment of a dedicated organization is to create an organization that can
professionally respond to unauthorized drone flights. The advantages and disadvantages of
this passive system are shown in Table 2.
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Table 2. Passive detection/identification system.

Category Merit Disadvantages and limitations
Pre-registration - Early identification of drones is feasible |- Limited confirmation upon removal of attached equipment
(Chip, enemy and friend |- Control and management are convenient |- Additional costs incurred for separate equipment
identification) [33, 34] attachment
Geo-fencing - Preventing illegal flights in advance - Additional costs incurred for separate equipment attachment
[35] - Loss of original purpose upon functional incapacitation
Supplementationofthe |- Legal measures against illegal drone - Excessive strictness can act as an impediment to the
legislative System operators advancement of drones
Establishment of a dedicated | - Control by professional personnel - Budget necessary for organization maintenance
organization [36-38] - Reduction in efforts of a separate organization

Active detection/identification systems include radar, RF scanners, EO/IR, and acoustic
detection technologies [39-41]. (1) Drone detector radar technology scans and detects radar
signals emitted from drones. It is effective for drones of medium size and above, but
distinguishing small drones from birds is challenging, leading to limitations in detection [42]
in recent years, stealth technology has improved to disable conventional radars, and quantum
radar technology is actively being researched. (2) The RF scanner is a technology that detects
the communication frequency between the drone and the drone pilot. Recently, it has been
operated as part of an integrated counter-drone defense system. (3) EQO/IR technology captures
the movement of drones through day and night cameras. (4) Acoustic detection technology
detects the sound emanating from the drone's engine or motor to calculate the direction. It is a
technology that finds and identifies the same sound in a sound database [43-44]. Recently, the
trend is to accumulate a database of various noises generated in urban environments and
remove the accumulated noise database when detecting drones, making it easier to identify the
noise generated by drones. The advantages and disadvantages of the active system are shown
in Table 3.

Table 3. Analyze the advantages and disadvantages of active detection/identification schemes

Category Merit Disadvantages and limitations
Radar - Long-range detection/identification - Limitations in detecting small airborne objects
[45-49] - Simultaneous tracking of multiple targets - Tracking constraints for Ground Control Station (GCS
- Minimal susceptibility to weather conditions |- Occurrence of blind spots
- High cost
RF Scanner - Detect of specific radio frequencies - Limitations in detecting autonomous flying drones
[50-52] - High accuracy - Detection restrictions beyond ISM frequencies
- More cost-effective than radar - Restricted drone detection at a time
EO/IR - Relatively accurate detection/identification - Operates only within the visible range
[53, 54] through visual imagery - Low recognition rate and short detection
distance due to camera limitations
Acoustics Detection | - Detectable based on sound characteristics |- Affected by ambient noise
[55-57] - No interference with other devices - Detection limitations without a database

No detection/identification technology is perfect. Different technologies have different
strengths and weaknesses, However, as shown in Table 4, by measuring the capabilities of
radar, RF scanners, optical/infrared, acoustic, and combined sensors against seven criteria
(range/capability, accuracy, tracking, discrimination, and hovering/autonomous targets), the
study shows that combined sensors are the most effective technology to meet all criteria.
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Table 4. The power of detection sensor technology [58

Category Radar | RF Scanner | EO/IR | Acoustics Detection Composite Sensors
Detection Range O A A A O
Detection O A A O O
Accuracy O A A X O
Tracking O O A A O
Discernment A A A X O
Hovering Targets O O O O O
Autopilot Targets O X O O O

2.3.2 Governance technology proficiency

There are three options for governance: decentralized, centralized, and hybrid. (1) The
decentralized type involves responding to the counter-drone system based on the judgment of
the person in charge of the facility or organization. (2) A centralized system is controlled by
an organization established by law. (3) The hybrid type is a method that integrates the
advantages of both the decentralized and centralized types. The advantages and disadvantages
of each governance method are shown in Table 5.

Table 5. Analyze the advantages and disadvantages of governance
Category Merit Disadvantages and limitations

- High flexibility - High costs involved

Decentralized | _ Low interference from other agencies |- Possibility of duplication with other assets during response

Dictatorial |~ Minimization of asset duplication - Challenges in developing an integrated system
- Easy sharing of the latest information |- Legal issues such as responsibilities and authorities
Hvbrid - Applicable in various situations - Difficulty in legal actions and agreements
y - Effective asset management - Agreement needed on the scope of authority establishment

2.3.3 Response technology proficiency

Hard-kill is a method of countering drones through direct physical contact, and means can
include anti-aircraft guns, nets, drone killers, and high-powered lasers. (1) Anti-aircraft guns
use direct fire to shoot down drones [59]. In recent years, AHEAD warheads have been
developed in a form that allows flexible separation of warheads, considering the speed and
distance of the drone. (2) Nets can be used to neutralize drones by firing a net from a drone
countermeasure gun or drone. There have been advancements, such as hanging nets from
drones to catch [60-62]. An excellent example is the "Drone Catcher" by The Netherlands,
which uses a net attached to a drone to catch it, preventing secondary damage [63]. (3) A drone
killer is a technology that launches a drone to directly collide with and disable an unauthorized
drone. These drone killers are highly destructive because they carry explosives for their attacks
[64]. (4) High-powered laser technology uses laser beams generated by op-tics to directly
irradiate and neutralize drones [65, 66]. The U.S. has developed laser weapons in the 300 kW
class, and Korea has developed laser weapons in the tens of kW class. The advantages and
disadvantages of hard-kill means are shown in Table 6.
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Table 6. Analyze the advantages and disadvantages of responding with hard-kill measures
Category Merit Disadvantages and limitations

- Economical

Anti-Aircraft Guns [67] | - Capable of anti-aircraft weapon
deployment by military units

- Possibility of dud rounds
- Potential for civilian casualties

- Highly accurate - Short range
Nets [68-70] - Capable of semi-automatic launching |- Low effectiveness against drone swarms
Drones Killer [71,72] |- Excellent cost-effectiveness - Potential for civilian casualties

- Highly accurate
- Quick reload and rapid response
[73-75] - Effective against modified drones

High Power Laser - High development and operational costs

- Potential for collateral damage

Soft-Kill is a method of responding through non-physical contact. Common methods include
jamming, high power microwave (HPM), and spoofing. (1) There are two forms of jamming:
RF jamming and GNSS jamming [76, 77]. Jamming emits electromagnetic noise at high power
to interfere with radio frequencies or satellite communication links, causing drones to hover
in place, stall, fall to the ground, or even return to the drone pilot [78, 79]. More recently, these
jammers have been miniaturized for individual combatant use. (2) HPEM (High Power
Electromagnetic Wave) is a technology that fires powerful electromagnetic waves to burn out
and disable the electronic circuits and components of a drone [80, 81]. Recently, it has been
commercialized in various fields and is being utilized in counter-drone systems. (3) Spoofing
technology involves hacking into a communication link and sending out stronger radio waves
to produce false location and visual information. This is a way to take control of the drone and
indirectly steer it [82]. Recently, spoofing has become more advanced and sophisticated by
fusing with the electromagnetic spectrum. The advantages and disadvantages of soft-kill
techniques are shown in Table 7.

Table 7. Analyzing the advantages and disadvantages of soft-kill countermeasures

Category Merit Disadvantages and limitations
Jamming [83] |” Low cost - Short range
9 - Securely capture the drone intact |- Interference with other wireless communications
HPEM [84] - Definitely neutralize upon hit - High cost
- Damage only electronic equipment |- Potential secondary damage to nearby electronic devices
. - Low cost - Impact on GNSS-equipped devices
Spoofing [85, 86] | Safely confiscate the drone - Ineffective against autonomous drones

Combat technology is how we respond through training and doctrinal development. The art of
warfare consists of two main components: doctrinal development and training. (1) Doctrine is
a way of fighting based on lessons learned from various wars. It must be developed before
tactical considerations can be applied to the conduct of warfare. This ensures that training
aligns with the intended approach to warfare. (2) Training involves the repeated mastery of a
fighting method so that conditioned reflexive behaviors emerge.

2.4 Previous Research and Its Relevance

Most of the research focuses on counter-drone systems for critical infrastructure like airports,
drone terrorism, and the efficacy of specific technologies. Here's an overview:
o Barbora Kotkova proposed airport defense systems [87].
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> Naveen Kumar Chaudhary reviewed relevant laws and regulatory issues, suggesting
improvements [88].

o Yaseen N. Jurn, Sawsen A. Mahmood, Jaafar A. Aldhaibani analyzed various anti-drone
technologies and key factors for selecting them, considering the diverse operational
technologies of drones [89].

Analyzing prior research reveals four commonalities that help identify limitations. Firstly,
most studies analyze counter-drone systems in peacetime contexts. By focusing on peacetime
systems, these analyses tend to address counter-drone systems for defense against drone
attacks related to crimes such as terrorism or intrusion into critical infrastructure. Secondly,
the constructed counter-drone systems are facility-oriented rather than at a national level.
Thirdly, while numerous counter-drone system technologies exist, many studies have proven
the effectiveness of fragmented technologies. Fourthly, studies predominantly propose
physical response technologies such as weapon systems. This study aims to overcome all
identified limitations in prior research and propose a comprehensive approach, thereby
advancing to a new perspective and level of research.

3. Research Methods
3.1 Research Framework and Hypotheses

3.1.1 Research Framework

The Analytic Hierarchy Process (AHP), proposed by Thomas L. Saaty in 1976, is a tool that
provides logical support for decision-making on complex, multi-criteria problems [90, 91].
The process of AHP consists of five steps: (1) Designing for 'hierarchy’, (2) Steps to determine
the preference of each criterion through cross-comparison [92-94], (3) Steps to calculate
relative importance [95], (4) Steps to check confidence with sensitivity analysis, (5)
Synthesizing responses from multiple experts. Therefore, AHP is highly significant as it allows
for the hierarchical classification of various attributes of counter-drone systems, enabling the
determination of the relative importance of each attribute. This facilitates the identification of
relatively more important counter-drone systems, making it easier to prioritize them.
Additionally, AHP serves as a valuable analytical technique for determining how to effectively
allocate limited resources across different areas, thereby confirming its utility.

To design the AHP hierarchy, various sources such as previous research and cases from
advanced military nations were utilized to understand the balanced construction of detection,
governance, and response for a comprehensive counter-drone system. Considering that the
effectiveness of a counter-drone system heavily depends on technological advancements,
technological trends were identified as independent variables and included as evaluation
criteria. Furthermore, experts were surveyed during a preliminary investigation to ensure
thorough validation of the evaluation criteria.

3.1.2 Research Hypotheses

To establish a comprehensive counter-drone system, balanced development of detection,
governance, and response technologies is essential. However, the completeness of such a
system is heavily influenced by scientific and technological advancements. Therefore,
considering the analysis of counter-drone technology trends, it is necessary to prioritize the
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aspects considered important by experts through a comprehensive analysis of detection,
governance, and response technologies, rather than solely focusing on the application of
specific technologies. Additionally, it is crucial to provide a direction for development, taking
into account future environmental considerations.

3.2 Manipulative Definition of Variables and Construction of Measurement
Tools

3.2.1 Dependent variable

In counter-drone systems, achieving completeness is possible when detection/identification,
governance, and response are constructed in a balanced and mutually complementary manner.
However, analysis of previous research and national counter-drone systems reveals inadequate
balance in construction. To achieve balanced construction, it is necessary to analyze the
technologies of detection/identification, governance, and response, and provide priority
judgments and construction directions at the national level.

3.2.2 Independent variable

In the construction of a comprehensive counter-drone system, technological development
trends exert significant influence. In this study, we have established technological factors as
independent variables based on the global trends, success and failure cases of
detection/identification, governance, and response technologies analyzed earlier. By
considering the level of scientific and technological advancement, we have demonstrated that
achieving completeness at the national level through step-by-step development based on
priorities is feasible.

3.3 Data collection and analysis procedures

3.3.1 Data collection

The existing counter-drone systems demonstrate effectiveness by applying specific
technologies and proposing response measures. However, due to the limitation of various
budgets and resources to meet all identified counter-drone system requirements, it is crucial to
provide important information for determining where to concentrate resources. Therefore,
counter-drone technology should provide valuable information for establishing relative
priorities in constructing counter-drone systems for more systematic resource allocation. Thus,
unlike previous studies that apply fragmented counter-drone technologies, this study aims to
determine the priorities of each item in the overall counter-drone system as perceived by expert
groups and to draw a blueprint for early construction of the counter-drone system through
concentration and savings. To achieve this, the Analytic Hierarchy Process (AHP) technique
was utilized to gain a clearer understanding of priorities among expert groups.

3.3.2 Survey

The survey was conducted from May 15 to June 2, 2023, and the questionnaire was
administered through in-person interviews and emails. The MS-Excel program was utilized as
the analysis tool, and the Expert Choice 2000 Industrial Edition software was employed for
verification purposes. The AHP analysis survey was conducted with experts who have more
than 20 years of experience at three national research organizations specializing in policy
studies and technology development for counter-drone systems. The participants included a
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doctoral researcher currently engaged in researching and developing various countermeasure
technologies, a military columnist and broadcaster with expertise in drones and counter-drone
systems, five university professors who have published numerous research papers and
proposed policies in the counter-drone field, and military experts with over 20 years of
experience, including those involved in drone policy research and electrification in the
counter-drone domain. The survey participants were interviewed in person, and for those with
scheduling constraints, additional interviews were conducted via email, resulting in a response
rate of 25 out of 25. With no non-responses, the reliability of the survey can be considered
high.

Table 8. Who and how to survey

Category Number of samples | Research methods
National Research Institution for Counter-Drone Systems 5
Counter-Drone System Development Company 5
Drone and Counter-Drone System Specialist Broadcaster 3 In-Person
Interview Research,
University Professor Researching Counter-Drone Systems 5 Email
Military Personnel Involved in Counter-Drone System Operations 7
Total 25

3.3.3 Analysis procedure

The importance evaluation criteria for establishing counter-drone systems are structured as
shown in Fig. 1. Firstly, detection/identification is divided into passive and active methods.
Passive methods are further subdivided into pre-registration, geo-fencing, legal systems, and
dedicated organizations. Active methods include radar, RF scanners, EO/IR, and acoustic
detection. Secondly, in terms of governance classification, Sambamurthy and Zmud applied
the IT governance structure of centralized, decentralized, and federal, which represent various
decision-making forms [96]. Another term for federalism is hybridization [97]. Thirdly,
countermeasures can be divided into hard-kill, soft-kill, and combat performance. Hard-kill
includes anti-aircraft guns, nets, drone killers, and laser technology; soft-kill includes jamming,
electromagnetic waves, and spoofing countermeasures; and combat performance includes
doctrine development and training.
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Fig. 1. Deriving AHP metrics

All evaluation criteria in AHP have a hierarchical relationship, and we aimed to ensure logical
consistency through objective judgment and sensitivity analysis. To achieve this, we evaluated
the importance of each field by conducting dyadic comparisons, comparing two items to each
other on a 9-point scale. The relative importance was assigned on a scale from 1 to 9.

The relative importance, or weight, of n evaluation criteria can be obtained by constructing a
pairwise comparison matrix A, which is an nxn square matrix.

The final score, denoted as Bn, is calculated by multiplying each element of the initial
pairwise comparison matrix by its weight and then adding them together. In other words, if
the column vector of weights W1, W, ..., W, is called W, it can be denoted as A-W. In this
study, individual consistency in the overall assessment results was set to be less than 0.1, and
respondents with consistency exceeding 0.1 underwent reevaluation to enhance reliability.
Survey results with consistency ratios below 0.1 indicate high reliability.

Table 9. Consistency ratio of expert survey results
1 2 3 4 5 6 7 8 9

0.0464 0.0529 0.0597 0.0398 0.0283 0.0489 0.0309 0.0227 0.0448

10 11 12 13 14 15 16 17 18

0.0634 0.0836 0.0239 0.0307 0.0423 0.0588 0.0277 0.0642 0.0547

19 20 21 22 23 24 2%

0.0623 0.0367 0.0245 0.0425 0.0389 0.0422 0.0564 - -
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4. AHP Analysis Results and Development Directions for Counter-Drone
Systems

4.1 Dependent variable (Detection/ldentification, Governance, Response) AHP
results

The final scores were divided into civilian, military, and overall expert groups. The scores for
each of these evaluation areas were then used to identify priorities, as shown in Table 10.

Table 10. Relative importance and priority of evaluation factor

Private professionals Military professionals Total

Classification
Importance | Priority | Importance | Priority | Importance | Priority

Detection/Identification 0.5261 1 0.6467 1 0.5639 1
Governance 0.1819 3 0.1100 3 0.1576 3
Correspondence 0.2920 2 0.2433 2 0.2786 2

The aggregate results of the importance of the evaluation factors reveal that
detection/identification, response, and governance are the key components. Notably, both
civilian and military experts concurred that detection/identification holds the utmost
significance. The analysis indicates that detection/identification is considered the most crucial
factor, as it determines whether the subsequent steps in the drone system can be effectively
implemented.

4.2 AHP results for independent variables

When prioritizing smaller items, there were instances where the perspectives of civilian and
military experts differed. Some items may have more evaluation factors than others,
potentially causing some errors, but the overall direction remains consistent, as demonstrated
in Table 11.

Table 11. Small items Relative importance and priority of evaluation factor

Private professionals| Military professionals Total
Middle items Small items
Importance| Priority| Importance | Priority | Importance |Priority
Pre-register 0.0298 7 0.0190 11 0.0262 7
Passive Geo-fencing 0.0162 12 0.0112 15 0.0146 14
Legal system 0.0262 8 0.0522 4 0.0324 4
Dedicated organization 0.0123 14 0.0242 7 0.0151 13
Radar 0.1046 1 0.1898 1 0.1260 1
Active RF Scanner 0.0617 3 0.0529 3 0.0594
EO/IR 0.0923 2 0.1016 2 0.0957 2
Sound detection 0.0234 9 0.0225 8 0.0233 8
Government-led 0.0106 17 0.0043 18 0.0081 18
Dictatorial Military-led 0.0110 15 0.0076 16 0.0099 17
Police-led 0.0049 20 0.0018 20 0.0036 20
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Decentralized - - - - - - -
Hybrid - - - - - - -
Guns 0.0101 18 0.0117 14 0.0106 16
Hardokill Nets 0.0054 19 0.0037 19 0.0049 19
Drone Killer 0.0108 16 0.0167 12 0.0124 15
Laser 0.0173 11 0.0407 5 0.0225 9
Jamming 0.0397 0.0058 17 0.0225 9
Soft-kill Electromagnetic 0.0364 5 0.0152 13 0.0282 5
Spoofing 0.0304 6 0.0198 10 0.0269 6
Doctrinal
0.0191 10 0.0204 9 0.0197 11
Combat Skills | Development
Training 0.0158 13 0.0236 6 0.0179 12

The weighted importance of details in the detection/identification phase, when combining the
results of both civilian and military experts, reveals that radar, EO/IR, RF scanners, legal
systems, pre-registration, acoustic detection, task forces, and geo-fencing are the top five most
commonly perceived threats. In the governance middle items, the prioritization is as follows:
hybrid, centralized, and decentralized. Within the regime, both civilian and military experts
ranked military-led, government-led, and police-led in that order. In the response phase,
civilian experts emphasized that the three Soft-Kill countermeasures were of utmost
importance. An analysis of patented technologies related to drones from 2009 to 2019 showed
that jamming is the most common patent application in each country [104]. On the other hand,
military experts highlighted the importance of effective laser technology for countering swarm
drones in the future. Training and doctrinal development were also identified as crucial factors.

4.3 Establishment Roadmap and Development Direction for Counter-Drone
System

It was possible to confirm the priority of AHP analysis results for each evaluation factor.
However, it may not always be feasible to unconditionally apply the highest priority due to
technological and budgetary limitations. Therefore, while prioritizing the results of AHP
analysis, it is intended to establish a roadmap for the construction of a counter-drone system,
taking into account factors such as the current level of science and technology, in order to
systematically advance it.

Table 12. Roadmap for establishing counter-drone systems
(considering AHP results, technology level, etc.)

Separation

Short-term (~'25 years)

Mid-term ('26-'28)

Long term (*29 years~)

Detection /
Identification

4) Legal system
7) Pre-register

1) Radar

2) EO/IR 3) RF Scanner

8) Sound detection  14) Geo-fencing

13) Dedicated organization

21) Setting up permissions

Governance and responsibilities 20) Governance 24) Al Command and
(Hybrid types) 22) Information sharing scope 23) Information Distribution System Control
9) Jamming 11) Training | 5) Electromagnetic 10) Laser
Correspondence | 12) Doctrinal Development| 6) Spoofing 15) D Kill
19) Nets 16) Guns ) Drone Killer
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In the detection/identification phase, the short-term challenge lies in determining the legal
system and pre-registration. This is because experts prioritize these aspects, and their
implementation doesn't require significant effort. Establishing a pre-registration system for
civilian drones and reinforcing it with legislation can be accomplished in a short period, given
sufficient parliamentary consensus. Medium-term priorities include radar, EO/IR, RF scanners,
acoustic detection, a dedicated organization, and geo-fencing. This is crucial for advancing
detection/identification technology promptly, elevating the technological capabilities of
enemy drones, and ensuring the protection of the public.

Based on this roadmap, the following areas could be further developed or enhanced in the
detection/identification phase: First, there is a need for legal and regulatory enhancements.
Mitigating the threat of drones necessitates a robust legal framework for controlling hostile
drones [98]. The key laws that require supplementation concerning drones include the
Aviation Safety Act, the Radio Act, the Military Base Act, and the Personal Information
Protection Act. There is also a need to supplement penalties for using drones to commit other
crimes. Moreover, considering the limitations of incorporating everything into each existing
law, it is essential to enact a separate drone law. This law can serve as a standard for the future
drone system, providing a comprehensive framework to address the evolving challenges posed
by drones.

Second, it is crucial to evolve into an integrated defense system utilizing complex sensors.
AHP analysis highlights that detection/identification is the most critical aspect of building a
counter-drone system. Without achieving effective detection/identification, subsequent steps
involving command, control, and response become futile. In our interviews with experts, we
discovered that the most effective approach is through a combination of the following methods
[99]. Currently, numerous efforts to establish such a complex defense system have been
identified in domestic private companies, even though the detection/identification distance
remains limited [100].

Third, there is a need to maximize the standardization and interoperability of
detection/identification technologies [101]. To integrate the best aspects of each technology,
essential elements must be standardized, enabling interoperability with other systems. To
achieve this, standardization criteria for each technology must be established. Operational
capabilities should be presented in a manner that facilitates seamless integration with existing
systems, ensuring synergistic effects through the combination and scalability of various
technologies.

Fourth, the active implementation of Al systems in detection/identification technologies is
essential. Recent artificial intelligence (Al) capabilities prove highly useful in identifying and
categorizing drones within the airspace, offering a robust solution, particularly for illegal
drones [102]. Deep learning technologies enhance the effectiveness of existing
detection/identification techniques [103, 104]. The system should be designed with the
concept of applying an Al system that has learned from a database and promptly integrating it
into the command and control system after detection/identification. The accuracy and time
savings achieved through Al in drone detection/identification are crucial for tracking and
responding to drones. Al trained with state-of-the-art object detection algorithms will enhance
the integrity of the counter-drone system. To achieve this, it is imperative to build various
databases in advance and ensure their readiness for early implementation [105-107].

At the governance level, the AHP analysis conducted by experts suggests that a hybrid
approach would be feasible for Korea. Various issues need resolution for the control system.
As a short-term task, it is necessary to establish the authority and responsibility of each
organization, along with determining the extent to which flight information should be shared
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for civilian and military drones. As a medium-term task, it was determined that the control
system and information distribution system should be addressed. In the future, with the rapid
increase in the number of drones, there will be a need to integrate UTM (Unmanned Aircraft
System Traffic Management), UAM (Urban Air Mobility) urban air traffic, and AAM
(Advanced Air Mobility). In the long run, it is anticipated to evolve into a command and
control system controlled by Al in real-time.

Based on this roadmap, the following areas could be further developed or enhanced in the
governance phase: Firstly, a system should be established to share and distribute information
at government, military, executive branch, and critical facility levels. Many experts also
identified technical, physical, operational, and integration as the most critical issues to address
[108]. The completeness of the command and control system is achieved when all systems are
interconnected using software that enables seamless interoperability. Additionally, for the
comprehensive functionality of this command and control system, ensuring the Internet of
Drones (loD) is crucial to ensure seamless communication and independence from
cyberattacks, etc. [109, 110].

Secondly, with the ongoing urbanization, numerous national critical facilities, government
offices, and densely populated areas are distributed throughout the country. In response to the
escalating threat of drones, we are constructing a counter-drone system for each facility. The
drone systems implemented at each of these facilities form a dense web, and with effective
coordination, they can collectively establish a national drone defense network, as illustrated in
Fig. 2.
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Thirdly, there is a need to establish an Al-type governance system. Given the speed of drones, time
is a critical factor. The current system requires a significant amount of time to make command
decisions, posing challenges in responding effectively. Hence, it is essential to develop an Al-type
governance system capable of supporting real-time command decisions. Al command and control
systems can play a crucial role in identifying critical nodes within a swarm of drones to prevent them
from splitting into multiple unconnected clusters, thus preserving their coordinated capabilities [111].
Additionally, it is essential to establish a governance system that fully considers the legal and ethical
issues related to Al.

In the response phase, short-term tasks include jamming, training, doctrinal development, and
netting. Jamming is well-developed and ready for immediate use. Although education, training,
and doctrine development are considered a medium priority in the experts' ranking, they are
reflected as short-term tasks because they can be completed quickly. Netting technology is
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currently commercialized and widely used in other countries. Medium-term challenges are
categorized as electromagnetic, spoofing, and anti-aircraft. Electromagnetic waves and spoofing
are based on a comprehensive consideration of the current state of technology, the development
trend of enemy drones, and friendly targets. The anti-aircraft gun utilizes existing firearms, but
considers the time required to develop ammunition such as dispersed ammunition that doesn't risk
falling apart and can take down even clustered drones [112]. Long-term challenges encompass
lasers and drone killers. Developing lasers will take some time given the current state of the art,
but they are considered the most effective alternative to swarming drones [113]. Drone killers could
provide a more precise countermeasure if developed to operate as swarm drones, targeting only
the enemy UAVSs they need to take down.

Based on this roadmap, the following areas could be further developed or enhanced in the
response phase: Firstly, it is crucial to ensure various flexibilities through the standardization
and modularization of different response systems. Modularity is known for its scalability and
cost-effectiveness [114]. Notably, standardization becomes essential for the rapid
development and upgrades of technologies in the competitive landscape between drones and
counter-drone systems. Another approach to achieving standardization and modularization is
the development of software that enables different hardware components to work together,
even if they do not interoperate in the same way. However, even with software integration,
there is a need to standardize combat loads and Lego blocks to some extent, ensuring they can
be combined as robustly as Lego blocks for infinite scalability [115].

Secondly, there is a need to change the perception of counter-drone systems. The prevailing notion that
counter-drone operations are solely conducted by air defense forces or specific individuals requires a shift.
Thirdly, it is essential to develop a foundational doctrine for counter-drone systems. Once the
doctrine is in place, combat methods can be established by applying tactical considerations derived
from the doctrine of each service. This is crucial for enabling field units to identify training
challenges and incorporate them into their training programs, ensuring behavioral mastery. For
instance, countering a forward area with a fence might involve using a barrier like Sky Fence [116],
adopting a corridor-based response for airborne penetration in contact areas. It is necessary to
develop a concept of selection and concentration, such as establishing a three-zone response
framework for each protective facility in metropolitan areas and major installations.

5. Conclusion

In order to construct a rapid and effective counter-drone system within limited resources,
prioritization becomes imperative. To address this, the present study employed the Analytical
Hierarchy Process (AHP) technique to distinctly identify the priorities in building an anti-
drone system through the expertise of a group of professionals. The hierarchical design
established a layered model for evaluating existing researched counter-drone technologies
across 31 assessment criteria. The analysis of the counter-drone system is categorized into
detection/identification, governance, and response, with governance recognized as a distinct
step not included in earlier investigations.

As a strategy to establish a counter-drone system, (1) in the detection/identification stage, the
focus should be on reinforcing laws and institutions, developing an integrated defense system
utilizing complex sensors, optimizing technology standardization and interoperability, and
actively incorporating Al systems. (2) For the hybrid command and control phase, the proposal
includes information sharing and distribution among government agencies, the military,
administrative offices, and critical facilities, the establishment of a pan-national anti-drone
system linkage system, and the implementation of an Al-type command and control system.
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(3) In the response system phase, there is a recognition of the need to standardize and
modularize the response system, transform the perception of the counter-drone system, and
establish a standardized doctrine related to the counter-drone system.

The limitations of this study may not be universally applicable to all countries. This is
attributed to variations in environmental conditions, social characteristics, technology levels,
budgets, and decision-making processes that differ across nations and evolve over time.
Consequently, the proposed counter-drone system development plan is based on expert
opinions, and priorities may be subject to change with advancements in science and technology.
However, given the swift evolution of drones, there is a clear understanding of the imperative
need to establish a comprehensive counter-drone system. The hope is for the early
development of a robust counter-drone system, moving beyond temporary attention and
reactive responses when issues arise.
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