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Abstract

Smart cities are the product of modern urban planning that seeks to innovate information and
communication technology and improve the quality of urban life. For the efficient operation of smart
cities, data collected, stored, and processed in real time is a key resource. Therefore, data from smart
cities collected in various fields must be managed safely, and personal information protection is
paramount. In this study, a smart city data security model using blockchain technology was proposed to
safely manage smart city data. The proposed model integrates IPFS into the blockchain network to
distribute and store data to ensure data confidentiality and integrity, and encrypts data using CP-ABE
to efficiently control access to data from users. In addition, privacy was guaranteed while enhancing
the usability of data by using Homomorphic Encryption with data access control policies.
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Table 2. Layered Structure of Ethereum Blockchain
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and security.
Network Layer Facilitates da_ta propagation and communication across P2P Connections, Network Protocols
the blockchain network.

BEAQ 716 2PtENE AT ), BEA ] Bwgah 2 HolE A% g
svhEAEle] ol weol 4] e 5o HolE FAYT notdS
Al 2] A2 g Fola, ARE A st =
FasTh B2AG 2E AEAE B
oA sk gelol] WAt BAR LRA2E Fasea

A
ESAQNS 248 548 AlolH EOP Aol g 7= T ATA A" AE
22310, dlolH Kot n Al A8 E8AS =9 4 gt o]8] 3 FHES BE 0 7|40
ZUFEAE O] thekeh ol A T, B, Al e, Al 3o, Absst B dHlol S &
wolol Ao BAEe HojEh BEAQle doje /1= AHE Agss Adom s
W7o Brbsst). dolH g Mom Fleii e mE UEHS == gbhe] wabd @)
g3, olo] Y& HolHZ ziﬂo}ﬂo]]‘— H]ﬁ Howm maAolx sty upebA

2utE AlE 9] HlolE ¥ A A&7 EEAQ] 71E PP UWEN A 94
S FAE ok st SR B & Hlo] 1E A v e S AYA

Bl B2 A S ke AUz 289} volE e FyAd o wAlE = Zafo| B A] A
s 7154 ?ﬂﬁﬂ 7HA AL At

2.3 IPFS(Interplanetary File System)

IPFS = P2P(Peer to Peer) 29 tj&%F Aol dlolHE F-f3t7] g 4t I
ANago g EA dlo]E7F 7kA] AL 9l W-8(Contents) o= H o] Ef ol <+ 7153} A gl

SeeEs 22 T HSA A e vl Sges 2l X*°H7} At dA S =
AW 7E mpe s o] BE dlo]EHe] Hd = Al "ok IPFS v RS Y F5E FAE
sl Ast7] 913l “7419 A A TR EFo|th IPFS & 3 9] A% 9147} obd 3k W&
el 315k Al g SEete], Fde S v Ao AFstE AS WA }1 A7
IS A oksit

% 2= IPFS & ©] &3 vloly #4F A4378-& el 2ol ok Owner 7} IPFS o] 315
dz==stH SA(HashyE S 5, dasty Fdeo] A fXE Yeldle A @S
RS f v o] 5 IR =gk tloBl = oY Vo] ¢hEstE 270 oA, o] 27

SA Al AFE o] dolefe] ek T Htd S BASHA ®Uh11]. IPFS & 9] &4HsE

el vbEold IR EFolXNh, HE %%Zﬂ"doﬂfﬂ T ST mE ol A EAE
A3t 93l IPFS & 2 831+ Abel 7 Z7}ahar ¢ T’/}[12][13][14]

2utE AJE] 2o A IPFS o] A& TlolE] A el a84S FolH, 25403
Ageto] tlolE 9 A4k A B 7 HS T3 Bt S Astd 5 A o] & QlE 5%

e

il

o

A5 Azl 9ae Jasha oln Edelt wxe 99 glol A dold B4
BAL PR+ Ak Ta ke volr] A7 % Belel AW o A H 5 )
oA sohe el ol REIIA $AU 15 WAS ned T ZAAY

o8 44 MAUZOR 288 5 gt



50 JOURNAL OF PLATFORM TECHNOLOGY VOL. 12, NO. 2, APRIL 2024

1. Put the file in IPFS Gigdy) 2. Hash function execution
C:f.l !IOO
& b o

Data Owner

N

\

O

/

3. Hash value of the location of the file within IPFS

Share 1 E1
Share 2

4

0d

Share n En

4. The split encryption file is stored on
the Blockchain

Figure 2. Data Distributed Storage Process with IPFS
1% 2. IPFS & 0] 23} tog B4 A& 1A

2.4 CP-ABE(Ciphertext-Policy Attribute-Based Encryption)
sokEAE AL HolE] i Alo] 7% dolEle] el TetelAE nAsHE o)
QA AGE ) o a7 2bEAE O thFR T aksh ATk A, A,
A%, A el ek ti#k e diol B & ¢Hd sl del sk ol F stttk dolE A Alo] Ve Tt
Arro.m e Holel % u s, 57b ALg Aol HolElol Hed & YRS nga)
%719t 5SHABE)E 7] A $A47)WESKP-ABE)St ¢sE AF A7
%% SH(CP-ABE)E ¥l th. KP-ABE &= 2 A A Q12] 28 A| 28l o] A AL-&-% ] CP-ABE +=
Az ste A7 A]2="ol]l ARg-¥Th CP-ABE = 44 718F A Al9{(ABAC)S] 53t o=,
golg AAlel F2 AAS A% TS Pl o HolHE duHT v 54
"4 3 (Policy)" % 483kl AHEte] 0] o] A WHT Ffol W vlojel & H 5 akshu
Ao = A B o= HolB 7 AFHAY A oE]"\f A =]oll FARL], Hlo]
R4 AN S8l fa ol

Eo]-o O Z ]%L/‘ol;q] o}uiiﬂ.oc 74*LHJ,].7E% 5} A
g olE &g A Baol wel 4 AL WAl HolE e 4e A9s 5Aew
e & Utk dlE Eol 22 Ul 9% ®isol S ), I dojHo| digk {2 dAdks

S7A 0w 24 4

CP-ABE 9| A A<+ Alo1 & 943 43 A4 Alol+=
Aol E 9 /\qbﬂ H]U] TG FF o] AR FH T

o = 7z A o] AND Aol E A 2= tha LD}[ S][16].

o & Sol, :%/‘3.4 A3t U = {attr), attrs, ..., attry}©] A= 75' 7y attr; € Ul t3ll, Li = {viy,
Vid, oy Vimid T 7SS #59] 3o, mi%attr,oﬂ st 7}s l«] Z3tolth

AL g zpo] 2] z]z;;j_%g= (S, Ss, ..., Suyol g BFaL, S eL O|aL, W= (W), W, ..., W)E H-
Fxeba S0, W, e Lolth £4 A ST AT TEWE FEANGE AL S = W, i =
(1,2 .., m< 2v] ?{PE}.

jaleA

Al k=, E] 719 A G-, AND

CP-ABE = W0 Bl 9] §Haste} 11 Ao vlole] Afart Aol G Ao o3 HHow
AGE & 2 oA deld 2o Xefol 58 3 o Ye B ek
AgAS) o] gl B0l A lolE] Fi-oh BT Ao} welshs v -3t

CP-ABE o AL BAhE A Aol aFAE $HA70, B9 ey THo

zefolu A W5 E 7beats) o,

2553 ?J’i(Homomorphic Encryption)

B, webn] £EAe £A eleh A6 XH%% A9 A A ol 7
o] A4S e So] BLEA T, o7 Auel Frk ALgol} fEL A9



D.E.Cho : A Study on Smart City Data Security Model Using Blockchain Technology 51

A% % ek
59 qrat dhsshe oy AolA A% A4S $AL 5 A S Aol o] 7%
olgald HolEHE 253 oA Raw Baw AL AAT 4 o), dojHe] kS
AR Ae) SRS AT 5 AT 2EAL WA ol F Agste] A5 dlolE) Hg
Al 2o ALg3E 4 glom, Al AR §5 S g 5 glnk,
svhE AEOA B35S 4859 9l J1Qle] HolHE nESUAE doly £4 2

A 2] 7} 7V kA gkt

o & 5o, AR Y w'E e dolHE d5sty e A8t AH| 28 HA5E
, o] TN A AL AN Q) A H = 9 Fo] wEE A GFerh EE A Al gl A=
o) A el & Gaete] W% 5 ¥4 SAARE AHET 5 glor, o] & 611
g S ol el ol Bl I AR RS 5= vt wEkA

JAEE FA] Bt 714 b, S22 AFxH I HolHE efdtal 28T 5

ro 2

%0 08 Bl &
XL folr oft O,
rri

o rlr

4
.

rulu:

L BS54 & 0] 4 20l E AE Hlo]E Het =g

31 APLEAE HloJE Bet 2

Aol A= AvtEAE 9] HolH Bk fls S5 A A€ol 4 IPES ©F CP-ABE, % 9=
HFA1 S 0] 23} d)o] B Kot 2 eS8 A ot}
B8 BabE B0 AY el sFee B 9gor, 249 YES I

et v Alde] glow, g Helo] ofd A 7 Hw B=Ale] A 5 gk
ahebd o) H o2 2 dolE S A% 7] 9 PES & A getlon, delelel stasje)
Aol 2 $18) CP-ABE 7] < AL8315ith =t Zefolw A BEE $l8) vlolE o] & 4o
W} 25 ol 4 Werow 4 obs AL A gagin.

CP-ABE % o] & dloe] gtasl #4olx AL £4 7]kl Aao] g EFHH o]

o3t ") o & Eo], Al2E A4 HE U = {attr;, attrs, attrs, attrs} D W AL A2 P = ((attr
OR attrg) AND attrs AND attr) = A9 .ol H o] ¥ *]—Q-X}J A o] A AAS
HSohs A dE A0 RS "}9“0}04 dzste HolHE Hast & 5 Q. o]t

CP-ABE = AH&-AFe] 405 7|Who = §F Eﬂ ol¥] A A H ol w4 B AdE A4 ol
3l HlolE &fAs 1E%°ﬂ ek AR ﬂ% AAE AT = glom, AREA= ARl 9]
&30l wpet vlol Bl A e 4= Atk

Aot mdle 17 33 o] Hlo]E AFAKDO), B3 ol o] A E(AA), &5 3} AW (ES), IPFS,
ol & *}%X}(DU), ol 2l E5AA(BC), H2 3t MH|(DS)= 7/ HHh.

« "oy & A (Data Owner, DO): Ho|HE A gst= FA =, A|2=8 ARGAL Al
A AAsta, £45 7wter g dolHe g H AHS A3tk DO = ¢E3)
A B(ES)E 38t CP-ABE & ©|&3% dlolHE ¢asdtsta, ¢zste dolEE IPFS
HRE=F

« A% o] M E(Authority Agent, AA): A|Z=F AREAF Q1F, HE Aol AAAY F
IPFS U] 91 L8 AL 3ol Qb @ HlolEl 8 42 919 23] a8 S5 A ekafolet DO 7}
J 2=k dolelzh PFs o A F, A A gkal volele] vetulolElE B=2A<lol
A5k o) vetd o Elol = Blolele] Ay WAk, 719 = ol B Hol e ALgSA
%ﬂ“@}% H],ﬂod Q /Jlﬂﬂ XJE7].46LQ1;}



52 JOURNAL OF PLATFORM TECHNOLOGY VOL. 12, NO. 2, APRIL 2024

Encryption Decryption
Server(ES) Server(DS)

1. Create a public key (PK) and 4. Uploading encrypted 13. Inquiry of
. 15-1. Decrypt data
Master private key (MK) data(DATAg) encrypted data H(Dg) using private key
2. Data CP-ABE encryption with D(DATAg, DUk )
access policies (DATA) 5. Hash Value Off-cham,/’o\-f 14. Download Data (D)
3. Encrypted Data H(DATAg) °<6’ P
E(DATA, MK) v
8. User Registration and Authentication(UID, Attr;
8 DATA Authority j‘ eg (UID, Attr) 8 1
Agent(AA :
Data Owner gent(AA) 9. Group key, private key(GID, DUsy) Data User 15:2 Isomorphic
(DO) (DU) Encryption
(Without decryption
11. Attribute Validation, Granting Access e
12. Hash Value,
8. Recorded on blockchain 7. Transaction Smart Metadata
(Hash Value, Metadata) Result Contract(SC) H(DATAg), Meta 10. Data Request

H(DATAg), Meta On-chain Token(GID, Dusk, W)

A L 7 A PA—

----------------- g 0 N o Y

EEE——

Ethereum Blockchain Network(BC)

Figure 3. Proposed Smart City Data Security Model
9 3. A|Qksk ~nfEAIE] HlolE Bk =Y

o« 4353 AW (Encryption Server, ES): A|Z=E] Al&xoA 17 2EAKGID)S &4
MI71(SK)E Hraskal, whefghet. gk A28 ARRALS /IS 3 gt 18] Al IPFS ©l
A7e dlo|E|E CP-ABE 7| 2.2 9+ %.3}3tt}. CP-ABE = AF&AFS] SA3 (ol 2 &, F-A], A3
) ZIvte® HolE e AR, ARRALe] £A4o] WA= AF WA AEE
Aol EstaL, Q17 E A gkt

« IPFS(Inter Planetary File System): -4t 31 74 A| =810 2 DO 7l §=E3E tE sty
tlolH & 4t Aatar, dolg ol gk a3t s Al ghs whskstth B¢k DU 7F Al gk 3l Al
el whet st deolyE wEkstt ol& Fal dHolH e Al EAE o] A E,
DU = 3| A] 45 F3ll AAE=X] sl dlolEel Hd = At

« Hlo)E] AF&AK(Data User, DU): 2 3}H dlo]Eo] et} st AFEALR, AvlE
ZAEAE ks sty tolH 9] Al #hS 83 sho) S|4l 2h-S &3 IPFS ol A] HlolH & 45 F
Atk ojwl H5 3 AW (ES)E o]&ato] AHEAY] HA o] A AAE W=ET A, £4
MA71(SK)E 3l sl tlolElE H&3) gl ol 3 LLJJr *}3‘ 2o we} 53
Y55 ol &ste] dustE el A HolE & TA B A4 = Atk

« EFAUMBC): dwstd dHelHr drm= | A g3t dolEel gk HEHolE &
Agttt, 2utE HAEHEE HolHo| s g AFEAe dloly H Aghs AE gt
a2lal 8 A% HolE & 7%7] el 71 °4E TPt & "lxﬂ‘?loﬂt tl o] Bl o] afA] gkt
e o] B RES A 7gete] EEA919] Eﬂ ole] &S EY F At EFARJE Ao EH

Al 2~ ®l] ol o] B 7} ‘ﬁic HAY g2 W L AE7 B 715, E5AQ0 54
& WA E7bsstH Al 2Flge] e /\}%Z}Oﬂ ol A== 4 Ut

« 5 % 3} A9 (Decryption Server, DS): IPFS o] A3k ¢} 58l Ho|E & 5353} 8l 7| 5=
FPet), I3 VeI B33 7S dER BEsto g2 ES o Aite] AFHE AS
WA8kaL, DU 9] 5358 AL vl &S =49 5 T

g

U_L,r
>,

n =7 AR L7 A

A2E 2713 daglEo] 4Est AMu(ES)el o8 FaET. o %lﬂ%—% DO ¢
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Data Owner Encryption Server Data User Authority Agent. IPFS Blockchain

Initial Setup and Key Generation

Initialize system and send parameters

Generate Public Key (PK) and Master Key (MK)

Submit User_ID (UID) and attributes (Attr)

Validate attributes and generate and send SK

Data Storage

Upload data

Send data and metadata

Encrypt data with CP-ABE and upload to IPFS

Return hash value
-—

Store hash value and metadata on blockchain

Record with smart contract

)

Data Qwner Encryption Server Data User Authority Agent IPFS Blockehain

Figure 4. Data storage process for the proposed model
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Data User Token Generation Algorithm Smart Contract IPFS Encryption Server

(3) Token Generation and Data Retrieval

Submit GID, SK, query key (W)

Generate and return token

A

Submit token and request data retrieval

Search data using query key (W)

Return metadata ciphertext and hash value

N
Request to download data using hash value
Return encrypted data
5 Y SO
(4) Decryption
Submit encrypted data and SK
Use SK to decrypt data
Return decrypted data
3 Y S
Data User Token Generation Algorithm Smart Contract IPFS Encryption Server
Figure 5. Data retrieval and decryption process of the proposed model
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Table 3. Security Analysis of Proposed Model
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Security Element | Application Techniques | Security Satisfaction | security Analysis
- Attribute-based access control enhances data confidentiality
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] . h - . - Allows data to be processed in its encrypted state,
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. . e - Access control via smart contracts supports data
Blockchain Partially Satisfied confidentiality, but the public nature of blockchain can limit it
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Integrity against tampering
Blockchain High - All transaction_s are stored as‘immutable; records_and \{erified
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- igh R .
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