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Comparison of key management systems
across different industries
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Abstract

As the digital environment becomes more complex and cyber attacks become more sophisticated, the
importance of data protection is emerging. As various security threats such as data leakage, system
intrusion, and authentication bypass increase, secure key management is emerging. Key Management
System (KMS) manages the entire encryption key life cycle procedure and is used in various industries.
There is a need for a key management system that considers requirements suitable for the environment
of various industries including public and finance.

The purpose of this paper is to derive the characteristics of the key management system for each
industry by comparing and analyzing key management systems used in representative industries. As for
the research method, information was collected through literature and technical document analysis and
case analysis, and comparative analysis was conducted by industry sector.

The results of this paper will be able to provide a practical guide when introducing or developing a
key management system suitable for the industrial environment. The limitations are that the analyzed
industrial field was insufficient and experimental verification was insufficient. Therefore, in future
studies, we intend to conduct specific performance tests through experiments, including key
management systems in various fields.
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Figure 1. Architecture of KMS with functions and applications[2]
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