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Abstract

Collaborative programs are tools designed to support multiple people working together,
enhancing collaboration and communication efficiency, improving productivity, and overcoming
the constraints of time and place. In the endemic era, many companies and individuals prefer using
collaborative programs. These programs often handle sensitive information, such as work content,
documents, and user data, which can cause significant damage if leaked. Exploiting this, various
attack scenarios have emerged, including malware attacks disguised as collaborative programs,
exploiting vulnerabilities within these programs, and stealing internal tokens. To prevent such
attacks, it is essential to analyze and respond to potential threats proactively. This paper focuses
on Notion, a widely used collaborative program, to collect and analyze artifacts related to user
information and activities in both PC and Android environments. Based on the collected data, we
categorize critical information, discuss potential threats, and propose countermeasures.
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Table 3. Notion Database file path
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Path Data File

C:\Users\{UserID}\AppData\Roaming\Notion notion.db
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Table 4. Tables and data related to user information
& 4. A8 Ansh B Ho] i P
Table Column value
id User ID
name User Name
notion_user
email User Email
profile_photo User Profile_photo
name Space Name
permissions Permitted User ID
created_time Space creation date
space
last_edited_time Last edited time
created_by_id User ID to create a space
last_edited_by_id Last edited user ID
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Figure 2. Unauthorized access to profile_photo data
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Table 5. Tables and data related to user behavior
3 5. AFEAL 99 st glolE E H o) E

Table Column value
id Block ID
space id Workspace ID
type image, text, page, bulleted_list, file, numbered_list
properties block content
created_time block created time
block last_edited_time last edited time
alive Whether to delete a block
move Whether to move a block
created_by_id Created user ID
last_edited_by_id Last edited user ID
meta_last_access_timestamp meta user last access timestamp
id comment ID
space id Workspace ID
text comment content
comment created_time comment created time
last_edited_time last edited time
alive Whether to delete a comment
created_by_id Created user ID
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Figure 3. Analyzing block data
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Table 6. Path where Notion app data is stored
3 6. Notion app dlo]E|7} A 8¢ H =2

Path Data Folder
data/data/notion.id databases
data/data/notion.id cache

data/data/notion.id shared_prefs

data/data/notion.id files
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Table 7. Tables and data related to user information
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Figure 4. Analyzing com.google.andorid.gms.signin.xml
1% 4. com.google.andorid.gms.signin.xml &4

1% 4 9} 70| shared_prefs Z U] ol &4 3= signinxml 1S #2443 A3} AL-g-%}2
olild F24, AFEAF o] &, AHEAF HE AR URL, 21910 AL-&%8 API 5 A& ¥4

AR7L A5 3E R Fu HEoZ AAHE AS gelsk 4= 9t



34 JOURNAL OF PLATFORM TECHNOLOGY VOL. 12, NO. 3, JUNE 2024

£3772dd4e7a727a101bF520F6575¢cac326f
Ty
Figure 5. Analyzing Token Header
1% 5. B Header &4
FolR B2 AAe BN SuEd B2 FF, WS dolHE ol gad
T At 17 5 & SIS o, EZ A8 dare]FS RS256 oW, Aol AREH
7] 1D 3= IWT A o] A H Qrhiz A& & 4 St
Figure 6. Analyzing Token Data
9 6. EE dlolE 4
a8 6 S ES YHY dHolHE HolaEth AAE] Felsird, iss = Ei WA 24
o] 7)o A= Google Al AMu]| 27t EES HF3theE AL YEldth azp & Ead EES

W= o Ze]Ale] A9 ID & HER M, aud = EE0] ?d%% o ZEA ]9 ID E o v gk}
sub 3= AFE-AF] AL A RS WERH Y, ARSARe] A o] 3 =2 AR URL, ol
R, AREAL I 7E, B wh e ARE RER ARE S g1 E S Q.

o] EE9 AR E Al-&3}4] Google ol 4] Notion &2 Al-&A}5 1538}l
H L ghrt o] & E3l ARE A= SFA BEAl Notion A H] 2o e A =8 4= 9]

Persistedinstallation WORFREFVTFRA « M TozMDMANDAONTESODphbmRyb2IOIMyMZMOZWESZOFINGYWE json @

Figure 7. Analyzing PersistedInstallation
219 7. PersistedInstallation 4]

EHolth U W8S gleind F
irebase ID & YERJ ™, Status = 9]
el dT. AuthToken & Firebase ©ll

1% 7 2 PersistedInstallation.json 3} & +%
6 7HAl o] =7k EX%H Fid = AA " 7]7]19]
FHE YERdT o714 3 & ddstE AE

e e



J.H.Han and T.S.Shon : Threat analysis and response plan suggested through... 35

MA~3sl7] Y& Zagk EF o2 JWT 4 o2 FA|ET AuthToken o] RFRE S o)
Ab-g-% = RefreshToken = 7 £ ghs]of ok &3k B2 A Bl ks A|ZHE YERf o] 4]

0]
PR

Figure 8. Analyzing PersistedInstallation Auth Token
19 8. PersistedInstallation 15 &2 -4

o] 17 8 = AlwH AuthToken o i A4l W8-S HoErh o714 appld =
Firebase = A E Wje] Android il &3¥ i 2EAE YEH, exp = ES Whs
A ZHe YERAT fid &= Firebase 2% ID 2, ?lizﬁ/ji% A Es afgk 4)d ato) ),
projectNumber = Firebase ~ =4 E 9] ‘%ﬂig UERHH, S il £ ZmAES
A al= o) AL H )

A A Notion ol A A}% %] & Firebase AuthToken 2] 7+& 7]7Fe 18] 7 o] Expiresinsecs
gl

=2 EH799S FAY 5 9ok

422 AHE-AL Y] A

SRR ﬂﬁowh Notion ¢] dlo]EjHo] 2 F2i= PC &4 ¥ FdstH T2 o] H -2
dlolEl A4 A&l 2ok Uﬂ}o‘ A oAM= A}ﬁx}ﬂ ﬂi%%ﬂ ool A} =<1% Space
2 plock X7 WA DB o AF¥ct ugbd DB oA &<l
ﬁmowﬁi s, 2 w59 Jeld dolyE 2gsch

gk 2l g0 A = PC B4 0 g A ARE AT 5 ) o] A FRE
Abg2e] O E B4 5= d 83 F71E < dlolE & Al e 4= gl

Table 8. Tables and data related to user behavior
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Path File Name value
data/data/notion.id/cache/image_manager_disk_cache disk cache file cached images
data/data/notion.id/cache/Webview/Default/HTTP Cache HTTP Cache file network cache
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Table 9. Summary of major artifacts
¥9.52 olgHE 47

Environment Artifact

User ID, User Name, User Email,

User Information User Profile_photo,

Whether to move a block,
PC(Windows) Created user ID , Last edited user ID ,
Behavior Information meta user last access timestamp,
block created time, last edited time,
Whether to delete a block, Block contents

givenName, displayName, email, photoUrl,

User Information userinfo api, account_token, Auth_Token, Refresh_Token, exprired, Token
Mobile status
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