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ABSTRACT

This paper addresses the issue of anonymity protection in the trading of Real-World Asset (RWA) tokens, a prominent
topic in the cryptocurrency market in recent years. The principle of transparency inherent in blockchain technology makes it
challenging to ensure the anonymity of traders. Although there have been instances in existing blockchain research where
mixer services have been utilized to protect the privacy of Fungible Tokens (FTs), and prior studies have explored the
privacy protection for Non-Fungible Tokens (NFTs), RWA tokens, which can embody characteristics of both FTs and NFTs
and are tied to physical assets, present a complex challenge in achieving the goal of anonymity protection through any
single method. This paper proposes a hypothetical token trading platform, ARTeX, and describes the trading process to
analyze measures for protecting the anonymity of RWA token transactions.
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Fig. 1. The case of trading RWA tokens in
general

5.1.2 ARTeXoMe] RWA EZ el

ARTeX®E 4714 B vopt svlze} Folzje)
94 wEd 24E 2w ook Bolaeh Tl
Fel wo} Adshe FUEe] ATL B A
Q4 gelel A9 =elln Ax) edAE
E2g Fojaol shexlel v Wad Yug
T UEE Feth ARTeXE B2 A= A#
g AFE Aaskr] s 71E AgellA o] A
2 Z2A|AE E9l3t), dujxle ) 2
< 98 RWA EZS ARTeXel| Hulth AFH



644

e

A9 Al FHES D43 RWA BEZ Aelre] MAARRE /jAl wel

ARTeX
X ‘ foid ‘ ‘ s ‘ X

Seller o111t Platform Buyer
(Oc1288..) ©985..)

: Ownership
RWA]  Transfer

Token Listing

Biding

E A Bid result
Token Create a
New address
RWA [RWA

Token ™ Secure Channel Token
(Account Transfer) T

Fig. 2. The case of trading RWA tokens on
ARTeX

RWA EZE ARTeX ZHFEl A= Foirl=
RWA EZE Elsta 7oi& 918 o2 A 3
of& 4 9lrh. Fig. 2.¢l& /M A3 F471 34
wo] glo] AR AT} Fefatel Al Bl H71A 2
Ao zte]lE WA Holgr) v AARE of
gk A7t Fat IR 2EFHA] @} e
g 4 qlrh.
5.1.3 el M 3|@ISE Y KYC
el kA efatet Fizb B ARTeXell &
goF gkt ARTeXe oo 2 v A] HAke] 2
KYC(Know Your Customer, 7414
F A8l Higlth KYC ARl o
e $AWEHS, FRISEHE
o, 555 3] Ad A}
2 % slct. KYC

v,
ok
o o,

—H

o

o,
dr o
>

il

|
I

N
32 %2

-

e
i

x
RLORIul
—
N
Buj
e
o ok o
o2,
o,
i
o
oL
R
ot
N,

ARTeX €70 ]xla E3 1D, vjUHs A A}
474 olddE A3l A A AlE AA
371sls kB =Y, AgRlE g ID9 B
dHF 2 27908k0] ARTeXE g3t 5 gloy
ofx] Al & 4 glvh. 71M AR KYC A

g "ed mel KYC ARE siFsle] A
Z, 7357} 5= RWA E2& 71?416‘ 4
° o3l & ]

£ e fz
o]

T—'lL

T

o)

e
i
N

349l ARTeX 3|¢718lel 23 A TEA 2
2 AHEg Ae® ARTeX+E °] HRE <Haii
Baksle] A AR} 2F i oo} FRElA] o
t}14). ARTeXolxE dubdal A e Anjx
o} vizb7IA| 2 22| e el AR 5o A}
HkEA] g2 717 Ul dEA e s A e
oleh. wEbd 228l A F7d A 1D
ARTeX 3919 A4 4 el 4= 9l toF
A My 7)ee] Had Ao},

w2 ofr

5.2 ARTeX 7{ai Z2MNIA

ARTeXelAe] A= A A2 Fig. 3.3 7o
], & AR AR

PROCESS

Seller ARTeX Buyer

Instructions for Register ARTeX|
listing RWA for auction
Tokens bidding

Willing to Trade

Wantto sell |
RWA Tokens

Register ARTeX for
sell token

v

Submit Listing form Audit RWA
tokens

Receive RWA
tokens.
Send tokens to
ARTeX for auction

Listing a
token for
auction

Token Auction

Delivering Delivering
auction results © Auction Ends & auction results
Confirm settlement Confirm deposits Check auction
amount and request ———3@x and settiement results and pay
settlement the winning bid

Transferring token
Receive a
settlement

Prepare

Auction

Token Bidding

0| 1

After auction ends

Receive a wallet
5 —t with tokens over a
secure channel

after creating a new|
wallet

Settlement

Fig. 3. ARTeX Trading process
521 EZ ARAY EZ Eof ZH| Bl

EZ B{Rp) AAle] BES gljstaa) s o
Aelt}, o] wANAE Eﬂ o]Fo] WhEtA] o=
o} #}41e] RWA EZS ARTeX Aol AAbsle
S F]lstar fel= oﬂ ule} £ s A
t}. o] AlelA RWA 29 ARTeX A4S 913



00 583

(2024. 8) 645

ol ARE Fsol F=xA rlo)=E dlslw
ARTeXol| 523t} AAS AAE Azl RWA
E2 BolE el A6 S50 Lo And s

522 RWA EZ Zof =H| &

HujztE RWA EZS ARTeXell oFwste] v
gich B ofwr) ERlEW ARTeX+= EES 73V
53] A AR Eoi7itt A Eo= Eo] A
2 E A, WA el 5% ghalske A
o] Egtelrt EZo] AW aEd=A], A
SeA Tol FelEgwl B2 ARTeX9 ofAel
% ARTeX Ate|Ee] g Aujs 4% =
TH)E vk

o[- AN

52.3 RWA EZ Zoji ZIg§ chA|

55" RWA B35 pvllstast she ARk
ARTeXE %4 B2 AnE 2wslA A7z 4
el SRk Avizp HFH o hrelEY EE
wofziet AL A A Aprp Aot HE o
Aol Wi el 3] glo] BEE A7t =
See ™l 7E Fshe AREARE ARTeX
el AHE = ol D, ARS AR ks 9
Fol| Fojditt. Dy 7} IETHE Aljbetd D, =

l.lETHﬂ‘—H Z:L q :::p_ o]g__l-ﬂ_z ;ﬂ h-;ﬂ /\]—_CH
&AL == wprlog Anjyt 2=t Laffont
o] A ol(13)e] waw Arle AL 34 3
o] o Aul ug = A, v =P A

o o

3 so® FiEed, ARTeXeolAM ofd wA& A

YA AA Aulzold FaF Axd 2 b
Sav} 4 £ S ¥ EE 209 R
gl el WA ow ksl Azt A4
H9l& Ao AR ket A Felael A 9%
7 g A sk Aol Ay 3 7
Aoz AdE wARe Qe s} 747
Do) hsaeieke Ao FelAals 2714 An
& NeA e o AulE Aselt Aol w)
A Aole.

i
ol
Al
Al
-
o,
=
N
)
ofN
fing
)
fr
A
b
o
A
e
2,
=

7h 557 ARTeXw elzbel A Zei7h $5590
AR A A% Gagds g © A%
A AN Y-S el dEFt AF Y
e AMalsl 4~ 92 o) :TLH

oA ARTeXe] A% F42 HAFAS B7Hel
NAY S glu, ol A FholH FEr
S gleh. g4l wel U5k WE ARTeX A%
Fag g% 5 gtk @ B2 ik 2% 93
& ek ARTeXel A4S L4} Bolahe
7311:]]%1- ;GA]—:LO]] E,] 6]19_% Z] T;E]—t‘fj T ]o]] ZI A}
o
ol

= o uvwu o vwu

WS A3F F45 ARTeXdl| Alggict ol s

Aesbr] fls dehd AaslleA] Selske AL v
5 ol 3t

EZ ke A HE R S
ARTeXell A3t} ol& Aihe A3F F47t
P,k e, B2 fixiEae w2 A3 Py,
= v AR} Fant s A3 FaelA A
= oA EF AFE o sl dE =l
100 ETH7} 3% 327} =] ol A53l= 4

P, (10ETH)—P, = g el AFsiAt 4
A wis F&3 A7) o2 AR FaE vEA

P, (S0ETH) + P, (30ETH) + P, (20ETH)—P,
o] WALz 100 ETHE A58 < st =7k
2 ARTeX=Z Faibe A3t Favh weA Py 5
il des flew P, (ETH)—P, H
v, LOETH) =Py A% S golsht 77] o
€ Aes Afske Ak 7k Zoltk ARTeX
o AA gl 2 AdHvpd HF Aidel=
LAIZE $& Aol AAlgdo] A sl A
shol=lml ARTeX& EZ ulxloA Agd 4
o] ArE AAEt, A Ex RWA BEZS
i Aqtew At

ol

P

o

ot

525 RWA E2 Hell & HAF &b

w20 o AabEe Al sk A% T



646 BE2AQ Ai ZAES F43 RWA EZ AdolMe] MR E /4 wat
Psell ‘J“‘ Psell = J']'DH Xgﬂ-u g t":‘q‘u‘— T“—UH Xéi]— The Method of Common P2P trade

7} d8¥ct @ RWA EZo] 39 =g A3t
T, = 2ot A& S N4l 719k A et A
Ad=n] 7] Axx gl ARTeXE Y%
AeolA & F& EZY At EEHN S-S G

5.3 E30| ZatEl X|ZS HES| fIE 22 e

NFT 7els: 5 712 254130 719 7 Aol
A= e nel AdS B Adsles ukilo] odut
Mo AREEA] Gt ot RWA B3] WA
< BEspy] SfE, Hob A AR-E sy
ARTeX mde] A&3tt ARTeX+ ¢=% 714
of tsl] A iE EZE Aetel Al |3}
2Ee) ek AdE ol Frizbel
g}, o] WS Abgall FolAE A% F

= 2 AAEr B W

=2
% %% glo] Uske RWA £2& skl 7ee
Foolm AdE Reg 4 odeh oA P 5
280 meh B2L A AR AREA oA
S glon, AU E2e] Bl sl $47}
Bag A% SRl 4k g2 8qo] 99 wek
A Eol oA A A ok

K
O
\I

ol7lel ARTeX: %3l Hug Az 4 ok,
1 248 e 4ol 7158 AN A A
&b ARTeXt WA Azl weh A58 4 3lo.
o, wgt A9 B B4 ARE AT 2rie

o

[e3

E SAplae] mae) JEt AuE du glew
A FPsehh mek A 2SS RE F9

Awd AApIAR Aul2o Ao 9ls Bl Alo]
2 B giiE HER ofFx] 9|2 3}

VI. 2 A

ARTeXe] 71¥ A& werkd RWA &2 2
iAot el 7o) edAge] ofg A hdE o] oy
A 2% gleA B4

dubdel P2P Aelxe Fig. 4.9 2] A
FAAZE AR FAE AFEtaL ofdl Agshe B
S A}l EEAQS 7o 3 RWA E29
el A e B3 P2P e B2 A S
bl 5] 7] Zo] adjR B2Ale] &AQl dlo]
Bl @A "ok EEAQ vEYZ 3 75>
b gald = gleng Ao ofiile] Hiw

------------ RWA Token---------»
D SEEEEEEEEE Payment ------------

Seller Buyer
(Identity can be verified with KYC)

The Method of Trading with ARTeX

-RWA Token: - ARTeX
----- ><- -Payment -=-----------

Seller New wallet
(anonymous)

Fig. 4. Difference between Common P2P Trade
and ARTeX Trade

Al AR, ARTeXE &3l o] FoiAl= 7delx=
AAR RWA EZo] Aiels A=A, 7
oA A=A, #wejebd dvks AAbotEAE
E5A el 71554 e webd A3Ae E
Aurte g e By o ¢ ot 7]
B2 wiAel A FoE Stk Aveni
E:EL_/] o)A ut &gly]y] wjFolr} v EZQ] o]%

= ARt 7]y ' Sl S22 A7)l ©]3 o)
°H°é 7FeAS wiAlE ¢ Qict. S B o]A=4d
ARE, Aefe] ofrAd> o e T\‘X]-‘:"]E‘E” ol= 71!
AL 2ol A a2l S Abdelr] witel 7hssit

Table 1.0l4 & 5 Sl%, 71| d7elA= 7
# (Transaction) & 4lle]#] WellA] vz &l
T ks E5ACl V5o R dolsle Af
FAo] 7k, w7l A AR Aok 3Ee] E%

Al MES =] 7] Zo] iAo znl w2 3

Ny

)

Table 1. Comparing ARTeX's Process with
Previous Work

Trait | Tx is available | Tx recorded
directly on on the Traceability
Methods screen blockchain
Simply, not
exposed on X O O
screen
Hide the
details of X O 0O
the token
Using Decoy
A
Accounts 0 0
ARTeX X X X
Process




AR R 533 =A] (2024, 8) 647

ke B17] AR el QAEE 2k FAe] 7h5s)

| <= 438 AH
o) of)7lol Aze BelAA A%aA A o
2 dY AW FaE 15)e 248 4 9
o},

6.1 EZ TOHXIQt TOHK} ZHo o4&

A B ANE ol HA @A ke 718 A
A RWA B2 35419 A3t 4 7,004 +
viRle] A3k FA4 T, 2 ALE g Ad W
& Bl Py AR o] A V152 5
Alell el $lellA] A=t 2 FaRd 24
At S AR g S5 I BEE AR A
71, A =, Feiake] Alds A geldd 5 ol
th o] AN BF| AHE elsprint i &
G sdeh. Alzte] Awdel] whet o wE- Azt HAyst
Heie ol2fgt 7|52 EEAQle| AR A
ng 37 7155 AEde A2 oA 7l
Alzke] 2] whet dlole] WA AHAIZE AHA o
ol YR BEAqle BAL A FYzr} 27
FeEA] odow HAS HASY| oyt AS
5 kgt 2] 719 dei= ARTeX Z24)
= A T, T, —T,vo2 Adsr. A
)

[y &

(1 ) %’-“HZ}% FYAFAS g Wl A Esta, @
3 r

o},
P

buy,

—P,—P,

selly

) FuiAs EQlAFNS g Wl %
UHX}—L— EZE ¥i3 AFke] opd v} A|3felA] A
AREE Hhet)

P

bm/u;)P

AQHP

sell,

) P RS o] Ael Aztez 1
Toq Agsha, Wlabs 522 w4shn 9| A7

oA okt 22 AR e

L

Py, t Py, T Py =Py —F,

buy, buys selly

(4) FohAE QREFAE ole] e Ao 1}
ol g ARsn, WAL B2 i A%
o] ol o} & x|Fto 7 ojFS uher),

P +P +P —>P —>P

buy, buys selly

(5) Wl G mel wet BaEe ole e A
7‘} —zr.l_i "}‘14 tﬂ"g‘ /\ 014
Py + Py + By Py Py + Py +P

buy, buys sell, selly selly
) EFAE o e A3E F
Fohe PUE sl

[<]
B, +B, +B, —P, +P +P,—>P, +P, +P

buys sell, selly sell,

AR o] A

A7 F2:9 A el (1)elAl (6) 02 WA
of we} Babge] Fehn, 2ol wel JWAE 7
ok (D) o] B2 3o A 7teg A At
Fe e A4S duwAel PP Aedsh o] $54)
Qo 715e] ek, W, (6)5) o] Al A8
He A7) $2 Sew gagdle] kawe] 4
& FAL lFer] ofelaAn, A A A
L% el A A e d7ae
el Age Bgate] AUE RAts weke Al
A9 271 AN, A A FAE 2
o A Pbstel Aush Ad o 5 715l
2 e},

6.2 RWA EZ HHE Qs UM MHIAE 0[Est

I Lel— OI'I'I'

WA 7ls B S, HA AH|AE o] 431
A ol¥E FA3r] ofA wE 5 ) A
RWA EZE whsizte] deo wet A 27ps3t
Fe 2 e 4= gl7] Wi A Au|AE o83}
of FAE ST 7eAE AR Ut ek 94
Au| o] A EHA == 94 Qe mleldias
20194 4 =4 Au]~ 3Z1x<1(Coindoin) &
FET ZopeA] ®E wEF]Q AZR oM
(Wasabi) 298] &S sl 22A= #3213
o] #-o]¥l AH3po] olcty wrEIcH16). B oA
=23k ulel o] RWA EZ 7]#9] JuAdS B3
stazt o] ws] A 715E 4 Al &E-



648 EEAQ ANE

ZYES T4 RWA E2 Adellde] Adgrns A et

37] $15e] ohlmz WA Ay
7o) ukgraE olv.

2F AR e

vil. 2 2

RWA EZ A#lelld 713 Z93E2] ARTeXZE
HE d#e] A ZTRAAE EZAl Ap1le]
AARE wWAAo R us]|A] oka BEES Asr]
5 sl A A 2R qHlsta A 5 gl
L2 FEerh B =Re ohedh Aujs Aldte] ofd
A AACNM FE5H AASE A Ei*ﬂiﬂ &
3 el AGA HLE P R E AAEE =
e}, o3y gl A¥ MAHRRIE 98 7HLﬂ
9 ZRAAE ¥ dFE 53 2 geHE s
HasiA M AAAe Aula FEE sl
s 7|uke]l & Aolrh ot AAEAE Pvizle}
TFlzte] ARE s HHATE ZREZS A9t
3p7] olfich. 7|EA R aefslAnt, oA dHe
upe} o] By BEZ 37, AP] SoE BEE A
9] 2} 3t XJH e 7H<>] 4 7{;“15“1:} o].\/]a]. 24
r/l—E]L,q _,_/\}-O]]E_ KA 240] 03]6‘150 153 7/&0]7] LLH
olrh. Alelel wel ebdAd e ZwAlS
o zlqkglctwl shufjate} vzl A wElE
3 223 e ZEAAS AEE 9l

o},

>~

=

)i
i

N

References

(1) S. Nakamoto,
electronic cash system,” Decentralized

“Bitcoin: A peer-to-peer

business review, Mar. 2008.

(2) T. Lambert, D. Liebau, and P.
Roosenboom, “Security token offe-
rings,” Small Business Economics, pp.

1-27, Sep. 2021.

(3 T. J. Chaffer and J. Goldston, “On
the existential basis of self-sovereign
identity and soulbound tokens: An
examination of the self’ in the age of
web3.,” Journal of Strategic Innovation
and Sustainability, vol. 17, no. 3, pp.
1-9, Dec. 2022.

(4] G. A. Oliva,
blockchain platform:

‘Mining the ethereum
best practices

and pitfalls (msr 2022 tutorial).” in
Proceedings of the 19th International
Conference  on  Mining  Software
Repositories, pp. 201 - 202, May. 2022.
H. S. Galal and A. M. Youssef,
“Aegis: Privacy-preserving market for
non-fungible IEEE  Trans-
on Network Science and
10, no. 1, pp. 92-

tokens,”
actions
Engineering, vol.
102, Sep. 2022.

7. Chen and K. Omote, “Toward
achieving anonymous nft trading,’
IEEE Access, vol. 10, pp. 130166 -

130176, Dec. 2022.

B. Notheisen, J. B. Cholewa, and A.
P. Shanmugam, "Trading real-world
an application

of trust-free transaction systems in

assets on blockchain:
the market for lemons.” Business &
Information Systems Engineering, vol.
59, pp. 425 -440, Oct. 2017.
G. C. and P. J. IR,
“Exploring the ethereum blockchain:
An introduction to blockchain
technology,” in Handbook of Research
on Data Science and Cybersecurity
in Industry 4.0 Tech-
261 -290, IGI Global,

Krishna

Innovations

nologies, pp.
Sep. 2023.

D. Bradbury, “Anonymity and privacy:
a guide for the perplexed,” Network

Security, vol. 10, pp. 10-14, Oct.
2014.
E. Moyakine, “Online anonymity in

Quest for a
Journal of Information

the modern digital age:
legal right.”
Rights, Policy and Practice, vol. 1,
no. 1, Oct. 2016.

D. George, A. Wani, and A. Bhatia,
“A blockchain based solution to know
your customer (kyc) dilemma,” in 2019
IEEE  International Conference on
Advanced Networks and
Telecommunications Systems (ANTS),



AR H 53 =A] (2024, 8) 649

pp. 1-6, IEEE, Dec. 2019.
A. Conklin, G. Dietrich, and D. Walz,
‘Password-based  authentication: a
in 37th

Conference on

system perspective,” Annual

Hawaii International
System Sciences, 2004. Proceedings of
the, pp. 10 -pp, IEEE, Jan. 2004.
J.=J. Laffont, theory
empirical The
auction data,” FEuropean Economic
Review, vol. 41, no. 1, pp. 1-35, Jan.

1997.

“Game and

economics: case of

W. Vickrey, “Counterspeculation,
auctions, and competitive sealed
tenders,” The Journal of finance, vol.

16, no. 1, pp. 8 -37, Mar. 1961.

2013 24:

20199 ~&Ay:
(AR SEso] nek

2003 ~20084: AHAdAAF, A7

EAobgateshar AAkgstat gehaat
201411~20194: University of Texas at San Antonio 35
i L e R R A o s B A

(15)

<X'IX}_+_7H>

Gayialis, Sotiris and Kechagias,
Evripidis and  Konstantakopoulos,
Grigorios D. and Papadopoulos,
Georgios and Tatsiopoulos, Ilias: “An
approach for creating a blockchain
platform for labeling and tracing
wines and spirits. In: Advances in
Production = Management  Systems.

Artificial Intelligence for Sustainable
and Resilient Production Systems.”
Proceedings, Part IV. pp. 81 -89. Aug.
2021

Danny Nelson, “Binance blockade of
wasabi wallet could point to a crypto

crack-up,” CoinDesk, 13 Sep. 2021.

o] A} A (Jaeseong Lee) %

20154 24 dddistw 73' -3 At

20219 ~20223: FH A~ %%ﬂl‘ﬂ 7k}

20224 9¥ ~dA: et Fguekety Atz
AlEep) =5AQl, ZefoliA] e, HHH S

o] % 3] (Junghee Lee) £A13]4

20004 24 Aedisty 7&71- 13-} Fshshat
20039 2% Mgty #re]Estal EebA AL



