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ABSTRACT

As new technologies are developed, new security threats such as the emergence of AI technologies that create
ransomware are also increasing. New security equipment such as XDR has been developed to cope with these security
threats, but when using various security equipment together rather than a single security equipment environment, there is a
difficulty in creating numerous regular expressions for identifying and classifying essential data. To solve this problem, this
paper proposes a method of identifying essential information for identifying threat information by introducing artificial
intelligence-based entity name recognition technology in various security equipment usage environments. After analyzing the
security equipment log data to select essential information, the storage format of information and the tag list for utilizing
artificial intelligence were defined, and the method of identifying and extracting essential data is proposed through entity
name recognition technology using artificial intelligence. As a result of various security equipment log data and 23 tag-based
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entity name recognition tests, the weight average of fl-score for each tag is 0.44 for Bi-LSTM-CRF and 0.99 for

BERT-CRF. In the future, we plan to study the process of integrating the regular expression-based threat information

identification and extraction method and artificial intelligence-based threat information and apply the process based on new

data.

Keywords: Log data analysis, Named entity recognition, Security essential information, Security equipment

LM 2

Al ChatGPTe} 2 ¥ Al 7|9 W
I wjelo]e] A4 7)go] wstgel upet vl
Mol qFAAQl 2hq)e] Agstel wEY Fa, F
|28 & <JEfYl A2~ ARgAte] ool A FF
e Ak 2y olel’t AR 7] HolAe] &
HkElH A o] & 243k Hel $18o] TIES A, ol
th$8l7] 98] Bal FolelxE SOAR(Security
Orchestration, Automation and Response),
EDR(Endpoint Detection and Response),
XDR(eXtended Detection and Response) &
r/],ool:%]— Kol FQ—H] 4 7]%0] uqu{g}oﬂr,} SOAR%
Bl oMIES 2kl 283ke] Al4E
7Vs Al sk EDR~ 7ol o] $3S v ]a}

Z4S Tt XDRS o8 gt
T} dle] 1 ZnE Bgste] Bak g W £
Al W& ks ARSAbl| A Al-Fght
= *Hi-f E‘)} 1"3*"* wolstr] sl
|

>

>

il

Yot
_\:i
o,
2o
i

At Bk
g Zolelx| A ~H = wE] qﬂq Helgu| e &8sl
of ARERITH(1).

shte] HelgnrlelA] Fdgh Het =
o wvic} EAtdo] Abelsly] el 54 Xt 9
ﬂ—.j_— e Sl e é%}i‘é’%‘ﬂ 283}
- Al A9 = A9l IDS(Intrusuion-
Detectlon System)& Etiﬂ}_._ HIDS“ FAE
ke Fela NIDSE WES D Hoks desln
9}01 IDS%—‘ 5]’ ZEO] iﬂ-?ﬂ—lﬂ]o]xlu]— 7] Oﬂ ‘:q'

wAo] FPeR A9E AR, u
Aron OlEM EAE AAA LR Ao we
of2]go] sleh. mpeby
B el dele] B4¢ Qgasl A Sl
QA el A Q4 A1 4 21 )

2 AoMe Fule] Bk 98 AR 259 7
o djs] #4sla, 7= log parser ¥ HotFh
Fofell QTR T4 AFE LNE)

2.1 CiEh HOHRH| H|OEQt Hot 23 BE

Rk 21 dlo]E]lE attack type, port,
ip, date, action®} Z2 AHRZ A= glo],
dubA ]l Afadolel= Hejrl ch2o) Bekn] Alx
AFES B 2l ARE sl ohekst
$glo] EAsly] wjEol BHoHAm] B 2 dloE]
Fog A =t} olEsl o] = dlolE FHn
9] o o] EAg}. w3 wokm]e ofH HRE



00 583

(2024. 8) 579

FRIAE wabulE BeE Ao Aol

weol, 7t Aol mabuls} ol g AnE %

Fel oleA ARl wlo) gleh Belele] sl
|

4] . AL EER | F(IETE),
ETATFAENIST) 253 7179 ZF 24
Hel 2 dloly E2¥ XFS CybOXI(3),
STIX/TAXII(4)7} &A1k}, CybOXw Alelw] B
S = A, HeE o, 2], 2o 53
A5 TRk B Fofelld A £ Sl E
Z 7k ARE A} STIX/TAXII+= 221 &
A WS, A, o= T HEAE W
$-& TTP(Tactic, Techniques and Procedure)
7lke w2 83 = eE AR E et S
735 A RFA S| (TTA) S #3525 o
23 AR xFe] AoFe] glvh. = TTARST
< Bob 23 2] FAo] opd il oWIE 21
ol = Y, Bt il°ﬂ 72 4 gle AR
o] #F3& Aodg}(5-8). = EFS He 2o
Eoo oigt ¥t Jl*r"] A ko, =9
CybOX, STIX/TAXII %+ TTPZ g3 4
= AAFE SFE Aol Al 5 ohekst X
5 XFo AHoglt} o] ¥ AHRE et I
AelAl E2 83} dlolel7} S78ke A opr]di

2.2 Log Parser

21 34 2 el AHEE 7 7]
Al i 20 dHeolHdA FEtEs F
F 21 JAEseR Z]"qﬁb—, A
wi MR AReH(9]). oE So] Table 104
#H= Type #4l “src_ip’, “src_port’e} 22 HR
5 21 gEsle® AAsa e d"she @
value gell & "192,168.0.17.°443" 52 w7

Table 1. Information mapping Table format

Type value
src_ip 192.168.0.1, 192.168.0.2, ...
src_port 21,80,443,...
dst_ip 192.168.0.3, 192.168.0.4,...
dst_port 21,80,443,...
stime 19910101-11:30:31,19910101-12:
31:31....
otime 19910101-13:30:31,19910101-14:
41:41,...

Table 2. Identification results using regular
expressions

UFW log data Identification result

Nov 10 12:34:56 host | stime:Nov 10 12:34:56
name kernel: [(UFW | src_ip: 192.168.1.1
BLOCK] IN=eth0 OU | src_port: 12345

T= MAC=00:11:22:3 | dst_ip: 192.168.1.2
3:44:55:66:77:88:99:a | dst_port: 80

a:bbicc SRC=192.16 | etc: {‘hostname’, “UF
8.1.1 DST=192.168.1. | W BLOCK", “kernel’,
2 LEN=40 TOS=0x00 | IN=eth0", ‘OUT", "M
PREC=0x00 TTL=64 | AC=00:11:22:33:44:5
ID=1234 PROTO=TC | 5:66:77:88:99:aa:bb:c
P SPT=12345 DPT=8 | ¢’, "LEN=40", "TOS=0
0 WINDOW=1024 RE | x00", ‘PREC=0x00",
S=0x00 SYN URGP=0 | "TTL=64",...}.
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kernel: \((UFW [A-Z)+)\) I —(\W+) OUT

= MAC=([0-9a-fA-F:]+) SRC=((0-9.]J+) D

ST=([0-9.)J+) LEN=(\d+) TOS=0x(\w+) P
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o} 2 A4tz E At wpf WeE 5T
o} A AFEdEAS 53 A AAE a2F A
a259E Aos F9 Table 29 identification r
esulte} 2},

2 9o 3T 52 WE] Al okl A
dolndE mglste] AW ArSE ALsdt o
o3t Wz ARE AFor HAE] 94 g do]
EAS 7t g nds 35171 5 g 7]uke] o
ojzdlql KoBERT, KoELECTRA®] 3}l fidst
of AR 1A AF-E At & AFE =
o] opd Bl <do], A T vhkdt wAbt X
el 2oeolrg R 2471 o] Babslei(10).

o

Z(11)& ELK Stacks 283k nHol
A A 2~EE AjrElc), Sl =rellAe =Y Het



580 A3 71k WA A 71EE E8

3 Het 913 AX APE wg AF

Table 3. information list included in security equipment

lements equipment |, B C D E F G H I J
date o) o) o) o) 0] o) o) o) o) o)
detection equip (0] (0] (0] (0] (0] (0] (0] (0] (0] (0]
source ip (0] (0] (0] (0] (0] (0] (0] (0] (0] (0]
source port ) ) ) ) ) ) ) ) ) )
destination ip ) ) ) ) ) ) ) ) ) )
destination port o) o) o) o) o) o) o) @) @) @)
ip address type o) X o) X X X X ) ) )
session id 0 0 X 0 0 0 0 X X 0
country information X O X O X X O X X X
risk level 0 0 X 0 0 X X 0 X 0
action(response) @) @) @) @) @) X @) 0 0 X
detection policy ) ) ) ) ) ) ) ) ) )
allowed packet count X ) ) ) X X 0 X X 0
blocked packet count X o) o) ) X X ) X X )
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Table 4. Information representation format

Table 5. BIO tag list

Type Object BIO classification Required fields
{stime} 3“2023*01*01T1035 SRC*IP, SRC*PORT,
date 5:13.123456 . SRC-NAT-IP,
{etime}: 202”3*01701T1015 B(Begin) SRC-NAT-PORT.
: 5:13.234567 _ DST-IP, DST-PORT,
source ip {{src_ip}:"192.168.0.1 DST-NAT-IP
source port {src_port}:"443" '
destination ip | (dst_ip) 192.168.0.1" DST-NAT-PORT,
destination port {dst_port} :“443" I(Inside) IP-PROTOCOL,
etc {etc):"A, B, C” START-TIME,
END-TIME
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o] Bi-LSTM-CRF®] 7% Embedding layer,
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-IP", "I-SRC-IP’, “I-SRC-IF", “src_port™:"B-SR
C-PORT","I-SRC-PORT","I-SRC-PORT","I-SR
C-PORT’, ...} ¢ #e] vl Hlo|&-& sl F
=% g2 dloleE At odlEF Eol 9
olElell source ip:192.168.0.17} =3 7% B-S
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Table 6. Simulation environment information

Category Version
08 Windows 11
| rogram Python 3.10.12
Language
SW
vackage Conda 23.7.3
Manager
Notebook
Platform Jupyter 1.0.0
CPU i9-12900H
HW | RAM 3208
GPU RTX 3080Ti

Table 7. Simulation data

Original 140 data
Data Augmentation 31,667 data
Train 29,370 data
Total
Test 2,437 data
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