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A Review of Public Datasets for Keystroke—based

Behavior Analysis

Kolmogortseva Karina, Soo—Hyung Kim, Aera Kim

One of the newest trends in Al is emotion recognition utilizing keystroke dynamics, which
leverages biometric data to identify users and assess emotional states. This work offers a
comparison of four datasets that are frequently used to research keystroke dynamics:
BB—MAS, Buffalo, Clarkson II, and CMU. The datasets contain different types of data, both
behavioral and physiological biometric data that was gathered in a range of environments, from
controlled labs to real work environments. Considering the benefits and drawbacks of each
dataset, paying particular attention to how well it can be used for tasks like emotion recognition
and behavioral analysis. Our findings demonstrate how user attributes, task circumstances, and
ambient elements affect typing behavior. This comparative analysis aims to guide future
research and development of applications for emotion detection and biometrics, emphasizing the
importance of collecting diverse data and the possibility of integrating keystroke dynamics with
other biometric measurements.
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. INTRODUCTION can be identified; it cannot be lost or
stolen, as it is always with a person.
Information sources that can provide There are several types of biometrics:
information about the emotional state of a physiological and behavioral.
person can be: textual, audio, physical, Physiological biometrics include factors
visual, and behavioral. These sources such as hand geometry and pupils.
include a person's environment, his Behavioral biometrics i1s also called
experiences, as well as his psychological passive because the user does not have
and physical state, which can describe his to do anything while working, just behave
emotional state. By understanding these as usual.
conditions, we can prevent unpleasant Biometric authentication is based on the
situations such as stress, fatigue, behavioral traits of the individual being
depression, etc. Emotions are dynamic, identified, as opposed to traditional
so they need to be measured constantly. authentication techniques, which usually
Therefore, emotion detection is one of rely on static identifiers like passwords
the trends in the field of Al recently. or PINs. The use of human physiological
Biometrics is a unique set of data about characteristics ~as a means  of
a person, with the help of which a person identification has become widespread.
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The problem with physiological
information 1s that it requires secure
storage, as the user needs to share his
personal information. Advances in Al
have opened up new possibilities for
authentication and identification of users
using an analysis of the user's
interactions with the device.

User behavior can be used to identify
individuals, and this requires storing large
amounts of data. The stored data is used
to develop average human behavior, so it
improves the accuracy of identification
when the user is tired, drunk, in a hurry
or in another state.

The methodology based on measuring
key dynamics [1] follows many of the
same principles as studying handwriting,
but modern technology allows for many
different ways for the user to measure.
The simplest way to extract user data
from keystrokes is to measure keystroke
time, which is the time between pressing
two consecutive keys, and to measure
keystroke time, which is the amount of
time that a single key 1is directly
physically touched. Analyzing this data, it
1s possible to authenticate and identify the
user, as well as measure his stress level,
emotional state, and fatigue.

Using the dynamics of the keys, we can
analyze not only the content, but also the
typing technique, combining different
features, and even combining with
physiological data is possible. Systems
can determine whether the person typing
the text is a genuine user or an imposter
by identifying patterns in time and the
user's “typewriting.”

As mentioned above, keypress dynamics
can also be used to determine a
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person’ s emotional state.
The study's primary goals are as
follows:

e to provide a comprehensive
analysis of four widely—used
datasets (BB—MAS [2], Buffalo
[3], Clarkson II [4], and CMU
[5]) for keystroke dynamics
research;

e to understand what kind of
information might be more useful
for different type of tasks;

e to determine each data set's
benefits and drawbacks to direct
future studies and applications.

These patterns are influenced by an
individual's motor talents, mental state,
habits, and environmental circumstances.
The written characters and the moment
of each keystroke are typically included
in the logged data. AI compares the typed
pattern with a stored biometric template
during verification to verify whether a
user is on the list of authorized users.

Recognition of emotions is predicated on
subtle differences in behavior patterns in
different emotional states. For example,
when the person is stressed, he may type
slower and use the “Backspace” button
more often, while when feeling at ease,
they may type faster and more smoothly.
1.1 Role of Al in Keystroke Dynamics

Al plays an important role in analyzing
keystroke—based behavior, using
advanced algorithms to analyze and
interpret  complex typing patterns.
Machine learning and deep learning
models allow us to accurately recognize
emotional states by subtle changes in
keystrokes. And not only improves the

accuracy of emotion identification
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systems but also facilitates real—time
analysis and adaptation. For example,
Al—based models can integrate keystroke
data with other biometric signals to
create reliable emotion recognition
systems that enhance user safety and
improve mental health monitoring The
scalability and automation offered by Al
can change the sector, allowing for
large—scale future advances in Al will
continue to push the boundaries of what
1s possible in keystroke dynamics
research and emotion recognition. Al i1s
highly relevant to this research topic
because it can effectively handle and
analyze ambiguous data like keystroke
dynamics and emotional states and can
process vast amounts of data quickly and
real—time

efficiently, enabling the

analysis of user emotions.

Il. RELATED WORK

Research on emotion recognition based
on how a person types is becoming more
popular by combining biometrics and
human—computer interactions. A
systematic review of the literature (SLR)
conducted by [6] emphasizes the
effectiveness of this analysis, because
even a small change in emotions causes a
response in human behavior, including in
muscles, and the speed of typing depends
on what state the person is in. By
conducting this analysis, the authors
present a comprehensive view of the

effectiveness of using keyboard dynamics.

They are researching methodologies that
have been used over the past 10 years
and admitted the lack of data sets related
to emotion recognition by Kkeystroke

dynamics.

This study [7] shows the correlation
between keyboard strokes and human
emotions. Many applications have utilized
keystroke dynamics and mouse
movements to infer users’ emotions.
These studies address various challenges
in data collection, data representation, and
classifier training. The authors point out
that data collecting is time-—consuming
because participants must convey their
feelings in a natural way. The findings
suggest that it might not be the best idea
to create a single multi—class universal
model that works for all users and
emotional states. Emphasizing the greater
people's variability of expressing some
emotions through the dynamics of
keystrokes, while other emotions can be
expressed more universally. Collecting
larger and more representative datasets
and studying optimal sets of functions for
different emotional states can improve
the accuracy of emotion detection.

This research [8] has concentrated on
differentiating the mood of the

text—between positive and negative

opinions—bhased on typing patterns.
Participants wrote opinions about their
good and bad learning experiences, and
this information was logged. Additionally,

the research analyzed keystroke
dynamics n relation to the
Pleasure—Arousal—Dominance (PAD)

model, providing valuable insights into the
emotional states of participants. The
study also employed the
Self-Assessment Manikin (SAM) scale
to find out the participants' self—reported
degrees of dominance, arousal, and
pleasure. This comprehensive approach



showed the possible connections between
keyboard patterns and emotional states,
including differences in arousal and
pleasure depending on the kind of opinion
stated. These metrics, particularly the
significant differences in pleasure and
arousal levels, offer a nuanced
understanding of emotional expression
through typing behavior. The included
characteristics of keystroke dynamics
were the number of keystrokes per
second, and the frequency of using the
specific keys, such as spacebar,
backspace and delete keys. These
features were critical in identifying
variations in typing behavior for different
although

keystroke dynamics provide insight into

emotional  states.  Overall,
emotional states during human—computer
interaction ~ (HCI), further  studies
involving a variety of data, such as age,
gender, technical skills, typing experience,
and fatigue, are needed to expand these
findings.

I1l. Comparative Analysis of Datasets

3.1 CMU Dataset
Dataset Description
The CMU dataset [5] stores data from
47 people who entered the 10-—digit
password “.tiebRoanl” . The time series
data include H.key — hold times of the
key, DD.keyl.key2— keydown—keydown
and UD.key1l.key2 — keyup—keydown.
Acquisition Process
Data collection was controlled by a
laboratory environment. Each user typed
the password 50 times in 1 session, 8
times, for a total of 400 lines per user.
Data Characteristics
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Data Characteristics are detailed in the

table 1.
Table 1. Data Characteristics of CMU Dataset.
Characteristics Description Example
Entry
Subject Identifier for each subject (s002 S002
t0 5057)
Session Session in which the password 1
was typed (1 to 8)
Repetition Repetition of the password 1
within the session (1 to 50)
Hold Times (H) Time from key press to release 0.1491
Keydown-Keydown | Time from pressing one key to 0.3979
Times (DD) pressing the next
Keyup-Keydown Time from releasing one key to 0.2488
Times (UD) pressing the next

31 columns present the timing
information for the password.
Applications and Insights

The CMU dataset is ideal for studying
the evolution of typing behavior over time
and for applications in user authentication
and behavior analysis under controlled

conditions.

3.2 Buffalo Dataset

Dataset Description

Three sessions of data collection from
148 individuals comprise the Buffalo
dataset. Every meeting lasted roughly
fifty minutes. The participants were
divided into two groups: 75 always typed
on the same keyboard, and 73 alternated
between three keyboards.

Acquisition Process

Data was gathered in a laboratory. The
tasks that the participants completed
included answering questions, describing
paintings, and transcribing a portion of
Steve Jobs' lecture. Information about
keys pressed and released, utilizing
various keyboards, and doing various
tasks are all included in the dataset.
Everybody's gender is also included.

Data Characteristics

Data Characteristics are showed in the
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table 2.
Table 2. Data Characteristics of Buffalo Dataset.
Characteristics Description Example Entry
Key Name of the pressed key A
Event Key event (key down or KeyDown
key up)
Timestamp Time in milliseconds 63578429792961
Filename Details Includes username, Provided
keyboard type, session,
task number

Details about Demographics

The analysis can be aided by the age and
gender details included in the dataset.
Applications and Insights

This data set contains both free and
fixed text tasks, as well as gender
information, which makes it possible to
analyze the typing behavior of different
types of tasks for different groups of
This
studies predicting age and gender.

people. 1s especially useful for

3.3 BB—MAS Dataset

Dataset Description

117 individuals took part in the data
collection in lab and real—world settings,
using different devices (desktop, phone,
tablet).

Acquisition Process

Data was collected while users were
doing activities, such as typing, browsing,
walking, climbing stairs, and climbing
upstairs.

Data Characteristics

Data Characteristics are presented in the

considering how different typing changes
depending not only on the device but on
changes in physiological indicators.

3.4 The Clarkson II dataset

Dataset Description

This dataset was expanded by collecting
not only keystroke data but also mouse
movements, mouse clicks, and data on the
software background and foreground
processes. The data shows no limitations

on human—computer interactions. Also,

some piece of information includes
"noise" because participants played
computer games.

Acquisition Process

The data was  collected under

uncontrolled conditions, so that the data
was more varied, with participants using
different types of keyboards, but the data
about keyboard type 1is not provided.
Since the data was gathered in a natural
environment there is not a free text, but
just a natural working process.

Data Characteristics

Data Characteristics is showed in the

table 3.

Table 3. Data Characteristics of BB—MAS

table 4.
Table 4. Data Characteristics of Clarkson |l
dataset.
Characteristics Description Example Entry
User ID Unique identifier 4302075
for each
participant
Time Stamp Time of the event 636172286538589004
(ticks) recorded in ticks (2016-12-13 12:24:13)
(100ns per tick)
Action Type Describes action 0
'KeyDown' (0)
and 'KeyUp' (1)
Key Name Name of the A
pressed key

Dataset.
Characteristics Description Example Entry
Event ID (EID) Unique identifier for 0
each event
Key Pressed key t
Direction 0 for key down, 1 for 0
key up
Time Date-time format 2019-04-14
18:09:41.538

Applications and Insights

This dataset opens the possibility of

Details about other collected data

The data was collected in completely

uncontrolled conditions, so the data was

more

diverse as

participants

used

different types of keyboards, but the data

about keyboard type was not provided.




Since the data was gathered in a natural
environment, it reflects authentic working
processes  rather  than structured
free—text tasks.

Applications and Insights

The distinctive feature of this dataset is
that it is closer to the real user workflow.
Besides Keystrokes, there are also
mouse clicks and data on the software
background and foreground processes, all
this information can be mapped to a
specific task performed by the user,

which also gives a particular context.

3.5 Comparative Analysis

The comparative analysis of data sets
reveals many subtleties of data collection
methods, their characteristics, what data
is best to collect, and what aspects to pay
attention to. Each data set has strengths
and weaknesses that differ from other
data, features that guide the direction of
research on emotional states.

Keystroke time data is recorded in the
CMU dataset in a controlled laboratory
environment. Because it offers uniform
data collecting, it is perfect for long—term
research on how typing habit changes
over time. High data consistency is
ensured by stringent guidelines to
prevent data input errors during data
collecting.

The Buffalo dataset comes one step
closer to real—world typing conditions,
including different keyboard types and
tasks. It can help in analyzing typing
behavior as it includes fixed and free text
types. Demographic information could
open up avenues for other research into
human emotions and perhaps target a
specific group of people.
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The BB—MAS dataset features more
comprehensive data collection because
data was collected from computers,
tablets, and phones, both in the laboratory
and real environment. It models human
behavior, as it includes data that a person
performs physical activities, such as
going downstairs and walking along
corridors. This set makes it possible to
assess human typing behavior under
various physiological and contextual
conditions.

Clarkson II is unique because it includes
keystroke data, but also mouse
movements and clicks, and software
information. This set reflects the user's
real work environment well, offering
many options for analyzing user behavior
in the work environment using the user's
computer. The presence of "noise" from
activities such as computer games also
enhances realism. So '"noise" can be
useful for developing stress recognition
models or any models where researchers
need to take into account user behavior in
real life.

Table 5 summarizes these datasets.

Table 5. Comparison of three datasets.

Aspect CMU Buffalo | BB-M |Clarkson
Dataset | Dataset AS  |II Dataset
Datase
t
Number of 47 148 117 103
Users
Acquisition| Detailed |Laborator| Keystr | Passive

Procedure timing |y sessions| oke, logging
information | across gait, software
of three and

keystrokes | sessions | swipe
data
from
multipl
e
devices
Acquisition Not Laborator| Labora |Uncontroll
Environment| specified | y setting tory |ed, natural
and setting
real-w
orld
setting
s
Keyboard | Desktops | Desktops | Deskto | Desktops
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Type ps,
phones
tablets
Variety of Yes Yes No Yes
Keyboards
Keyboard Not Provided | Provid Not
Information| provided ed provided
Distribution| Primarily [Participant] Partici Not
of Samples| graduate s from pants | provided
students diverse from
backgroun| diverse
ds backgr
ounds
Additional Not Gender Age, Mouse
Information| provided gender, | clicks,

height, mouse
ethnicit |movement

Y, s, and
langua active
ges, | programs

etc.
Key Name | Provided |Provided | Provid | Provided

ed
Type of text| Fixed |Fixed and| Fixed Free
Free and

Free

IV. Discussion

The comparative analysis of datasets is
an 1mportant Innovation regarding
different approaches and how they work
to identify emotions based on keyboard
dynamics. All data sets are presented as
separate advantages and disadvantages,
which demonstrate the various methods
and factors necessary for effective
emotion recognition.

The CMU dataset is most suitable for
long—term studies of the evolution of
typing behavior because it is collected
under regulated environment and
provides consistent and reliable data. The
lack of adaptability in everyday situations
where users may encounter different
emotional states and input settings limits
their use.

In contrast, the Buffalo dataset provides
a more realistic typing environment,

including different types of keyboards and

tasks, as well as demographic information.

This diversity provides a more complete
analysis of typing behavior in different

contexts and user groups. But even
working in a controlled laboratory
imposes certain limitations that may not
fully reflect the spontaneity of natural
typing.

By including data from multiple devices
and environments, BB—MAS datasets
provide a more complete view and more
accurately reflect real—-world scenarios.
The inclusion of physical activity adds
another level of complexity, allowing the
evaluation of typing behavior in various
physiological conditions. This diversity
makes the BBMAS datasets especially
valuable  for research  aimed at
understanding how external factors
influence typing dynamics.

The Clarkson II dataset stands out
because it contains information about
mouse movements, clicks, and software
collected in an uncontrolled natural
environment. This dataset provides a
context for analyzing user behavior in a
real—world work environment and allows
us to understand how various tasks and
actions affect typing patterns. Realistic
"noise" from playing games enhances
realism and provides resources for
developing models that explain everyday
distractions and stressful situations.

The main focus of these 4 datasets is
common biometric recognition. Research
[8] has integrated biometric recognition
and emotional state analysis, exploring
how emotional factors influence typing
patterns. Creating a complete dataset
with information for both biometric and
emotional recognition 1s the aim of this
study.

V. Conclusion and Future Work



Conclusion
In  addition, the
researchers on this issue 1s growing, and

awareness of

we hope that more databases will be
publicly available. But this can lead to
another threat, which 1is that many
experiments are conducted with different
databases. In addition, all databases are
suitable for different purposes. The
identity database is not optimal for
verification algorithms. Just as the
fixed—text algorithm are incompatible
with free—text databases. The study
underscored the necessity for developing
new datasets that capture emotional
states through keystroke dynamics, as
existing datasets are insufficient for this
purpose. Taking into account current
research and comparing four existing
datasets, key features necessary for
typing patterns to accurately reflect
emotional states have been identified.
These results highlight how important it
is to have a rich and relevant dataset to
properly advance emotion recognition in
artificial intelligence systems.

Future Work

Based on the results of this study, future
research may be directed in several
promising directions. Firstly, it is needed
to broaden participant diversity. To
enhance the generalizability of findings
and capture a broader range of typing
behaviors and emotional responses,
future research should prioritize the
involvement of participants from diverse
departments and backgrounds.
Furthermore, future analysis can explore
how an individual's mental state may
change, how much they are different from
the normal one during the day and across
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different days of the week (e.g., from
Monday to Friday) or what kind of task
takes more energy. Understanding these
fluctuations in user conditions can provide

valuable insights into  productivity

patterns and  psychological health.
Additionally, user information might have
a big impact on typing behavior and
emotional reactions, so they also should
be included. These characteristics include

age, gender, cultural  background,

computer ability, and Thabits like

left—handedness. Neglecting these

characteristics may result In incorrect
categorization.
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