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Study on the Vulnerabilities of Automatic Speech Recognition Models in Military
Environments

Elim Won*, Seongjung Na™*, Youngjin Ko™**

ABSTRACT

Voice is a critical element of human communication, and the development of speech recognition models is one of the si
gnificant achievements in artificial intelligence, which has recently been applied in various aspects of human life. The appli
cation of speech recognition models in the military field is also inevitable. However, before artificial intelligence models ca
n be applied in the military, it is necessary to research their vulnerahilities. In this study, we evaluates the military applica
bility of the multilingual speech recognition model "Whisper” by examining its vulnerabilities to battlefield noise, white noi
se, and adversarial attacks. In experiments involving battlefield noise, Whisper showed significant performance degradation
with an average Character Error Rate (CER) of 72.4%, indicating difficulties in military applications. In experiments with
white noise, Whisper was robust to low-intensity noise but showed performance degradation under high-intensity noise. A
dversarial attack experiments revealed vulnerabilities at specific epsilon values. Therefore, the Whisper model requires impr
ovements through fine-tuning, adversarial training, and other methods.

Key words : Automatic Speech Recognition, Battlefield noise, Adversarial attack, Vulnerability

4920249 052 209), AL 1AF 20249 052 319), St AFARIET AATIRISWEA (G442
A7 93 202 068 072 o SOIERL TARIRA] MRS A
T mm sl pae] AT =5 s SRS ZATE| TSI AN AA A

AR ARE ok ATEAS,



3 (2024. 6)

o 5}
SR ob=EA] #2247 A2

202

~

ﬁhﬂa ,.Elam.o*n4ﬁ
N TEYETY
‘_m;o,l o#n 1rﬂ.EHJ|n£|
E%&. Yo 7N F RS =
- ﬂlﬁkﬂr HE2¥ ERE
o= X 2 E.ELL% JDE@W%Q%WMk
o) B on ﬂ.ﬁﬁﬁ&;% —~— Wﬂﬂoﬁﬁm ﬁinm o =
%= SIS o D ~ L w_@ﬂa@mw RN TR
= X ,U| — §= \Ul 0 do B o W oo o o % M O 8 o No o T o W2
P TR E g uomnaﬁ,épa & Jo mnxaiwg
Cx S B aﬁaml%ﬂxém_tF T N I
xﬁ]dr 4H,ﬂ|d| uu]aoh o5 u#%i@n - drbﬁL
2 .1%Aoa = o} T = B % ol B = & Ho_aedl
0 oy R mo 10 o) 2 S T o B ~ o} GRS R do
arasar%%m = LTS 3 oo BT = g ® ™ L3
o o o BT 25 Mook T~ g RO 4 W
Wy P g r T ﬂmﬁ,riﬂed@ﬂ@.w EWﬂd?_s Wy N
Moo W T g a2 TRE e T £ R R
V]EA dl.mﬁvﬁ;.o4 oiyoﬂo#epoﬂiztvﬁh _domwﬂoﬂr T T B
M71_ﬁan_AlM ..mﬂﬂwoﬁoﬂ thAﬂa]FNﬂm_HolLﬂmW. ,._A-oﬂ.‘_ﬂ_ﬂi_v iﬁ,o|ﬂ1ﬂ1|ﬂ_rm
%ﬂauﬂ@u 7MG|rM1_w_mm%ﬂ ﬂv_ﬂﬂqoho#eAmanE%lmhdrﬂMM S &o\l_.g%.EMﬁZt@ﬂ
B LSBT o f S el U
IR TEEP Il BTSN SS
SITE LIS IR ESEPIEEET L S EhiTreii
o = oY = g = = = G irg
G EHET e o mmﬁiiiiﬁvm o 41?4
0 0 ] —_ A ) EL. J; — ﬂ‘l‘l,.ﬂ )
L 5 T ke I o Zzex® %J@%?xo - g o o R T >
L BK o R S S o ]W.ﬁo&o = -~ 5 — o) Uy =
X o0 . — S = o ©° n T 0 | T N 0 3 ) EME P Tl oﬂ L
AN ; o L % o= W e > T fJIJJléoﬂa1 po
(o] ] < ) i o i AoSAqu T o I
o o S o] w c o = — Jo |
R =] »Q m U‘.# — KO ‘w‘_ ‘U| W O_U m o ‘Ul‘_ \Ol Exw E 5 1:_Avo =
PR %o 2 S o E XTETE
B T o = = . o 3 o de A 5 o H
aiaa_maAﬂ Aﬂuﬂ%ﬂa:_a ogﬂo_uprww_ﬂ#a
zvgoggoﬂmq yowbﬂ@%g%@ﬂﬂ CECEE
L%%ozﬂdl ..o_.wfvoﬁdr.go%ﬂﬂ TR PR
uroxdréﬁ = oo K T ) of%aﬂnnxﬁ@@ﬂll
7mﬂixmaﬁou e ]Qﬂ&ﬁt ]E%MoﬁLﬂoge
g o 2 u_oEm;ogﬂogﬁ,@ w_@xiqﬂon.@e@@ T T d
X > o TN = —_ < r _ — o
i ﬂoﬂiowbﬂ%w &Mm;_/%ﬁwaagi L_Lvuﬁd.%ﬁﬂ.ﬂﬁﬂ <N
io}ﬂrﬂ,_l}A - a_d_quomMo# ﬂﬂ@wuﬂde%smﬂﬂ&. R - &
iAmﬂMxx " ,Nﬁmyuuaﬁl " ﬂﬁ%%x b won o O#E%A =
T T W o g dwmmmﬁi,wzﬁ @zﬁmﬂﬂww HE % S
_ Qﬂ%iomm mu@miw%%%é oa‘,m%#oﬁfﬂlmn I
ntomﬁ,muﬂn HoMmoﬁaAEL d 4)1m|ﬂﬁxiid[rﬂ o PR K
T og@}urwb A -l . - o o s ﬁﬁ@@wéuﬁqa
B wr 3 w9 oy oW <r o) O do B < o ¥ no o 5 X % st
A O ol oy & == L N w .wamo»ﬂ_% R i&@%,ﬁ
o g BT " ﬂﬂﬂomf& thzlo@oziﬂ@mﬂmoﬁ%,wa
LtulyJElJIJ.ohC.,iﬂ .wulﬁTﬁaﬂﬁiﬁo YPﬂrﬂLL,ﬁoqe = %R ]o#exﬂ
},mlltA = T o % = 1o a wm o ° W X o XF
T o= ° %Ho,#aﬂﬂyeﬂﬂgé £ 5 .waatqoxﬂ_/ xﬂ}aogﬁo
X s e T AaT = o) M o R T _LE < E th oy of X my o o I N M e on
E%xﬁd,%ﬂ T H]@Mﬁﬁ%*o s o .mﬂﬂﬂu_nﬁo,04ﬂl11r
r oo R H| o o H = Eooy e 3 o < X
7_._31_.mﬂ.m115ﬂ Nloouo_E11 JIWEEATUra]oo1J|ﬂ A W
izﬁﬂﬁ_zz = 9Hi0,%eﬂo1e o T I mE_‘,m ,aaaqbfno%?
= E= o S M poop O RN B = W o= o 1%%5% F M B
T E oo 2 o > = © EwAiwﬁEJ.d.wﬁo ch._ﬂ]oﬁ
uﬂ&.ﬁ,,_sﬁ.o ETX}A T X ® 3 Y
W W~ ofr i ~ ) o o) ol et o % o W
N ﬂ quw_ mg._ wklo ﬂa —_ @E\mwu‘glm @L‘MI ﬁﬁﬂmﬂ.ou
o) o =T o \M_u \M_u o al| HL \Ul ™ Of
o) o) _ ) oo RS
= X
ook K

Ko
=]

Z
&

680,000A] 7+2] v}

A

i

]
‘:]'[7, 9] . WhiSper

PR

[o]

o=
e

&t

[¢)

Ao o

o

aL

Z]
&

A



AgolEZ &85} (Weakly Super
, olgig uiFR

)
24914 By

A5} 4

vised Learning)
deolHe theket 3
o] 2~

A

Ardd dg Ad3 &7
459 =2 AsiE s,
o= o Alel] F oFstn] A3
YAk A A=
F7rete] Qe
dolEE oJulahn 17k ¢
b dwrd oz AulA oA ol
s A A7 HAA R, Htel=
|45 s g a grs, 41
T ZA(Adversarial Attack)S UubH o=
Bauls FA0R s

=

B

ol
S

o]
H

]

of Mg wo]l=E

bl
-1

S
Tl

4
JE

=
©
lo

oX,
e o

e

d
Y ox, N Olr

st
=
O,

>

oo

2

Mror
o

2

2

R

=

2~

To]

AT,

(o3
I
9
[>
o
g
_%_I‘

o 9
[m
=
>

BZE N o o
o =z

oH

Y& A, 1%
| FGSM(Fast Gradient
Sign Method)e]tlh. FGSM9 F& e o433
ALt g&Adolt) o] e ok W o A4
AAE AT 4 9o wig- wEA FPHTE 1y
o] 2] 3 wiEo] FGSM- vl % okt 372
Ho 7 7H4E 4=tk FGSME] 3HAE 8311 o
< 483 AgA A E A48 918 PGD(Projec
ted Gradient Descent)gt= W o] #|¢t= ALt PG
D+ FGSM¢e} th2 A ofg] We] 22 ~8ls F3) 4
g dAE HHHgoz sfAdt1l]. B el
ARREE A A9 A= PGDE 83132
1w 31394 7= o] gith

o

=
N
~
&

=
=

3
i

[e]
o~
e

,d
S e

=]
=

o

P

iy

e
<)

203

o
=

©w

A3873 2 dolH

p
L

o

ATl A= =5 4
3l &g 7S HAESH] 9
Al 7HA &2

],
%

RS

-
0
—

Z A

F

A

N

KN
=

o,
o,
N
)
ol
i)
L)
of -
ol
£
2
oX
=2

z

B2

111:\)

},
o g

o

v

ol
i)
L
o -
o
ol
ol

oo

o2
o
=2
o 2
o2

a

o
>
=
e
s
4
2,
>

Moo M ofd it Y 2 ood

o ox
ok
ofj
N
[N
)

4 e

eS| rlr
uut N

o
1
o2,

ol
ok

32

o,

rr

2 12 [0 o2 ol z ¥O (o o ox fiE

2 2 ox Ko oo Ko 2 oox (fF
L =

> N

b4
)

oo

2

ol
o
X
N
=
o
>,
ﬂ]lO r_& o
i)
off 1o o pZ

ol
o
£

(1
o

oo
i)
o

AN

8 71439
AAE L Hoky

A 71=skih

3.1 &4 dolE

o AlF
Sh= gt 7ke] dHolE 2 20239 12€ 299 AA
sNEReH S, 38 dAlT 5 vhds Ao 34
oA FHE deolHE P gtk & AFeAE
G dolgoA dejm FE3 10A7F 239 54
dolH & AHEstloH, A4 dA] Bgele o=
FET 1A BFe] A vlelE S AHEsTh

311 AZA Lo 49 A H #A

o] SAYolEd AFALSS e 95k
Al Hubol A A F3ske Qa4 A Hodold 4g]
olH & AMgstTh Sl HolEE 1257FA19 thgst
aSdolHRE FAE glon, FAid, X8 4F T

Agasdt ddE deolert 23] gk & 43

L

L



204 SFEb=EA A247 A2S (2024 6)

4912 wde] A W &8 7t
Yolry] & AZ T 10071
, T8 285 YoR MAste] dh=o] 7ol dlo
A3k ol AAl 13 AS 7HAsEy] 96
A AGAaEE dho] SAdElolEle] F ) 1 Z9] G|
A4 5lod

3.12 Fgol A Aol #A

oA FAFA T Thke ol = o] HAgh
o AFolu 71z wet SAuelH e F4 o]
AeH 7= s, & - Fal7] ke Ay Fanks
Aso el o5 SAuelH e Fdo] debA 7%
ot o]l oMY F41A REe] HHE
dopr 7] 9 o] FAolE ] Th¢AIQE wol=
& F7kste] diolBE @Attt olm, 7HAIRE =
o]22 &9 Z%(Noise leve)dE ?TO}‘E} ™
A& SAdelE ()] A AEgv] FFo HEE
ol BFEHAH o) & ARSI Faol —rﬂ% -
dlolEl(y)= ofd F2(1) ¥ 2o, vlolg Kol
ARES 7S5-9] %= (Noise level) = 0.01, 0.05, 0.1 Al
712 ot}

03‘., jird

y=xz+mn, n~ N0,(Noise level X Amax) )

3.1.3 HfH oA

& deid 7)uke] md o] A FAd ot
stthe Aol ZNkste], AP o2 g EE QA
s A5 AdA FA gig A% Hrke I
7b Hdth weta] 2 AT AR PGD 7S F39t
of A4 oAE At thxA SAAA e
AR S Fristaar gt 2 APE A AdH o
A A 8" PGD 7IHe 19 13 zou,
a=0.01, K=1002 AAs1, JAZ(e) A9
€=0.01, 0.1, 0.3 Al 7} 442 o] A4 o

AE s

Algorithm 1 Projected Gradient Descent. (PGD) Attack

Require: Model f, Original input z, True label y, Perturbation limit ¢,
Step size a, Number of iterations K

Ensure: Adversarial example z,,,

4 < Random noise within [—¢,¢]

Tady ¢ 2+ 0

for k= 1to K do

SThewe

Compute loss L(xq4. 1)
Compute gradient g < V., L(Zqd0,y)
6: Update Tady < Tado + a - sign(g)
7: Project 244, into the e-ball of 2
8: Clip Z44, to ensure valid range
9: end for

10: return zag,

(1¥ 1) PGD ¢axg&

<3 1> Whisper?] 2dd Q445 % g 4

Required | The number
Bl \;?{AM of parameters
Large ~10GB 1550M
Medium ~5GB 765M
‘Whisper Small ~2GB 244M
Base ~1 GB 74M
Tiny ~1 GB 39M

32 404 2d

Open AI°A] A&Fsts 544204 2l Whis
pere= GPU &743%53 stetvle o sie ot
Largef-E] Tiny7FA F-E8th AgoA A8
FAe A1 28 7eAd S 1285 Medium,
Small, Tiny A 7FA 298 A&383it)

33 P %

S0 mdlo] AFHrtos F2 258 (Chara
cter Error Rate, CER)¥ @] 27-&(Word Error
Rate, WER) + 7FA7} 2 AREHH d=50] 54
12 7ol = Hojzy] EARE st AAVE B
g 47t @ol WERE T CERS 2838k 2
dubaoltH9]. Aha T4 Aeoll= A 4¥
E(Attack Success Rate), L 7F& &
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1.39] dl°]E]E Whisper?] Medium, Small, Tiny
mde] gH2ES Aio|ty, WA A& S olE
| i3k Whispere] Xdeg =439S ul, CER
1% Medium 29 23.7%, Small 9L 25
Oo, Tiny 222 443% = AU 5 23

£ Ve R WA Fe, Au4 34d g
Whlsper«] s A AIE 41, 4.2, 439014 &

-51— /'~ oh;]_

N 2

Do

41 AZ2 L g HFA

Whisper?] a9 st=o] A dloleldd st
12 & 3 29 Z¢] CER 7] Medium 22
23.7%, Small =2 25.2%, Tiny =2 44.3%
2 yepett sARE WA Aago] FrkE S dle]
ol taidE Medium 222 52.9%, Small &
92 64.4%, Tiny 29L& 2 E7k2 bl

4.2 Feo U HAFA

Feo] F71e g4 dolg] digk QA gL ¥
39} #+o] CER 7]% Medium =9 H1 36.7%,
Small 22L& 429%, Tiny 2L 80.2%= U}E}
gk &, o] 4ol 22 SAdHolHE A4

s 7i‘—?—@r Hluste] 747}y 13%, 17.7%, 35.9%7}F
A3t 2T

43 AF FFd Ut FHHA
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49} 7+o] CER 7]% Medium =9 H1 36.7%,
Small 22L& 429%, Tiny 2L 80.2%= U}E}
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e Ao vlalste] 747 13%, 17.7%, 35.9%7}

At AT & SellA = AE sAel FEdt AL
2, ded S s v das de A
< 29T F A
<E 2> AAAEo] F7H S dolE e tiE A4 E
.. Original Speech +
Whisper Original Speech Battlefield Noise
CER

Medium 23.7% 52.9%

Small 252% 64.4%

Tiny 44.3% N/A

<E 3> ggel F7HE SAIEe] BE A

Whisper Original Speech | Original Speech + Gaussian Noise
CER Noise Level CER
0.01 26.0%
Medium 23.7% 0.05 34.5%
0.1 49.7%
0.01 27.1%
Small 252% 0.05 40.6%
0.1 61.1%
0.01 532%
Tiny 44.3% 0.05 87.4%
0.1 N/A

<E 4> AdA Al Big A E

Original Speech Adversarial Examples
Whisper
CER Lﬁvé?quslﬁon) CER
0.01 61.1%
Medium 23.7% 0.1 26.5%
0.3 271%
0.01 28.2%
Small 252% 0.1 26.8%
0.3 40.1%
0.01 97.3%
Tiny 443% 0.1 534%
0.3 472%




(2024. 6)

<

A A24¢ A2

=
L

]_

[e)
p

TR

206

o) AF or = o 70 i, T OE TR oy %o o T R = o 2 oow wKo o % oomr w
T W Az Hp o ms _ K o [ ey s = = = wn_
ReTEE ZEleeNTenal AR LS
5.2 ‘I_..V| P.W E#a 5} ‘Dro ‘.:L e e oﬂn o o »ﬁ o K %o
ST ZRERRERZER -z PRy BT E T
=3 _ T o T T < T 23 M 32 WBT o o
FezEe Hpfsgliceiry cEITTE Ly
- 0 = [ = < - T
ol QWTNEQ.hﬂaQ]ﬂmniﬂo R Y
5% B %o ol eEwdEs Loy P W E e Do
o% o) o 7T R 70 e o = oo o oo X =3 o T o~ {|n o ﬂA.H
PP aTTRERS e AR
CMgem e  TRT D g %oy & TR AT oy
. VRS ™ = o oo T o e 7o) H o Mo T K
,%dnm@%@rum%%z E O s T T oo
o e 2 W = o < <) N = X L -l
0.2 = X 63 = T Mo
= o S o~ F o WM = o 0| o ) ,u|‘_ T o E CH XN = Pmo roﬂ
N S 0 5 X = ooy B T o R T o BB
o - N oo A mwe X5 LA w o B5 JI ° o XX =l To
e S DEETEISIE 2R b 2egrcs
m B K9 _ o ™ o oA N oF o o
— XN - o e - o
B X ) on o W T @ mn P o GRS
AL o~ Wow =L g B o w _ '~ KW oo N Rl
o U o X ri —_ ~ ri ~ —_ ey ol TR
= U 1 o0 To o T iy o M =3 i ‘.._—m.o <~ . WE e &
R T e S T SR LB S RGN e S Wl
TV OE W T W WHBET T HT T T M B S e} EH R M T O
7T W WR TR THRIERT Yoo X
= = A i ; ; I~
ELTIRE EFEgafoegyd NNH
STl g T Edgdk B BT
o Z.°BTy IO Tw R TMET
. o woRT . ; o [ X 0 o
@ 2|z R T o E
° 5 < — I o X e < = B o ~ X —
P I A OB T Ok o or X 5 w8 o N 0
Elo | n|® LU _%.ol ojn . w oW % o oy X m %o LM_. W & o
& | 7| E|T ﬂwm}ﬁj%%ﬂ%7a%%ﬂﬂ~r@%mmﬁ
™ B o X o X ! - G = o % =
= m iy dp xRN cuﬂ ,ﬂw nA_uL i _A_oﬂ oy o T A s X w%
— _— e i ) —
S o of o p T T _ﬂv %F W o P o T
R Y e
T ®mr ~ BT op BE X DR oo B
TE N ww 0 Mg s LYV R L
Eur«%urmmq%% < wﬂwwﬂw.ﬂﬂﬂﬂu Rl e
= S R = = £ = = ’
= 5 | = W 3 Jo @ % mm e o8 e W oo w mﬂ <N Mﬂ op o MM - N
g 8 |E ol B J T %o~ op W o X o9 . oy 15 e T - oo ) o
%4 | & |52 N - = o Sillet
] g g = or A oH o < E X 0 MY g o o
8 | S m 5| B B oaE oo %o 17— £ . X o W P o w
2| 5|24 2 N o o kv Y T YR WA mr
15| | S W oo TWE P gTPT W oW )
o) E o TR T T SO W R T RT ~ Mo

ot

ko]
pal

b

713

]

He A

o

L

[1] Malik, Mishaim, et al. "Automatic speech recognition:
a survey.” Multimedia Tools and Applications 80,

g 7

2o 2 Wavelet transform[12]3}



(2]

(3]

(4]

(5]

6]

(71

(8]

9

[10]

[11]

[12]

9411-9457, 2021.
494, AA%, dobe. o4 volE Fdo &4
94 =) AL G AP FAPFEHAR

8L =4 291, 41-49, 2024.
Kwon, Hyun, et al. "Selective audio adversarial
example in evasion attack on speech recognition
system.” IEEE  Transactions on Information
Forensics and Security 15 (2019): 526-538.

Ko, et al. "Multi-targeted

adversarial for use

Kyoungmin, audio
against  speech

Computers & Security 128,

example

recognition systems.”

103168, 2023.

Hannun, Awni, et al. "Deep speech: Scaling up
end-to-end speech recognition.” arXiv preprint
arXiv:1412.5567, 2014.

Vaswani, Ashish, et al. "Attention is all you need.”

Advances in neural information processing systems

30, 2017.

Radford, Alec, et al. "Robust speech recognition via

large—scale weak supervision.” International Conference

on Machine Learning. PMLR, 2023.

Baevski, Alexei, et al. "wav2vec 2.0: A framework

for self-supervised learning of speech representations.”

Advances in neural information processing systems

33, 12449-12460, 2020.

C. Oh, et al. "Building robust Korean speech
recognition model by fine-tuning large pretrained
model.” Phonetics and Speech Sciences 15.3, 75-82
2023.
Dua et al
recognition: review and analysis.” International
Journal of Speech Technology 26.2, 475-519, 2023.
Zhang, Chaoning, et al. "A survey on universal
adversarial attack.” arXiv preprint arXiv:2103.01498
2021.

D. Donoho and I. Johnstone, "Ideal spatial adaptation

"Noise robust automatic speech

by wavelet shrinkage,” biometrika, vol. 81, no. 3, pp.
425-455, 1994.

sf T
el

o

walo] Hopgel Wit AF | 207

(M &2H)

¢ 9 g (El-im Won)

20239 59 ~AA S ASARET
2015 29 AdaloiA st gkt
email : elll0l@naver.com

% (Seong—jung Na)
20154 29 SARshaLl SRl

39 % slwdE T AL
Syt 39414}
20241 1€ ~ @Al
S AR
email : sjna0822@gmail.com

20234 39

=S| HM].;L].;Q

RUSe B |

a9 A (Young-jin Ko)
20154 29 SAEStn kAt
2021 69 1] ek Hrjd) ogAAL
2023 88U~ STAFR

e ety W
email : kyj020792@gmail.com



