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A Study on the Assessment of Critical Assets Considering
the Dependence of Defense Mission

Kim Joon Seok®, Euom Ieck Chae**

ABSTRACT

In recent years, the development of defense technology has become digital with the introduction of advanced assets suc
h as drones equipped with artificial intelligence. These assets are integrated with modemn information technologies such as
industrial IoT, artificial intelligence, and cloud computing to promote innovation in the defense domain. However, the conve
rgence of the technology is increasing the possibility of transfer of cyber threats, which is emerging as a problem of incre
asing the vulnerability of defense assets. While the current cybersecurity methodologies focus on the vulnerability of a sin
gle asset, interworking of various military assets is necessary to perform the mission. Therefore, this paper recognizes the
se problems and presents a mission-based asset management and evaluation methodology. It aims to strengthen cyber sec
urity in the defense sector by identifying assets that are important for mission execution and analyzing vulnerabilities in t
erms of cyber security. In this paper, we propose a method of classifying mission dependencies through linkage analysis b
etween functions and assets to perform a mission, and identifying and classifying assets that affect the mission. In additio

n, a case study of identifying key assets was conducted through an attack scenario.

Key words : Military Cyber Asset, Risk Assessment, Mission-based Risk Assessment, attack surface
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