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Methodology to Verify the Unpredictability of True Random Number Generators

Moon-Seok Kim®*, Seung-Bae Jeon™*

ABSTRACT

In the era of the Internet of Things, 7 billion diverse devices have been interconnected worldwide. Ensuring information
security across these varied devices is crucial in this hyper-connected age. To achieve essential security functions such as
confidentiality, integrity, and authentication, it is imperative to implement true random number generators (TRNGs). There
fore, this study proposes a method to rapidly characterize the randomness of TRNGs. While there are international standar
ds for formally characterizing the randomness of TRNGs, adhering to these standards often requires significant time and r
esources. This study aims to help TRNG developers enhance efficiency in both time and cost by characterizing rough rand
omness and unpredictability. Firstly, we propose applying auto—correlation and cross—correlation metrics for analog signals.
Secondly, we suggest adopting joint entropy and mutual information metrics for digital signals.

Key words : True Random Number Generator(TRNG), Unpredictability, Auto correlation, Cross correlation,

Markov chain, Joint entropy, Mutual information
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