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Comparative Analysis and Validation of CSRF Defense Mechanisms
in Spring Security and Apache Shiro
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ABSTRACT

This paper addresses the increasing cyber attacks exploiting security vulnerabilities in software due to the rise in web a
pplications. CSRF (Cross-Site Request Forgery) attacks pose a serious threat to web users and developers and must be pr
evented in advance. CSRF involves performing malicious requests without the user’s consent, making protection methods ¢
rucial for web applications. This study compares and verifies the CSRF defense performance of two frameworks, Spring Se
curity and Apache Shiro, to propose an effectively applicable framework. The results show that both frameworks successfu
lly defend against CSRF attacks; however, Spring Security processes requests faster, averaging 2.55 seconds compared to
Apache Shiro’s 5.1 seconds. This performance difference stems from variations in internal processing methods and optimiza
tion levels. Both frameworks showed no significant differences in resource usage. Therefore, Spring Security is more suita
ble for environments requiring high performance and efficient request processing, while Apache Shiro needs improvement.
These findings are expected to serve as valuable references for designing web application security architectures
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