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( Abstract )

Exploring the Nature of Cybercrime and
Countermeasures.: Focusing on Copyright
Infringement, Gambling, and Pornography Crimes

kok

llwoong Kang*, Jaehui Kim**, So—Hyun Lee***, Hee—Woong Kim™

With the development of cyberspace and its increasing interaction with our daily lives, cybercrime has been steadily
increasing in recent years and has become more prominent as a serious social problem. Notably, the “four major malicious
cybercrimes” - cyber fraud, cyber financial crime, cyber sexual violence, and cyber gambling - have drawn significant
attention. In order to minimize the damage of cybercrime, it's crucial to delve into the specifics of each crime and develop
targeted prevention and intervention strategies. Yet, most existing research relies on indirect data sources like statistics,
victim testimonials, and public opinion. This study seeks to uncover the characteristics and factors of cybercrime by directly
interviewing suspects involved in 'copyright infringement’, 'gambling' related to illicit online content, and 'pornography crime'.
Through coding analysis and text mining, the study aims to offer a more in-depth understanding of cybercrime dynamics.
Furthermore, by suggesting preventative and remedial measures, the research aims to equip policymakers with vital

information to reduce the repercussions of this escalating digital threat.

Key words: Copyright infringement, Cyber gambling, Pornography crime, Interview analysis, Text mining
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