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Protection Behavior: An Empirical Study on the Message Design Features to
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7 Smart home services are growing rapidly as the development of the Internet of Things (IoT) opens the
Abstract « o . .

C _ era of the so-called “Connected Living.” Although personal information leaks through smart home
cameras are increasing, however, users—while concerned—tend to take passive measures to protect their personal
information. This study theoretically explained and verified how to design effective software update notification
messages for smart home cameras to ensure that users comply with the recommended security behavior (i.e., update
installation). In a survey experiment participated in by 120 actual users, the effectiveness of both emotional appeals
(i.e., security breach warning images for fear appeals) and rational appeals (i.e., loss-framed messages emphasizing the
negative consequences of not installing the updates) were confirmed. The results of this study provide theoretical
interpretations and practical guidelines on the message design features that are effective for threat appraisals (i.e.,

severity, vulnerability) of smart home camera users and their protection motivation.
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CADEYN YHO0IE REE 23t HAMIX LR SH0

I M2

AFoZ2HE 200 | A, AHE A Yl(Internet of
Things, ©]5} loT)ol& &0f= PC7]9HY] IS |
o] §-7f FH thfet AbEo] AlA e Y EYA 7]£0]
A E = 2L AV ulohs &0l 543 1
2|1 o= AR 7] SoREet opy et -89 dA
L & Fdso7tA E0i9t "94E BZ(Connected
Living) ol2h= 2% EANE9] F4o] HSirh I
=, 92| 7HA] & HHpolAEE FA YEYIAE o
ZAgt AnE & AH)A(Smart Home Service)7} t&
2l QI71E B 3t} U34S A1A, D E(Wall
Pad), & 7t¥le}, AFIE E2|709 29, [oT 7H4 &
AHLE & AHIAS ATk [oT HHPe|AERE A3t
ChateE 2L ik

AHIE & AH|AE AHAR Stojg FA37t]A]
et ot 717] Alo] 2 A3t HUHY 52 ks
SHA si&EtHHayes, 2024). < A 7% 3 71A] &
S AA 52 HHIY WS Bl YA 0E AFsAU 7
20] A7) goizl g Hofl Z2ks17] Hofl HdeE 1|
2l 4 4= o= A2 [oT 7]&0] 7HAt & #of| gld
Hejglo|th. &, ofo]Eolu Wl E&o] ofF Y kA
SHA| AW AL SleAl AR EE 7HERIAl & 7l
Heje} o] o8 33 YRS FFAIAFTL Utk

ol Q7o Ayl A A AFE & 7Ht = 6t
271 24 S7Fskal 9loH, 20259 49 8Aut 7}
T2 Z71 A0R o AFHh(Statista, 2024). 22
W ATIE & A2 20224 7909 €Y 0=
7FE] 0™, 2023WHE 203097H4] 27%7F & o
B HEIFAHAE(Compound Average Growth Rate,
CACR)& 2Y ALE =1 YHGrand View
Research, 2023a).

AHIE & AH|A FolA] Hel T AfH]| A(Smart
Home Security)= & oA ZK(Energy Saving)
Au At 3 =8 F7P7L 7 FER Fofoltt
(Grand View Research, 2023a). €2 AA|7F =Y

ah

—

& A
Al Al AEl(Smart Surveillance System)2.ZA19]
o] Q1715 A 7] HZoleh AAE A AA At
E Z 7Heh A2 20239 @A o 819 gl &
sk, 20309704 19.2%9] 474E(CACR)°] 7|t
th(Grand View Research, 2023b).

T, of 2]t Shit 4] o]HOE L7 4191 E4
T oA 1 St} & 7 SRt AR E = W
ojtt. 7]& HH 3= FA] 7HHZHCCTV)® e, IP7]
HHo] AntE & 7heh= QIS &6l HolE (%3t
3 5) A%, T 2H L, 94 H& 5ol 7hestal &
B AH A4S G2k AAZE 2AEYYS AR
J%d|, JAHoAE o|2fet ARLE 7]7|2A|9] B&
o] 9I5| S o =5 E El7lo] E & Y= Aotk T
O] AULE & 7]7]52 o] 28 AA [oT HHfo|A
T, 32 pEY Het 7]eo] A8E o] glo] Hetof A
Aoz Rt Aom dA JUthLee, et al., 2018).
AAR, 9 7k 2 g 8ot QIHUYE &9 B
Q19] AFllo] A FHotol EJ S e A 7T
A Eo|th(Kim, 2016; Lee, 2019).
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W3tk (Korea Information Security Industry
Association, 2021).

A A2 4t S49] JEAAHY PC, &
Hhda 22 JlQl AR 71719 Bt fAE 913 24
O] e AXEQOlE 4l Ao R A&sHA H
O|E sl Aol FAs|tH(Mathur & Chetty,
2017; Méller, et al., 2012). 284, 2 4x
H A5 A HEY, ANE g e et B
t 22 AZEQ O E AFo|EstY Y= AHEA

AA SEA F 42.4% $F0] X1 AthKorea
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Information Security Industry Association,
2021). FU=E A2 A F 74.1%= 1P 7t
£ 5% B2 7Y G4 HlolH HA 2 A= Qg
MAPE ) Ad 574 & Fest °]°‘11 !
B 3o o 22 MFH(FAZY, AW 5
ol HEE 61.5%C rébﬂ"% 5 *]"QZ]”—Q ’\”}E
j—?}“ﬂa} O]Q“OE Qg He QA= L
AT, Q1 o
Zofj= xohq]xa o3 AZHQ
2 AFE o9t Z2 meo] /\(Privacy
Paradox) @4l tigt oJsiE H} , AHIE &
7helgt AREALY QP E BT Pa(a E—E—(’JM A
HolE)Z 8HHCE R 4 Qe WHS F
2 5}t A AE Hol W AW Hal 7|&A §A
(Technological Advance)& &3t A&t ofujz},
AREAL 2391 T9] Hgh} BIEA] B a5 wiZolot
(Lee, 2021; Mdller, et al., 2012; Wash, et al., 2014).
ojg} Z-2 AT HHZ ol & A= HE57]0]
Z(Protection Motivation Theory)& EUZE, A&
OtE Z 7HoEte] AZEo] Eo]E &g HAA]
(Software Update Message)E o194 fAQlst=
Zo] ARARIAE T AtHFear Appeal)2} o] 5-
&4 Z¥ o] (Gain-Loss Framing) ¥4 o] 22
o2 AAsty AFoHth £ A9 diks AnE
2 7hjgt ARgALe] 8 HH(Threat Appraisal) 2
B35 57|(Protection Motivation) 34l &1}49]
HAZ] A9l EAE(Message Design Features)©l
ek o] 24 sS4 AlotH, AFAQ 7te| =gl uf
#of =Zo] & 4= qlth

r
w do
el
ru’n
flo

II. 0|2 Hi3
1. ADE & Zato|tA| Zi3)

A E Zeto]HA|(Information Privacy)= 7H
£ A3y &8st AR 7]&o] Wtk

ol o
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Ao E, T 50 AEY FAQ AHedse] £
Ayt T H HH| it BAEE HeiFol= Akl
E0] syt ot L2, 407 77t e HEE
A=t Aol AMYE G ARlo]l fEH A
g7F Ul AT ST ALE, [oT SHitof| e &
gro|HA] Hdf= ofgl 8% ARE ZA7L H S
THLee, 2023). oo wet, Zeto]HA| A& (Privacy
Concern), & &9 glo] 71% FE7} FE2EAU T
7] g2 ZHO0E g UE AL S 2 1
At 4494 W& A5k A= ot
At

ATE 8.8 A5 [oT 717189 B A8 &
Mgt A5 MEY, oy 2] J4v] s 2
o] A& 7|2ts Wt tuto] A%} A H Zejo]
HA] A8f 7hs/de] T4 =0l Hrk(Kim, 2016; Yoo,
2022). YE T A4 IP 7hHto] 29 ot
QA A= HAITTC 2 QEAY, EgH AR &
Y= YRE FEote 45 70 AHYZo] 429
A A5 #7] fjZolot AAE, 20184 HtEeE &
A& & 7HIE siFsA & o Y IS AR
Aol Q7= K Lyu & Kwon, 2021).

A8 AFEL [oT AHIAE F45t= 84S(oT
tutol A, YIEQH, EHE ) FolA EHet 93] 7t
x]— = .:H/g-og QH]-O] AE

o[rl

£33 9thYoo, 2022).

g5 AR, s 493t Xﬂ%ﬂi 32 Ay A
J1L ot W22 E E40 2 ska glojA PC 34
oA AFgSH= Hot £2 AL 28 @} 97 Ho]
ot A% 71552 FES AAY AlEo]7] HE
off Hetoll okt e SHAE 2 Y& AolthLee,
et al., 2018). o] wte}, A3t Y38 uES

o]-&3t Hlol& 9] F/&55} HHgolu, SDN(Software
Defined Network) 2840149 QIF W 5 7|&4
A wetol T A9 Majeed, 2017; Salman,
et al., 2017)0] o]ojA| 1L Qlc}.

I8y 71ed e o3 Het fEs
] st=

2EAY
W 2] 48R BE BYIA YR =
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EA0 YEOIE REE St HIMX| TR

SH B M4BT

glolHA] s &Y & U= kol Hig 584
T 73z2Ea Qtk(Moller, et al. 2012; Wash, et al.,
2014). o} 71&4 HOF 52 =01tk shejte
A}QJ} HY(User Intervention) §1o]= AAE A &

+ 7357t 371 "ol

g Aol WEd, FH7]7] 7195 ATEF ]
QHIOIEE e Dlistol EFOZA 1 9
ol Gulohn Slort, ABAES e ol (i
gofioF st MARSE 5)& YHl°lE HAE 1FA
U ZHkeks ¥l Yt Mathur & Chetty, 2017;
Wash, et al., 2014). E3t, Zeto|HA|] FshE Ao}
HAE R0 252 5 Qe 39AE HEHECh
%, 0000)5 W7 glo] AHEstLL Q= AFARER &+
HolA A 22 4 e gz, EeF 71&0] oty
2t AR B T OA Hioke 2t ke A AN
o] WolA 1 Ql= Ao|th(d: Anderson & Agarwal,
2010; Angst & Agarwal, 2009; Park, 2017).

2, ALER0f HHO0|E

29 AnEQo] YElo]Ex oA HAY B
(bug)E HIE FAU, Bt g E HaAdstAL, A=
& 7= F7lote 5 Ut 542 o FHE
™|, 2ot} PRAsA = A145HA] Hot o ]‘/}*HE
& &S v ESh= Zlo] Hof SakE o= b F
ot a5ttt fiZol, 71 dellA= /\}&7\}501 7}
w4 e H4A HHY| AnEolE Aot o] 24}
AREAL £4+(End-User Compliance) 9J71 A4l5}
71744 stk

T2y AT B RE9] Het Hsf A= o
T ot HordE M) fiek A HAY ARE
Aoi7t B2 E QS0 e Bt AHEAZE AA|6HA]
okol WbAIGH= A0 2 A A Qth(Microsoft, 2012;
Symantec Corporation, 2013). 28} 4o ti 3t A}
4 Aelo|ES A Moller, et al.(2012)9] ©=
W, dHo|E WHo] 3/E A YL olFof ARG

Ao] Awto] Hetof Foret o] d WA WS ARl
Q= Aoz ey,

9 ofygt, AHEAY] dH|olE HA7}F o4
22 Hol 9do] 28 7tsAL Z435] ZopAth

(Bilge & Dumitras, 2012). Al HHolE 3712} &
7 g Het FHAo] FAH o R dA]7] fiFoltt
(Microsoft, 2012). Microsoft’} Windows MEX-E
A5 Ydulo]E(Automated Updates) 7152 F7FoH|
9 o]37} HtR of7]of lth(Mathur & Chetty, 2017).
Hot Yo el AMEAEZ A3 AL TR
d AZstA gon, MeEs ut Qb 1Eo] Higt
% OE 243 oA E2 Hot 25 FAIoh= 4
o] AtHWash, et al., 2014). Gz, AHEARECIA
Heto] S84 = w1k tiFE e AkE7h Ayt
]2l F97t Bt
olZgt HjF oA AFAEZ AHEATE GHPIEE
At EE Festy] sl kgsigtth. 12jar et
o] dgo g Eo]E &F HAA fARRl
St A7t FES ¥kt o & £9], Fagan, et
al.(2015a,b)2 C-HIP 249 (Communication-
Human Information Processing Model)(Conzola
& Wogalter, 2001)3} ARI 29 (Affect-Reason-
Involvement Model)(Buck, et al., 2004)9] T oA
et YElolE & HAIA] HARIo] ek AFEA
T2 245190 7 A7 o R ALER]
=& & 4 3ofof ol (Attention-Grabbing),
tlo|EQ] Z43} Ay} 5o sl Arstal AHEAF
o|gfgt &= & E dfjof sttty FtH(Understandable).
T3 7AW Annoying) EHAHA|(Confusing)
?%0} F AEllEE FAAY ARt FAFHel
gh3-o] Eof =l sH9itt.
e, E5%57]0o]Z(Protection Motivation
Theory)2] #AoA AFEAFO] Hot Y5 4+ B
%‘o 01 on‘s]-_]_ }5_ %‘?ﬂ‘?‘l:- & A9 ol
Efo] dHPIEE AXA|5}
—rE1 AHEAHE B3] 9

ool.
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gk Ao)7] wjizolct. Q1
S5ta17 oh= 5717F
(Rogers, 1975). A3 A
o] St o R FE Ao 2

o 2th(Lee, et al., 2013).
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3. 31 A7Xfear appeals)

AZESo] YHolE UF HAA = A Tt A
HFyA o)A (Risk Communication) = A& AR
YA o] M (Persuasive Communication)e] gZo|th
(Johnston & Warkentin, 2010). 29t 3 g 4 of
%HCountervailing Measures)°l| &3t W82 A=}
o AREALR stolg B8 W52 ot s B71E Fofof
© As FH 08 7| gzo|th. A5 AFUACIA

7t B=d, o, F5= WS 7] o B3HE
Ho|w(Fishbein & Ajzen, 1975), ©]&{st I A
AHEALS] Het BE(dolE WY, Eelo] WA ZE I
A 52 olfotAt gt AP AT ES FE HI 57
o] 2] 7|9 11 JHBoss, et al., 2015).

]
|

o
R
Ql

o r

H

)

Q.

Ho57]0]E9

A(EE £Rlo]
pil

tE)
&8 22)S B35t = 57
= StAY B0l HIE o
74A] H7F T2 M A(Appraisal
Processes) - 918 B7HHIE Y A2/ 1] of
ot ), it B7HER B5Y S A7) &
=7 -2 B84 71 B3 F7)0 osiA Ayt
(Rogers, 1975; 1983). &, A3t 235 29 oh=
N Y4E(Threat Severity), g @] £<lo] ¥
oksitt 1l W= 4E(Threat Vulnerability) © =
< 2 B3 5717 A7) A% 352 WE Ve
Ax AA & gtHo = fiA Heto g A
g A% 5ol Aol tsf aHHolgty wEsE
(Response Efficacy), A% &3t AHE 7] &5
7ol 242 (Self-Efficacy) E8 57]= AR
HEF7|0|&2 X Ao B3t o2 0|25 A

86 2024-0i18

3} oA 543 o]& F olU=E, Aol Het ¢
g 5 o] o] - rEat opjat Fart A<l Sof
M A G8E= o] 20]th(lee, et al., 2013). 7]
A FE AT AR st YFPCE QFt T
€ L7 sto] H=u 5o #skE frohs A5 A
Hu#Alo] A HHoltHWitte & Allen, 2000). wehA],
NEE HAFolAY HAoto] LA 5= Q= BT 2
s Agohs fAIA FHE F2 YARIEHHale,
et al., 1995; Witte, 1992). Z%0l.} &5 & A%
QoA HtT} 22 A HEY o|u]AE A3t

olFet BE 470 AIHE AT H ¥ AYA
EoJHE A% gl e A7) 2w At
olgjo] ¥ Z2 1 AFE, tlolg WY, ATEE B

)

Qb3 24, ZEet JIFY HjYH S
|4 oheFet Het Pe= ot
a7A9l Aoz YebgtHJohnston & Warkentin,
2010; Kim & Kim, 2023; Mwagwabi, et al., 2014;
Park, et al., 2017; Zhang & McDowell, 2009).

4. 0|5-24 Ty|0]Y(gain-loss framing)

B WSS S1et A5 ARUACIAY 452 2%
A w A Aol Bet A} wAIZ] $=41
Ao #3t Aoz FEE 4= Qth(Angst & Agarwal,
). HAIA] Zgo]y HAIA] Yjgo] EE W

3l

ojgo] A5 AfFuA oA S8 TEARI o]f+=
AEE A1 olsfsle HFE SolA HEL B9 |
317} o]FR)7] wjEo|thKenrick, et al., 2005).
o|5-&A oy AR &5, =
A, FEAZHA)CIU ALRPA(]: frohd AgH T
B2 AHE), BFYE(e]: 7HQ1 AFE BeF 24)9 o]
E7|7HA] get 2ok A5 AfFyAolHoA &
Aote tEAR1 HAIA] Zgoly 71Ho|tkBlock &



[ ADIE [0 MHIA ARRALS] TH0IHH HEss

F4: ATEY0f QEOIE SES I3t UMK LIRS S0) Bot 45 07 |

Keller, 1995; Rothman, et al., 1993; Meyerowitz
& Chalken 1987). & 0|9 Ajol:= A% FF
< 32 H(Compliance)?] 584 A5 xRtk
(015 mFo|d), A %2 W(Noncompliance)?] F
A ATE FZSI=HEA ZEjo|Y)E LR HH.
A} o]Z(Prospect Theory)o] W2, B2 20
E Y AEe st HAAE ofgA =g
o|Y(]5 vs. &A)sH1fo] wet AR 48449 2
o] ZEtAtiKahneman & Tversky, 1979). A7t
9] Y52 A T2 ME(Rational Choices)9] 3
g7} ottt Aol FAHCwE, TAT & Q=
7249l AT Potential Positive Consequence)
2=, A7t AES 3Hstr] A AHE
843k Certain) Z¥&(Outcomes)©| U&=
stch, dhdol, WA &~ 9l B Ayt

—~

Potential Negative Consequence)’} FZ=H, 9
s Fote AFE Holn AHdor ZiEol
E384%HUncertain) 35 AHsH(Tversky &

o|5 o]y

Kahneman, 1981, 1986). TFA] &3],

t 5kS-o] T
E}(Tversky & Kahneman, 1984
5 o] 5t A5 AFUACIAS AT

A
o
>
o2
ofrt

8% 5 At dAE %01
g 7FsAe] & HYAE
A7t o 3l Aoz d#A Ytk Meyerowitz &
Chaiken, 1987; Rodriguez-Priego, et al., 2020).

IIL 37 2 U 87 74

oA Aret A A 2 B ojEE2 Ve R
I8 DI 22 AFEYS 25351900 & e &
OtE Z 7t AREARS] i E BT PE(ATES
o fEIE)S LT & e HHoR PHolE &
d HAAE AEA AR Ao] aTARIAE o

Message Design Threat
Features Appraisals
Emotional

Hia(+) Perceived
Fear Appeal Privacy Breach

(Visual Warnings) Severity

H2a(+) H1b(+)
Rational

Gl Perceived
:m 0ss ¥ 5| Privacy Breach
raming H2b(+) Vulnerability

H3(+)
E Hoe _| Software Uptade
ear e Intention
A
Ha(+) Control:

Protection Motivation
(Adaptive Behavior)

Response Efficacy,
Self-Efficacy, S/W Update
Involvement

agnar ey
(Fig. 1) Research Model
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22078 45112} 5}k

ARI Model(Buck, et al., 2004)°) w=2H, Al
2 A4 A7Emotional Appeals)} ]34 A+
(Rational Appeals)l oJ] A&}t A5 ARFYA
ol Aol AAH et AR A%
Sote o g, EQtetAY B4
o] oA & AMHESHe 74-?—7} Aot §HH, o] 43
= .l_r_E]X—] o]
4 g5ol %3@7\]7} 7‘35;—40] Htﬂﬂ AR E &8
+= "9Ho] Qltk(Fagan, et al., 2015a).
2 Aol HA et FE A9 HAA] X
go|YZ 27 AAA Ate} o] A At SHY H|A]
A TRl E4J(Message Design Features)Z QT
123 o]2gt HA[A] YAl EA4E0] AHEAY AE
g7t 14 9 Y= Halo] dupt gy QIAE A
5b7] 8 Eag7]0l29 8 8AS(UAE 444,
Q1A)E Hoky TS B Lo AHAE] wH ¥
F& JHgstgitt.

L‘l

l.,

ofr

1. BAIX] CIXEQ! S8t ALSX} 213 Bt

1) ZE A7

A AFyAIdof Tt A AF=2 S
Zo] BT 4= Slk= Aol tigt 41749 A
A A=E =ol7] Ao thefet HAA] 71 &8st
HchLipkus, 2007 Schneider, et al.,
oA AIZHH HAA = ALY FE Tl Eﬂ !
ot ofyet, HAJA Y] AA A4S HET A 7
Z1H 0 g2 olgfsle g =22 Zh(Lipkus, 2007;
Townsend & Kahn, 2014). & £°1, 93 HHE
o3t A1 ,&/\](Warnmg Slgn)—':— A9 24y ggo

o
N
N
N
N
e}
L oox

ofF M LA ‘6.‘5_ AR 43 a9
(Buck, et al., 2004).
SHH, X AT o] et

re

FANE A2 of

88 2024-018

7} A= Park(2017)2 1A o]w]A]
I A7 uOHE B 9ol tigt A

S 0|1 Yo7t B[S WA o] F
= A& 95t E, Park, et

?:ifﬂolE Ao w2 139
1%

2733k ERANA = IS o= lgg o IA AT
o

HIb: A12H4 73 AN 8 868 FE A7 Anp

2) oI5~
Rodriguez-Priego, et al.(2020) °]5 Zgo]
AR of w8 &4 Zeo]y HAIA 7} IEYl £ 3t
ollAf ALY Het P53 A7HY A Fagte] HE
T e, Hot 0] £& FE AN, BRI 5) 5
7kl § axtzlolzta siint. &4 oy AIE
Hg 02 Anderson and Agarwal(2010)< 7§91 A
FE O Heb A& 5HA] efke Mol 744 A3
A, =8 5 N R )l thiet AR8ARe dE
7k 5ot 23] oo AR a3t =2 HrElth
oJAH, HAA ZF ol FA(0]5 vs. EA)of wt
2 A5 AfUAelAd] HAlE JFo ] oE & A

.

&4 ngoly



}' ADIE |oT MHIA ALRRIS THOIE BEHE F4: ALEQ0 YHO|E RES 93t MK CIXIO SN Vst MZ 017

(Tversky & Kahneman, 1981; Wilson, et al., HIF7|0|8S AHE3e g2 Ad A+E2 AF
1998). £5], A3 A+1E2 FAHAA 23 3] 5) o] 7HA4E HHiY A7 e T &E Ee 7
7t 2#E 7hsAdo] & AHAEQA = £4 Zgo] S dYe =)
9 JAZ 7} o Aot it Meyerowitz &  (Boss, et al., 2015; Johnston & Warkentin, 2010;
Chaiken, 1987; Rodriguez-Priego, et al., 2020).  Witte, 1992). &, A& Az} AF digt
E3L ofdt &4 meogo A gL BHE 2 FRE LA o= tEHQ AY 2ot
A Y g2 HAIA Y Ao YePdtHSteindle, et (Witte, 1992). £ A9 AHAEAE AHIE &
al., 2015). 7}“113} AREA7E E919] dAifo] EdH P4 5ol YF

ojg} &2 A7 AT AWEZ HIFCE, & o] = {EE A A48T 18 Thsde IA g
FE ARGAE L7l B Aef I FxEE £ AL

A 20 g e met Foh2 2 6& sag 4
@ A4 Zeolgol A8 A Wohel FHH 2 /o 4 ek
Hib} 91 A0 AR AHgAE FefolE &
Y S0 2L 1) YelolE DM B SN H3: AUE F A AYE oo e AHE
o] B2 WAAE BA Bk 2Ol Yol B ZYL A} LAk FE 20 FYHY
ECRENCEERE S TERESEERE G5 o3 Aol
A= YT 5 98-S | 2 44T 5 Uet
Hi: 20HE & 7Pk LGS Fofe] ot oA
H2a: &40 WAJA) Zefo]g.e AufE F Fhfef Ay FYL AGATF LA FE 20 FYHY
o o] et OAE YAl FHHD 9T YIS I Aol
2 =3 Aol

3. ARXI 2R ATEY 0| HH0|E QE

2’%10%107/ ik QIR E FoFgol 5742 FF HE57]0]29 A HPY LA (Parallel

= o]& Aojtl. Process Model)oll W2H, HEo] T3t H7} o]Fof

T 7K £39 35 whgo] UeRdti(Witte, 1992;

2. AI2X} /3 LWII9F AFRK 2 1994). A HA= F3E A o(Fear Control)i= AFL

sjmjo} e 714 7o) Wgo R, BHF AH(F
Boss, et al.(2015)= E3%E7|0|Z0] 7|8k & AW 5)2 £o]7] Y3l EAo|t} wehA YFL Fol &
0ok el A9 ATES BN AR LAl 9 4 L ©90] 5jx] ok} BT

o

Eo

SPRPERE-ELEE
BRE 0] YR 44 S5 95 4 A4 THE $99 919 Alol(Danger Controls 1 0E
SHL 7 MRS AEAlcT B SLS IV IR A Ast AU 4ol AHH2 R Sk Aot

JH

o>~
[F

g
(ZTE A7) 9 70 g AR 9 H7HYEFS  (de Hoog, et al., 2007; Leventhal, 1970). &, 948
1774 9 )7 AR 9 2 ol 325 Aol AA= £017] A% 54 AF= 714 23
7NA SF=AE Aes] &7] HoiAe= Fxof st = H-S-(Adaptive Responses)?]tHRogers, 1975).

o] Zasith= Aotk ATt Ygo® Lyl i} Aol izt A HRte = A== HF Pl o
o] Z7] & = 7] wEo]tHWitte & Allen, 2000). gt 4IRS o] i(E, BE F7)), AA BF, F

ON

FHotgH 89
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48 HHE-9] Ho] &3t o

ntE 2 7|2t EoF Jsf 919

tiAfst7] {1t Adle|E A 97} of

. HEE7|0| 20 BEY ANEALY] T

23t B3 57| S71tH(Leventhal,

1970). w2t 2 A7) HHAEAE AL G4
3 &

sto] o
o jl ?}

(Causal Power)¥}+
(Generalizability)

k|

W whtlo] 71 Al Ae
42 o] 1 Quat 75

AT sl A7 3
0.2 H TRl A8} Hof ATolH B

& Yol o XE JA 2445 AnE T 7 thMullinix, 2015).

H2t Gelo|E =7t S7F AR 7)ot 2 AP e sHeEY 3YE A5 sl
A THE A oH, YA Mes 719 34
H5: AOfE Z 7ot AMYE Jof 2 ARgALe] & = A %}OW—J A& HlolBE A5t gelstal
Ee 2ZEfo] YrlojE oof F-F Aol JFF  tf. WA AF HAAE Hdf, #IAA HARI 84 g
= 0]& Zlo|tt. T FE 51:%( NS vs. m:.)ﬂ HA|A] Zo] (&4
vs. O|5) 242+ OF4, F 47HA1(2x2) A¥ AA|

V. &1t eitd (Treatment)°] W}t 15-& TEolATt
TE ATE SR AY ZV]L A7} YHlol E
1. 484 o9 Bt o £ Qs 5o He8) Ay
ojuZ & &85t ‘:}(CW 2) A=x). GerEo g Anp
2 Aol Aoket ARy U 7HES HES]) 9 E & /ety AZEY o] duo]Ex BHY 39

giejol= girols

&7tojlzt 2
{ £|A YH|0|E7} UALICH
| ALI0|E SHAIHELIT?

Z0: HI0|EE F7|XOR 5tX| ost
AZt5HHOINE OF T3 oIS & QURLIC

. YH|0|E
LS

Lt3ol

2BI0IE SHAIZELII?

g T FA: Yes, GLF: Loss

\@, /M I6[0[E7} YL
=S S I UEE A

A1l AH0|EE F7|X0= 5},
JOIMEE B35 & & aLict

YEIolE

LSl

FA: Yes, GLF: Gain

EE DIES F7I5102 BiF| 7o
t Q1KY RF )3

gdlole Lzl

oolE

YH0IE

ZA AG|0|E7} ASLICE
YHI0IE SHAELIN?

ZAT: YHl0|ES FI|MOR 5K oo
A28 O 08 LHE 212 4 AL

Lol

FA: No, GLF: Loss

E
o]

Yolo|E

HOIE} UL
£ SAIASLITE

A1 AH0|ES FI|HOR 51
HOIHEE 55 o & ULt

HoIE

Li3ol

FA: No, GLF: Gain

(38 2) #& x|

(Fig. 2) Experiment Treatment by Group
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A dlolE

2 e 7] 3
o

Qo] g
ENE LR

_ of
:‘.’%
o,
S,
)
v
=
ro,
o
el
T
7

>~
oo

A7) 3e) 27174 4
ol wekel 87

2efl, Aol AHEH 9 JHZ] 0] AntE
FHL E AR A Aok g ShdY} SASHA HARIsHITH
#oto]  (Fagan, et al., 2015a). 3, AY A7HAEZ s}
AREE F 2R150] 7H0A £ 7HHERE ARESle ARl =

d
—

°ojE /b}?ﬂ%ﬂ &
17} 22

N gy T

o)

\1
N
X,
¢
a)
2 o |m

o

& 9 79 Pictogram)@ A8, Yeto] SR 4 YLE et AL HoIFT Y

o2, HAA oy 93t AF HAE
Ao M= GElolE FE HAIA o mAE At
(Consequence) +15 A2 t2A LAt &, 2,

< OJU|AIE H7 ovA = E-g3AH

¢

1
ook

2
=

&4 ﬂeﬂol‘ﬂ HARlE AEOIEE 5HA] eote ol

A §2 ook 2AA 272, o] xaoly) 2 ATolA] AHEH WY 24 FEREL AW
2 JuolES He wo] 2K ATl FuAt R ol ASH YBES ATlE § Al AgAE
SH)E Axotke WEoE A5kt of ¥A FEEE $7Aste] AHdslon, BF 74

2he, AR A9 A% 844 $A42 Rolyl AR ZAEC. WA, AT AT A 4744
(& 1) 2582
(Table 1) Measurement ltems
Variables ltems Reference
- If my personal information (e.g., recorded videos) is leaked through the
Perceived home camera, it causes me major problems. " d
Privacy Breach - If my personal information (e.g., recorded videos) is leaked through the {;/ ;Lsetzz?ir?r(lzm 0):
Severity home camera, I would suffer a lot of pain. Boass ot al (2015')
(PPBS) - If my personal information (e.g., recorded videos) is leaked through the ' h
home camera, it would be significant.
- The home camera is at risk for my personal information (e.g., recorded
Perceived videos) being leaked to others.
Privacy Breach - It is possible that my personal information (e.g., recorded videos) will be Johnston and
Vulnerability leaked to others through the home camera. Warkentin (2010)
(PPBV) - It is likely that my personal information (e.g., recorded videos) will be leaked
to others through the home camera.
- I am frightened that my personal information (e.g., recorded videos) may be
leaked to others through the home camera.
- I am worried that my personal information (e.g., recorded videos) may be
leaked to others through the home camera.
F Milne, et al., (2002
ear - I am scared that my personal information (e.g., recorded videos) may be ilne, et l., (2002)
leaked to others through the home camera.
- [ am anxious that my personal information (e.g., recorded videos) may be
leaked to others through the home camera.
- Tintend to update the software for my home camera.
Software Update Johnston and
. - I plan to update the software for my home camera. .
Intention (SUI) ) i Warkentin (2010)
- I predict I will update the software for my home camera.
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(PPBS) 3 <]

+ AAEeIH £4)9 A
et al.(2015)9] &
= AREoHA] &
o #H)Y A48 =g é@’?‘l] hnston and
Warkentin(2010)9] &% 5{}5; Foto] AREL9
o FARSHA, QA" AMYE e 2 (PPBV)
Johnston and Warkentin(2010)°A AF&H Az}
ojdlol AF T WY SHFEZ & Aol #
A 74 A&t

02, 32 W 9g0s A% 44, 32, &
ol T8 5907 =43 Milne, et al.(2002)9] &4
OE?OIW B3 5715 Yulst
(SUI) Axtol g

Y2 AUE & 7o) Rutd 9 id|o|E AR
AU 2E mAFA A A A5t
IFEE 7] g HAA bARelol Hry
o|E ¢Eg EA 3 ¥, v s AR &
= A ORI AluE|es BdARE IF
= Y vt & AT ENeH, T "R 7
E Z 7H|EhE AAlsko ARgstal Qe S B
2 7iiizk 23 sl Zetd e e o AdH
oE 4HYE BA S 7W° 9&1‘% E3, w4
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e o g
o o
S st

nE bt =l o
<

2490 9M AbddeE e

vEel 4958 dus
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SRS d2E stgltth A<l 28%(EE 79)0l
APAA-A ] rofstglon], oAk KA 4,0009
33 7| 2B E HAfo] AlZH ATt HAIA W<
9t AL, FUAQAA A& S(Fagan, et al., 2015a;
Steindl, et al., 2015) /\} *e]@ﬂ ANEugor o
5 AR 39 EH"} F7o] o]FFon, HA

=2 Ad ARG 2AE o

Hn
o&v
=

rh N,

i
rlo ot
we o,
Mo i
w35
ook S
19

A (Lu} 7Hs e &8
& 7](https://opensurvey.
StH St Hjo|HE 4 stsith. A
Hom HARo] A7 o] Ao
o 9= 71 RA(ARIE & 7|

i 5 o
Mo & X
o W 4o
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HE F oA 61%‘(49.2%), FL 59%‘(50.8%)91
HIES Bk AFdiE 204, 300 28] 407t
77k 31.7%, 34.2%, 34.2%% UERETE wEbA] Q1T
AT B4 BRoNA 8 AHEAL 10| FEEA
U A5Ee & #2 40 B8] s d2 T
A=A 29tTt. 11 9ol SEAY] ARtE F 7|2} o]
& P& SHAXE AHE 717t0] 378€ ulgkRE 19
OVITA R F1F ERE]0] QI oH, A EAH2 A
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HUZ AR

X

| ADIE 0T AIA BRI JHVHE HEHS F4: ADEY0) 2E0|E REE 9ISt HAX| Cxiel S0

2. X%t HZ(manipulation check) A A5 Aista Ao )Oﬂ ‘:HOHHE 15 7t

2 2
F9 BA| 94, BX A7) et AY AN S F 2 ST Hol S E?‘;E}(é*a‘ 2019 A4
A AR AIAYEAE AP A £RHL1G=48815, pe0000 ; oI5 23 1o1u1 HA1A):
474 WEo] e S st AARE Wel  F(1,118)=76.685, p=0.000). AFHOE, T 74 o
(317) 9L ekl B4 ooleg X3ty Utk AR ciRel B4 ot 4% xaxm PRI
eho ARo] et ST BT A, A AN W 2 Y BdE Ao BusAn,
2494

=2
%@%éﬂ%%%@ﬂ%ﬁaﬁﬁdﬂﬂPﬂﬂﬁ 3. SULHHIO|(common method bias)
o BES2 25 24 Hof A skt
SE Aol gt 22 HAS Aol AW A+EH B o AR AY 7R SHOE HE s

Zo|(Boss, et al., 2015), AFY AT HHol = < 19ste] FUWHHEY] GRS Rl
gst & 7+ Zol& B4 A3 5 p<0.01 2 o oFe) &Y 291 AX(Harman's one-factor Test)
oA 2ol BEATHPPBS: M,.=6.33, M,,=5.91, t=-=  ZA3}, FA| 49| 7hg w2 H|SE Ak A WA
3.486, PPBV: M,.=5.77, M,,=5.38, t=-2.676). & 8%l

B, ol5-&4 fA4 Seoly 24 F7 BY(YY O waskur 9 29 AN R WA 22l]
oES 771402 T 99 FHHY AAES 4T WA RS RO 00 AT A BIHR
S ek, YEPIES F/1HOR & % A9 ¥ ok EARH: 202 BHHHTHNov & Ye, 2008)

(B2) M2ld 2 T3 EIgY 24
(Table 2) Reliability and Convergent Validity Test

Factors Loadings Cronbach's a CR AVE
0.802
Perceived Privacy Breach
Severity (PPBS) 0.828 0.791 0.877 0.705
0.887
0.874
Perceived Privacy Breach
Vulnerability (PPBY) 0.856 0.817 0.891 0.732
0.836
0.823
0.853
Fear 0.891 0.924 0.754
0.888
0.908
0.893
Software Update Intention 0.918 0.875 0.923 0.800
(SUD
0.871
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(Table 3) Discriminant Validity Test

Factors 1 2 3 4 ® 6

1. Fear 0.868

2. Perceived Privacy Breach Severity 0.399 0.840

3. Software Update Intention 0.405 0.238 0.894

4. Fear Appeals 0.299 0.307 0.209 1.000

5. Perceived Privacy Breach Vulnerability 0.586 0.346 0.308 0.240 0.856

6. Gain-Loss Framing 0.313 0.341 0.318 0.000 0.218 1.000
4. £¥28(measurement model) £4] A7F ikl weksh gl

St 7 24 o] Ao SmartPLS
_e%f"m S4 BY< BASlth WA, weE 4
5 4utA4(Cronbach's Alpha)2} T4 A=
(Compos1te Reliability)E &QIgt A3 5% 7]&4]
(0.7) Vg2 Ueh; &4 139 4Alg/go] FHH
A0 & WAE QT 2) R).

202 gL +9 gIdA(Convergent
Validity)® ®¥ g3 (Discriminant Validity)<

E3) gol O}Oﬂq. E}% Ao 24 gHEEo0] o]2
202 Astes Heg AA driyt & Ast=A
of #et AR, o] et SHFE AA B A
TE 9ugit}. 9 Eggol oigt g9l a9l A
F(Factor Loadings)°] 0.7°]491A], HHEARZ7;
(AVE; Average Variance Extracted)°] 0.5 oJA}Ql
A2 st 4 Qled], (E )9 o] F7|&E BE &
_J_Q 7-] o7z §].o]§404r,].

B2 SAYES0] o Mg At
£ Haeto] A }Xﬁ% o ShE g} W 7
A9 AVES] Algt= .
3ol A2t Zol it 2 X (Z W49 AVEA
T EC| B OE Ml AWASESD E AL
2 ZRI= ]It ofof whet, 54 nF 9 A=y 9 8§
3 SHolA Ao s 32 BYE BASE Ho £

p —H
BN

7

Ehis
o
o

I OHTT
Mo

r-[n:

i
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. £E&(structural model) &A1

T2 BP9 A& EA4E 99 SmartPLS 3.3.2%
ol-gston, FRA F94<2 1,0008] FEA
@ MZ3(Bootstrap Sampling)S =3 E<Ust3ct.
PLS(Partial Least Squares)= AZE o] tjgt Ak
o] AL = kst A o7 Wl dLzIEo0] AR
= B4 wHo|tk(Lee, et al., 2023: Li, et al., 2022;
Kim, et al., 2013, 2016b, 2019, 2021).

FZEY FA A1} (O™ 3)3} 2ol B 7HHo] A
e QI WA, FE A} o] S5-&4 o] A
|29 QA ARG s A4 (PPBS)F FHAA
(PPBV)°ll 27 foju|dt 54 a3E Eik(Hla: B
=0.307, t=3.893; H1b: p=0.240, t=2.995; H2a: 8
=0.341, t=4.359; H2b: £=0.218, t=2.482). T}>2
E, 3E 27 AR mgo]yof o5t 91 H7F &
ENAE AHEAY RS Eole 22 UEKY
(H3: =0.223, t=2.965; H4: f=0.509, t=6.798). &
o5, & AgofA 7Tt Az} Zo] ARATE 27l=
TEE= BT 5715 ol o fYulet 9%l Sl
ﬁgi I QTHH5: A=0.405, t=5.542).

07 BA WeE vl vk 5 (Response
AP 554, BE 3F Holk oA B
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Message Design Threat
Features Appraisals
Emotional
Fear Appeal 0.307*** Perceived

) ppe Privacy Breach
(Visual Warnings) Severity
0.347%**
Rational
Gain-Loss Perceived
Frami Privacy Breach
raming 0.218* Vulnerability

0.223%* (Adaptive Behavior)

Protection Motivation

0.405%** Software Uptade

Fear Intention

v

A

Control:
Response Efficacy,
Self-Efficacy, S/W Update
Involvement

*p<0.05, **p<0.001, ***p<0.001

(O3 3) 722 &Y
(Fig. 3) Structural Model Test

T2 Fomet IFgol &
d Zlo]T wAA|o] 2t

5 B 7t p0.05 &
Q=] ‘:} %, SE &79 &4

fol
o%

BTN R (4 202 Ak § 7l done
flf gefol=e] e iy S 42 39 5
ASK=A7E 55 W5] L T A0 ehict

VL AR " o= O
1. 02 AIAY

2 ALY o] 24 AL ThEat Ak WA 2 A
2L AERE AAE HE PEORA ANEY
o] guElolEol Y2 £ 5 e HAIA HARI 4
(Message Design Features)< ©|24 T4 4
Sotoith. A5 AfruAllde] ToA AHo]E
ANA AA7F F 86ttt A2 o2 o]&(): Conzola
and Wogalter(2001)9] C-HIP Model, Buck, et
al.(2004)°] ARI Model)e] oJaiAl & Sd €k,

£ @7 AnlE 3 e A9 BEE 9T
sEgol GHlolE Aol BE 27 39 A
AR 279 oS24 melols) Fehe) A7
184 27)7F AHEARS] AF B7F ZEAIAQIAE
A2 D FoH)oll fromle FFS e A2 ©f
2402 duac 4840 BY BF 248 8
TF7]0lE WAoIA st 3 A A4S B
TE7E Fdtke 9F AFoRA FE Ao F
2 AFoitHBoss, et al., 2015). & A= o}7]9|

ARI model9] o|&4 A|ZtS F7IRI02H] T A
oF HIAIA] Zao]gZ HAIA] HARl S4 0= st
5ttt &, AA- AT EA FE ATE, ARI model
O & o2 &7 G2l ol At ol5/&4 HAl
A o] o2 §Hdstal o] & 7HA] HAl E4E0]
B3 57| d40 vAe YF Rlstrth o|A4H
2 H4= B35 7|0lE9 o @2 ARI model3} o] &
Aoz AAFO RN, HoF7|olg% FRAT 9
&t AS HAA 7] Bet BIHES 57] 4 o

Yoy 95
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AdE ov—f 1.27]1%J oJuf
Aol hHgt AZEo] Y|o]EV} &H|E]
e o whell, A2 AR QPR et Hs A=
AREALS] F0l0] o3t F9-7F B7] wlZo|tHWash,
et al, 2014). £2ZE{o] AHo|ES Aldf| HX|5HA
Frote 5 AREARY Het B {‘ﬁ’FE 7 4= 3
© R AFo 8N, dE HAAE BE5 ATHARQ

T g 9I5f Thefgt o] 24 /\157} a3t o]fo]
£ A= ol2gt o] 24 ALEA Y ou|E x—EEP
Qoi 2 A7 A= HE 57|08 8
QL 7t FF A, Yot K3 5717F FAHE ]ﬂ
‘4% | 2Eld 9 SFolA = TE & 52 AARE
o Ho7]olEo] W=H gl oigt B7HEt of
Yzt ditol tist H7HCoping Appraisal) Hhe &
1:71- x].7] _9__‘:7L - j4011 Oi—,—ﬂ HolS EQO}E%
© 53 57 34 583 YF= £HBoss, et al.,
2015). 29 & AFMe v asdd A7 &
4 BF BT 570 fofu|gh 93] gl Aew
UHERL, o2t 22 o8 AAsEA jith

MAPE Aol tht chA] HKYelolE)o] Bt
A E 5] wetslr] AeiMe g 2ZE 0] ¢
glo|EQ] ZAo|u v, Y& 5 A W gt o]
37} 42 o|th(Fagan, et al., 2015a). 14, &
Aol A ARGE L HAIA HARIAE EHHOA]
+ YHlolE <™ Al 34 F7H9] Aok = <lsf ST
Adlo]Eo] w3t AAZE JHE HA[SH= Zlo] AMAY
E7Fsott. 338 B9 F7F AEE gl 4 Sl
5 e AT Yo, AREARS0] FAISH] HH.

T, 71 g JoojEL HHO] AnfEE AR A}
E0] A dd & U AT 71240 IF= 8
St ot &, w2 59 AY] a5 28

=
8HA) gtk ool v, Saek A 2%0) Bot $l ¢

(@] r'_l
+ »;
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Ho|EQ] A= Al HES FE7|T 5l & Aol
oid, ofd] gAo] 23 71&4d HY(FZol ¥g 5)
= A4 AP A0k sh= 29 7164 A 27t
+ 457F Atk ol WA £ o, Ho57]0|E
o] Argsl= o 3 }(Copmg Appraisal)?} 235
7] 3748 719 AIHA WA= BHrd ST 22 AR
+ AYAEfA= E}Eﬂ] uehd 4= qltt ok, of9
gt rgeket Sl YAl vt A A7 28
o Aol

FAORE Sl AL A AT
o B3], & A7) AGE XA Al An
T bl A AEY Qg BT 9 24 &
= e FAHY AR 9Ale] gt 7tel=2kl
Btk AR, 422 ololA 49 3 29
% SN ¥l 24
{7} ‘2‘31 Uﬂﬂlxl U X}Zﬂt &4 zoly
3l 7 = n|24 AFSLo] B AulE
HHo= iﬁ:ﬂ—lli AT Zavt Ao

xE w0l AL 2GS ol%

91m rol,

N

tlo mt @ mo

o,
o}.‘_.
l-m
HI

ﬂ.]

I HAIA] HARQlo
et al.(ZOlSa bjoll =, 3
AQl E4do] qltt. YElolE B
R, AFARE )& B2 }lofof O}J_(Importance) L
o] & oo} 5}l (Noticeability), A&E|A] &otof of
™ (Annoyance), EHAHA| rotof St Confusion).
o] EAEZ & AFoA AREE T 7HA] HIAIA] HALel
o] H5 57|02 4 7 o|ZE0] WA o aTHA
O|Y=AE AFAE0] B AR R ofdjsl= H &
== 5 Ut
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X

4 gots 297 Sl
A % EZ(Noticeability) HIAIA]7} ©2L
%1‘_ 9] " Q)o] 523%S(Importance) A&
2o Ao RN, AMAR Stoj7 BRHEE L7
Al 3F+= o] A7 0]tHEmotional Appeals). 317 ©]
o] z|of YEE o]t t]x}ol 2Ho] £XELC AntE
Z 7HEke 2 olg fAKR /iRl AR AHAE
= % /AY & AL Al ARHoE Fajt g
QA7 E 4 9t

20 E, YHo|E HA| offo] ©E FA4 Axnt
£ 73E0oh= HAIA ZElojg . AA HArlo] A&
at7] A= AlFAQ 7ol B sttt PR
T, &4 %S g #sks Z3HConsequence)E &
HslA AesfoF gt} C-HIP Modelo] w2 4]
A= o] Wi AYztote HieF FAfoF 5o
7] Yot Conzola & Wogalter, 2001). & <
TFoAE AUE & 7HH ket Bste] iy 3
& S ot W&, AMgAY] A Sk ARl 1
50| 294 =0 EHHLE REH= AT 7T
Aotolet. 12jaL, A o] 29 7HgZ desto], o]
ot &4 EEHO]UJJ—} 2AA 0 s FUN AEE N2
ol5 Zgo|y HAAE +45tAH (Kahneman &
Tversky, 1979).

2 979 205 EYE £ o, o|AH A A
3} gAro] o= 1)o7} WGl AJERS HA A A}
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H|A0] 7]8] @A 5E AR o]0 BA AHEAY
zztolBjAle} Hlo|H & B o okA= /H o & f-2juiet
£ HIRS A AlA B2 F71oA AP B S0 et
A2 W39 Edj7} 51 lth(Korea Development
Institute, 2016). Privacy by Design& AAZ &
ot7] gt 8714 tAQl M2H(Danezis, et al., 2014)
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