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Proposal for Research Model of High-Function Patrol Robot
using Integrated Sensor System
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Abstract In this dissertation, a we designed and implemented a patrol robot that integrates a thermal
imaging camera, speed dome camera, PTZ camera, radar, lidar sensor, and smartphone. This robot has
the ability to monitor and respond efficiently even in complex environments, and is especially designed
to demonstrate high performance even at night or in low visibility conditions. An orbital movement
system was selected for the robot's mobility, and a smartphone-based control system was developed for
real-time data processing and decision-making.

The combination of various sensors allows the robot to comprehensively perceive the environment and
quickly detect hazards. Thermal imaging cameras are used for night surveillance, speed domes and PTZ
cameras are used for wide-area monitoring, and radar and LIDAR are used for obstacle detection and
avoidance. The smartphone-based control system provides a user-friendly interface.

The proposed robot system can be used in various fields such as security, surveillance, and disaster
response. Future research should include improving the robot's autonomous patrol algorithm, developing
a multi-robot collaboration system, and long-term testing in a real environment. This study is expected
to contribute to the development of the field of intelligent surveillance robots.
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Fig. 1. PRobot System Configuration
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Example SQL for creating tables in PostgreSQL
CREATE TABLE thermal camera_data (
id serial PRIMARY KEY,

timestamp TIMESTAMP NOT NULL,
temperature_data JSON NOT NULL
);

CREATE TABLE lidar_data (
id serial PRIMARY KEY,
timestamp TIMESTAMP NOT NULL,
distance_measurements JSON NOT NULL
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import psycopg2
import json

def insert_sensor_data(table_name, data):

conn = psycopg2.connect('dbname=test
user=postgres")

cur = conn.cursor()

cur.execute(f'INSERT INTO f{table name}
(timestamp, data) VALUES (%s, %s)",

(datal'timestamp'l,

json.dumps(datal'data'])))

conn‘commitO

cur.close()

conn.close()

E 1. SQL ¥H3t DBMS
Table 1. SQL Commands and DBMS
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(1) 124 dlolefHjolA 44
First, we'd need to set up a PostgreSQL
database to store the incoming sensor data. Each

sensor type would have its own table.

sql
-- Example SQL for creating tables in PostgreSQL
CREATE TABLE thermal camera_data (
id serial PRIMARY KEY,
timestamp TIMESTAMP NOT NULL,
temperature_data JSON NOT NULL
);

CREATE TABLE lidar_data (
id serial PRIMARY KEY,
timestamp TIMESTAMP NOT NULL,
distance_measurements JSON NOT NULL

(2) 224 Hlolg =4

You'd collect data from each sensor, format it
as JSON, and send it to the database. In Python,
you might use a library like psycopg2 to interact
with PostgreSQL.

python
import psycopg2
import json

def insert_sensor_data(table_name, data):

conn = psycopg2.connect('dbname=test
user=postgres")

cur = conn.cursor()

cur.execute(f'INSERT INTO f{table_name}
(timestamp, data) VALUES (%s, %s)",

(datal'timestamp'],

json.dumps(datal'data'l)))

conn.commit()

cur.close()

conn.close()

(3) 394 dHlolg S % A
Use Python to periodically fetch, process, and
integrate data from the database.

python
def process_data():
conn = psycopg2.connect('dbname=test
user=postgres")
cur = conn.cursor()
cur.execute("SELECT * FROM

thermal_camera_data")
thermal_data = cur.fetchall()

# Process and integrate data here
# Example: Filter data, combine with other
sensor data, etc.

cur.close()
conn.close()

(4) 49A AAZE Holg AEFY W 24

For real-time data handling, Apache Kafka can
be used to manage data streams. Python's
kafka-python library allows interaction with

Kafka.

python
from kafka import KafkaProducer
import json

producer =
KafkaProducer(bootstrap_servers='localhost:9092")

def send_data_to_stream(data):
producer.send('sensor_topic',
json.dumps(data).encode(' utf-8"))

Ei‘é glo| B2 S ARgSto Oﬂxﬂi AATRE.

(1) 11:]—74] i]—ﬁ A—]Z‘]
Python ¥ TensorFlow, NumPy ¥ OpenCV&} &
2 golEggE AAgt

(2) 227 Hlolg <3 3 A=z

python
import cv2

def preprocess_image(image_path):
image = cv2.imread(image_path)
image = cv2.resize(image, (224, 224)) # Hdo]
715k 2712 A
image = image / 255.0 # HA Zr2 H4fs)
return image
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d 23 AR

python

from tensorflow.keras.applications import
MobileNetV2

model = MobileNetV2(weights='imagenet') # AR
S5 MobileNetV2 25

@) 42A: A7 A

25 7] Y ZEdollA AA dRE TR

python
def detect_objects(image, model):
processed_image = preprocess_image(image)
predictions =
model.predict(processed_image[None, ...])
return predictions

6) 5eA: Al
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python

def track objects(detections):
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bash

sudo apt-get install
ros-<{distroy-laser-scan-processor

sudo apt-get install ros-<distroy-robot-localization
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sudo apt-get install ros-{distroy-move-base
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(1) 194 g=3t 34

283} Ao] Mg ko] BAL Fzststel dHolge]

71494& B3yt o9& E°], TLS (Transport
Layer Security) Z2EZ-S ARR5lo] B4 L S
o 4= ok

python
import ssl

import socket

# 230 d4d d3
robot_ip = '192.168.1.100'
robot_port = 5000

context =
ssl.create_default_context(ssl.Purpose. CLIENT_AUTH)
context.load_cert_chain(certfile="robot_cert.pem’,
keyfile="robot_key.pem")

with socket.create_connection((robot_ip,
robot_port)) as sock:
with context.wrap_socket(sock,
server_hostname=robot_ip) as ssock:
ssock.sendall(b'Hello, Robot!")
response = ssock.recv(1024)

(2) 224 "2 Al
3% AL AT GTE Aokl BUAN
E upxjsitt &, 783k = 9 #H3sk Hof o)H

=y "OT1Tt= O RN

python
Copy code
class RobotControl:
def __init_ (self, username, password):

self.username = username
self.password = password

def authenticate(self, input_username,
input_password):
if input_username == self.username and
input_password == self.password:
return True
else:
return False

# ARG Q1T
username = input('Enter your username: ")
password = input("Enter your password: ")

robot_control = RobotControl("admin’, "password")
if robot_control.authenticate(username, password):
print("Authentication successful. Access
granted.")
else:
print("Authentication failed. Access denied.")

(3) 35 dele mer

230] 5313 HolEE qhish st Asdh
golgio]s ¢58}, Hold vy @ eshe B4
2 Algsto] Hole ®eke ZJoke 4 Utk

python
import hashlib

def hash_data(data)
# Ho[ElE Aot Eet A3t
hashed_data =
hashlib.sha256(data.encode()).hexdigest()
return hashed_data

# tlolg HE A Hlo|EE siAlS

data_to_send = "sensitive_data"
hashed_data_to_send = hash_data(data_to_send)
print('Hashed data:", hashed_data_to_send)

olefet Het 2AE 28 AAHO] QHHA Hlold
B WARHE o mgol @ 4 gtk et U4

Aupel o] weh Wag ek 453t 7@ o] the
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Aqt, of7]olle ThRt 9 718k ARAF QIEFHo|AE
Z3l= AAE AXRITE o] A= Flask € ZHY
25 ARESto] et € o & Aol dE whEol *}3
A7F 2R 9A0R RYEHHSL AT 4 Uk
gk,

python

from flask import Flask, render_template, request

app = Flask(_ name_ )
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# A8 QIEHo]A #H
@app.route("/")
def index():

return render_template("index.html")

# AR Aol 24 A
@app.route("/control’, methods=["POST"])
def control_robot():
# AEA7E gt Alo] HHS 7S
command = request.form['command"]

# o7]oA 2EA Alo] HHS HALotes A=E
27

return "Robot control command sent: " +
command

if _name_ =="_main_ "
app.run(debug=True)

9 ZZoA index.html AREA} QIEHO|AE
Rolse HIML 93 siglol, of 3121g A4jsie]
HAC R HYE S Alofd & Q= ARAL QlE|Ho]
A5 FARI

html
{I-- index.html --)
{IDOCTYPE html)
<html lang="en")
<head)
{meta charset="UTF-8")
{meta name="viewport"
content="width=device-width, initial-scale=1.0">
(title)Robot Control Interface{/title)
{/head)
{body>
<h1>Robot Control Interface{/h1)
{form action="/control" method="post")
(label for="command")Enter control
command:{/label)<{br)
{input type="text" id="command"
name="command"><br)
{input type="submit" value="Submit")
{/form)
{/body>
{/html
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Fig. 2. How the object recognition works for patrol
robots
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Fig. 3. Full Orbit Configuration Chart
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Fig. 4. Floor fuselage (orbit) internal system
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Fig. 5. Projected completion of patrol robots
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