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ABSTRACT

The limitations of previous research on improving security vulnerabilities in power generation control systems were analyzed,

and as an alternative, a cyber security information sharing model is proposed. Understanding the operational characteristics of

power generation control systems, we examined the concepts and policies of cyber security information sharing, analyzing

practical implementation cases. We presented effective policies and technological approaches that can be applied to power

generation control systems, and their efficacy was verified through a model evaluation to validate their impact.
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Manage Vulnerabilities in information 70 : : : : : : : :
-ment security organization and . , . , . , . , w1
. 13 '14 ‘15 16 17 18 '19 20 21 22
personnel security
— year
Check on information security
awareness and training Fig. 2. Trend in compliance rate of vulnerability
Monitoring and access control of analysis and evaluation for power generation
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facilities (Power supply units,
fire safety systems, etc.) Z AAARSZ AlolH £330 q{% 37] 98l 27
Vulnerabilities in unauthorized 713 QA7) Y ARALE Ao 7 Al|o]A A
:/ccless b}ilf.laut.ho.rlzfed us:rs et 2 Aekd w4t A BojE T 9l
ulnerabilities in information R v o Ao semls o1 slok
leakage and tampering ) Ejﬁ:‘f e -,—st}oql &7 e
o 5 o} 2 235 ] =
_ Technical inspection for = ) AMskaL wek X] = TEB_]-EL _"*q— 74
Technical | potential service delays and 27H A A7) AfS sk 3RS A
outages sl oleh. el Fulel ek Al Ed] UAZ
Windows and Linux Servers, o7 2o AHRE $EZ o7 AN xxd))
PCs, Security Devices, Network 2l A7k BT s o 2w o]aSo] ulE
Equipment, DBMS, Web, and A2 S R it { hf 1_1[]“;4'
Control Systems olg] (£ 3] WAL F2 FFd= U




466 Ao A 2 E el A-E 7HedE AfolH] Bol JH I mEl o

Table 3. List of cyber security public WA A A 2208 4 OS 58 Fds
vulnerability sharing systems F83 TCP/IP 7|4ty "HAEWE 374e 723}
S — _ T WA sde A 8a] Aol HaEE A
system Provided information o] Axy 9F 2 AES WA F Aol
Cyber security threat, = A AlzEle] A4sh= WAook
analysis, policy, and trend olg] (28 3]& WA Ao A AH € AEWE A
NCTI ?f?{“m?mnl . - o] 7124l e Ae]el. Controllers] $1%% At
(National ritica vulnera ility requiring stz zho] Network Switch® & o14%
Cyber urgent action ) ] ) olal ot
Threat Valnerability  in domestic EWS(Engineering Work Station)el <2Js] 7
Intelligence) control system }‘] Ui] ,-q]o{%p]_ Eﬂ—{\—Eﬁﬂ E}ﬂoﬂkl "C].»J—T 7]‘{
Vulnerability in exploited for o] AWl EWSY AAS wAste] AAl A xHo
hacking and recommendation = g n 2 QAL o3 4 i)
DHS Warning, guideline regarding
ICS_CERT cyber security threat and
(Industrial vulnerability in control system
Control and automation device .
Systems | |
ﬁi?gg:ﬁir Viewing vulnerability, security =~ L—
Responsey based on the manufacturer Controller Network SW EWS
d t
Team) and system name Fig. 3. Example schematic of a testbed setup
Providing standard identifier
for security vulnerability and o]g8]dt AL E Ealy WAL Ao wA

MITRE-CVE | update 49l Fopdo] AAHE A9E F9 =2 o]

(Common Information on control system Zalo] =Bl T w ol A A8 o .

Vulnerabili | and software security Az 4_2]57]: Al -'4‘: © To'—i_EHZﬂﬂ

-ties and vulnerability and update 29t B4 A 2 =EEdAE o]# gk Al

Exposures) CVE Identifier, vulnerability, = WA SlEl ot v1eA AlEe) ARade

affected products and version, A A8t Th
and reference URLs 20184 olAH Al zH wFlery A
System Sﬁéicief&ﬁfliﬁiisiﬁfmﬁﬁ A A AR AR IS FA o) A A
l\i[tanufac a manufacturer becomes aware A gLl BedE FAle] A xwled AR B
urers of a vulnerability ot o] EE A g3l AYE sty T8 FF
A AAE S8 damdls wds W@sled Sl
F8 ) Aok B6 Aol= Bsolel, A S 35 5 AAsSIEH)

7 Aol Eel Aol AxE olF 2 mA Fa 20184 FRl “HAH A A28 o}
Hords thau o ARE AAT £ Ak 3 Y Beledold FEY 40 Al 29 5
2L} Fekde] iR 714ed AR - 3 QL Ao A=) FHoRd ”41337} ANE ke w
2EA G Ao A ®e HobH g S BAsla 9)84g vk 9 Hekd A

A% 518 Azg daelels So Fek Beln

3.3 LHFNAIAE Hot FokN JIME (st Maled < AlFErt2).
T AR 44 2 =il Hd NAxHAdE B3t
3 A A A 2~ E e Bl FekH o] ofEE- of

Al Al ~Ele] A7) B ARl S iAd sl o R B ubA L @A eA] WA 0 THeA
sle] A AR Y tpd] =gl HAEH S A gomA Bl HFHE 2AF] 99
5 F538te] FHRHS A F gl Weke A4 ol Axzafe} oW 7]%—‘;—% _T_!_E:]% o} 3| _‘Ez] g~
Alska sie 299 ska ks Aolth wHAlAlol A 2Ee] wet



467

AR H 53 =A] (2024, 6)

oL

4 ZeblAdel o2

3]

cheFstAl AA= AL gl

)

o

2}

]

£33} 7o)

LR

A, makell o3

h=

=

o2

&
=
e 4 o A 54

o Bkl e e Atel A

R

S ehe] S Ajolw] kn wElA Abo]H]

ot

ql_

X

FREH, Al16E(

7|4k

ol

o

zgg_

[

AA A o) 3
&= -2

=

=

1

A
it

et PRl 4

el

3]

L

, A8 AuRE PR

341

3

]

=4

Pz
EREEE I E RN

=4

s

p

AT Ao]ns)

r7hA BB k] B
oto] AaAS 7147 ¢

& A&, el

7} oh4ich.

[e)
A A g o] H A el AxE A 5

CmiE

[

I Ygte® 3

ufere 2 Al zafel] ue

L

=
L

170l 4

Rl

AzA} Aol G &t 27 |

X
L

2

=

AR,
i3
ot

olFeirle A vk w-Ee] AlEA

A s} A
91& Aolet.

A
]
“

X

o

k=

=
=

7ol 71e13))

S 3

4]1_.

[e]

\:loﬂ

A

of =7}

I AR AT
A

7}

ted Abdell =

A

T

P71 esd7] =
o]

=

xH
Ah
=

<

d

X
S

&

]

o

T
317] 8 =
Fa

-
B2

al

x

o

o

[e]

k

[ =

o
el BEoz o

1)

=

£ oeAe Aolu nake] Aughel Folo)
A=l

A iAol s iR ol Rt B

Aol $1gdel o

}

EU
pil

4.1 Alo|y| Hot HEZw A3 3 Jjo|=a2iel

V. AlO|H &

|



468 Ao A 2 E el A-E 7HedE AfolH] Bol JH I mEl o

Table 4. Laws on Cybersecurity Information
Sharing in Major Countries

Country Laws and Key Policies

Cyber Information Sharing Act
(CISA), established in 2015

Establishment of a cyber threat
information sharing system and

procedures

Development and standardization
United | of cyber threat information
States representation and information

specifications

Voluntary information sharing and
protection between private and
public entities

Exemption from civil and criminal
liability resulting from sharing

EU  Cyber  Security
established in 2014

Strategy,

Establishment of a cyber security
intelligence platform for sharing
cyber threats and vulnerabilities

EU Development of standards for cyber
(Euro security information sharing and
-pean collaboration

Union) Promotion of collaboration across

various sectors including private
and public entities

Development of automated
information sharing and compatible
sharing standards between systems

Basic Act on Cybersecurity,

established in 2014

National-level = safe  information
exchange for responding to cyber
attacks

Japan Operation of the Cyber Security

Information Sharing Platform
(J-CSIP) to facilitate information
sharing and joint response to cyber
threats between private and public
entities

413 HEZS Jlo|E2fel 2 2=

M

4.1.3.1 NIST SP 800-150

NIST(National Institute of Standard
Technology) 4] 233 SP 800-150(Guide to

Cyber Threat Information Sharing)< &3}#
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Table 5. Establishing and Participating in
Sharing Relationships(6)

Define Information Sharing Goals
and Objective

Identify Internal Sources of Cyber
Threat Information

Define the Scope of Information
Sharing Activities

Establish Information Sharing
Rules

Join a Sharing Community

sdIysuorje[ey
SuLIeyS SUIYSI[qeISH

Plan to Provide Ongoing Support
for Information Sharing Activities

Engage in ongoing communication

Consume and respond to security
alerts

Consume and use indicators

sdIysuorjerey
gurreyg ur
gurjedonied

Organize and store indicators

Produce and publish indicators
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4.1.3.2 ISO/IEC 27010

ISO(International Organization for
Standardization)2} IEC(International Ele-
ctrotechnical Commission)el#] =33t SO/
IEC 27010 =7} <1z} 4ks] 53} ze] =IzHgH
7R T 2 AF A Hks Astsly] Sl
N A EFo o)

ISO/IEC 27010 l} g “J{P = 2 =,
5 2 olF A Y w gk A=

&
Y IRES % Zﬂ%’—ﬁ}l et
97

4
30, °
e

= o,
)

AA; AFEES )3 AlolH 9]7] AbSbellA T AR
o] obde ¥-fof 78 QZets HEshs A Hx
2 ool (& 6)7 2 EFS Alksta el

Table 6. standard rules to prevent security
issues when transferring confidential
information (7)

Exchanging information between
organisations

The risks of sharing knowledge
standard

Introducing controls to mitigate

rules .
such risks

Potential incidents which could
occur
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Fig. 4. Data Collection Threats Satisfaction(14)

Table 7. Reasons for low satisfaction with data
collection threats(14)

The lack of information sharing

Reasons and diverse data collection paths

for low Challenges in applying collected

satisfaction | information to internal
environment and services

The difficulty of adequately
collecting threat intelligence

data
Reasons :
for low The challenge of selectively
. . incorporating abundant threat
satisfaction

intelligence data

The insufficiency of tailored, up
to date threat intelligence

o2 Aol Eol HHyfroll iyt Adsidot 7]
4 Alzgle] Ak & A

2 AR A5 ke AR 71eH SHeR
el Sl (& 8] At

<
=

Table 8. Measures to Enhance Cybersecurity
Information Sharing

Category Promotion Measures

Establishment of legal basis and
procedures for information
sharing

Encouragement of participation
from various public and private
institutions

Exemption from civil and
criminal liability for sharing
cyber security information

urewo(] £21704

Compensation for information

sharers and reporters

Development of secure
communication technologies for
information sharing

Automation of large-scale data
processing

Development of data processing
technologies for classified
information, etc.

Provision of tailored, up-to-date
information is crucial

UTBWO(] [BI18070UYI9 ],

Evaluation of shared information
and identification of information
ratings
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Table 9. Asset Information Input Example

Facilities (Szlggf;t heading
Host EWS
Manufacturer EMERSON
Model OVATION
Version 121
P 10.10.10.10
(01 Window 10
Implementation time 24.4.10
Responsibility Gil-dong Hong
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MASSEt + \iil,rll,ira Integrated Cybersecurity

7:2;%;8 Colllzcltiyon Information Sharing System

Fig. 5. System development process
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Fig. 6. Asset Management Overview
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Table 10. Cyber Threat Intelligence Automatic
Collection Technology(15)

Clas‘s1ﬁ Detailed Technology
—-cation
Development of technology for
collecting known cyber threat
information based on C-TAS and
other feeds
Gathering OSINT information
from websites, blogs,
newspapers, etc., using crawling
. techniques.
Autome}tlc Development of technology for
Collection . . .
based on | Mmanaging the history/statistics
of collected information
Feed/Cra
wling Development of technology for

automatically collecting
associated/supplementary
information related to collected
cyber threat data

Construction of an active
collection channel management
platform based on virtualization
technology

Construction of a NoSQL-based
data management platform for
processing large volumes of data

NoSQL Establishment of databases and
Data development of information
management processes for

Managem -
—ent handling large data volumes
Platform | Development of methods for

for Large | managing the history of
-scale duplicate collection information
Collection | and handling duplicate data
Data

Design and construction of an
architecture for distributed

storage and processing/manage
-ment of large volumes of data

External vulnerability exposure site
\ el
e ABB cueRson

Ja— T ——

Real-time data collection
Internal vulnerability
. assessment criteria
- - .
Asset management e st () ey

Fig. 7. Vulnerability Collection System Overview
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Fig. 8. Cyber security information sharing
integration overview
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Table 11. Comparing methods of security
vulnerability management
) Existing
Category Method Proposed Method
Cyber threat Automatic
information collection and
Vul'n.eraf manual search | classification
bility — -
Collec | Difficulty in Real-time
~tion identify and notification and
respond .
action
promptly
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