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Abstract This study proposes a secure keypad structure that can adapt to screen changes in mobile devices
equipped with stretchable display. For this purpose, we compared and analyzed the authentication methods
applied to current rigid form factor smartphones with those applied to rollable and bendable display based
smartphones, which are the previous stages of stretchable display. Based on the results of this analysis, we
identified potential user convenience and security safety issues that may arise in the form factor structure for
smart wallets, multitasking, screen expansion and media viewing, and gaming and entertainment applications
where stretchable displays will be applied, then proposed a security keypad structure for these form factors. Our
keypad structure provides enhanced user convenience and security compared to the structures applied in the
smartphone environment based on the conventional rigid display form factor and rollable, bendable display form
factor.

Key words :Rigid Display, Rollable Display, Bendable Display, Stretchable Display, Security Threat, Social
Engineering Attack, Smartphone, Secure Keypad
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Figure 1. Example of shoulder surfing attack.
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