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Study on SBOM(Software Bill Of Materials) adoption in domestic
companies :Focusing on the moderating effect of management support
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Abstract With the development of ICT, the use of software has become essential for organizations to exchange
information or manage operations. However, security and software management issues that have increased with
the development of ICT are issues that need to be continuously addressed. In 2021, the U.S. government has
standardized and established SBOM as one of the countermeasures for software security. This research was
initiated as a study to lay the groundwork for the introduction of SBOM in Korea. Based on the effects of
SBOM characteristics on adoption intention, we tested management support and institutional support as
moderating variables. As a result, security management was found to be a significant moderating variable for
management support, and transparency was found to be a significant moderating variable for government
institutional support. This study verified that SBOM adoption requires both corporate and government efforts,
and the variables that are important from each perspective are different. We hope that this study will contribute
to the development and adoption of SBOM.

Key words : Software Bill Of Materials, Software, Top Management Support, Institutional Support

«3]9), st dishd Adstat whatag (1A A Received: March 4, 2024 / Revised: April 10, 2024

7 3 °J VAt aL g et} g (Ll A7) Accepted: April 20, 2024

ZSRallk 20246 39 49, FAHGEY: 20249 49 10Y «Corresponding Author: shlee@kornu.ac.kr

AAEAL: 20249 49 209 Dept. of Assistant Professor, Business Administration,

Nazarene University, Korea

=279 -



Study on SBOM(Software Bill Of Materials) adoption in domestic companies :Focusing on the moderating effect of management

support and institutional support
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2 1. SBoM 249 Jjo|E2fel E|AE (NTIA2021)
Figure 1. List of baseline SBoM Elements (NTIA 2021)
SBoM Flement

Deseription

Author Name Author of the SBaM entry

Supplier Name Mame or identity of supplier of the compenent in the SBoM entry

One or more component name(s). May include the capability in case
Component Name
of multiple names or aliases

Version Stnng Version information which aids i identifying a component

Cryptographic hush of the component to uniquely and precisely

Component Hash
identify a binary

Unigue Fdentifier A unigue identifier of the component

Relationship is inherent in the design of the SDoM. This could be

inelides (downstream) or inclided i (upstream). A downsiream
Relationship component is the one towards the consumer whereas an upstrean
component is towards the supplier.
Refers to a component representing its  immediate  upstream
relationships, Four categories cover these assertions-
®  Unkpewn: This implies that immediate upstream (towards the
supplier) components are not currently known and therefore not
vet recorded.
*  Rooi: Thas indicates that there are no immediate upstneam
relationships.
Relationship ®  Partial; There s at least one immediate upstream relationship
Assertions and others may or may not be known, Known relationships are
documented.
®  Known: The entire set of immediate upstream relationships are
known-and documented.

ZEX: Arora, Wright, and Garman, Strengthening the Security
of Operational Technology: Understanding Contemporary Bill
of Materials (2022)
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Table 3. Reliability and validity of measurement items
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Table 5. Result of Research Model

7Hd Estimate| SE. | CR. | P |23

L1]| 73} 0270 | 005 | 5448 | s | A

L2|Heke] — =qiejw| 0120 | 0053 | 2.276 | 0.023 | A
13| 54 — =e%| 0153 | 004 | 2.824 | 0.005 | A4

X2 197721+, CMIN/DF: 2.018,
RMR: 0034, GFI: 0955, AGFL: 0.938, NFI: 0.974,
REL: 0.968 IFL: 0.987, TLI: 0.984, CFI: 0.987, RMSEA: 0.044

#p<=0.05, **p<=0.01, #++p<=0.001.
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Table 6. Results of Moderating Effect Analysis
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