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Abstract Soldiers serving in military units and institutions are subject to strict security policies and technologies
because they handle sensitive and confidential information related to national security, so they are likely to
experience security stress. The purpose of this study is to recognize the need to manage the security stress of
military personnel and to suggest management measures. To this end, a literature study was conducted on 12
KCI(Korean Journal Citation Index) journals dealing with security stress. Since 2016, research on security stress
has been conducted mainly through empirical analysis through surveys. Studies related to security stress were
divided into studies dealing with factors that affect stress, the relationship between security stress and security
compliance intentions, and factors that reduce security stress. In particular, it was confirmed that factors such as
organizational justice, organizational technical support, and security feedback can alleviate security stress. Next,
by applying the results of this literature study to the defense security environment, we presented security stress
management measures for military personnel in terms of improving security-related organizational justice
awareness, technical support, and security feedback. The significance of this study is that we recognized the
need to manage military personnel's security stress and reviewed practical measures related to this.
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Table 1. Domestic research trends

Author (Year) | Method Variables
K.5. Im and Information Security Policy,
HY. Kwon Security Compliance Intent
(2016) ¥ Homp
S.H. Hyun and Work overload, Invasion of
CM. Lee (2016) privacy, Work uncertainty
LH. Hwang and Role Ambiguity, Work Conflict,
S.W. Kim (2017) Security Compliance Intent
ILH. Hwang and Distributive Justice, Procedural
S.J. Ahn (2019) Justice, Informational Justice
HY. Choi and Trust, Reaction Cost, Security
J.Y. Kang Compliance Intent
(2020) P
Security Compliance Intent,
I.H.(ZEIZ\g?ng Value Congruence, Information
. Security Feedback
Empirical Techno Overl Compli
L. Hwang and| Analvsis | B e on
3 (Survey) ’ 3
SH, Hu (2020) Fit, Technical Support
Compliance Intention, Techno
LH. Hwang Overload, Techno Complexity,
(2021) Organization Justice,
Organization Trust
EC. Park and Work Overload, Security
K.S. Jeon (2021) Compliance Behavior
KH Lee and Security Compliance Attitude,
CK. Jeong Subjective norm
©2022) !
Perceived Norm, Security
E.C. Park (2022) Vulnerabhilities, Security
Behavior Intention
LH Hwang and Orgamzat.wn JusFlce, Posfmye
YS. Lee(2022) psychological capital, Security
o Compliance Intent

29F =5 Ok b ¥ WA, meb ~EHR] e
2318 BE d7E TEE
L B 2Eg X S vA= 29

A HQE 2EH 2] S WA= 29e 2
A5 AR, S8 el o8] AXE Bk
AR frof o] mek mEHze] F()9] FFE H
L, Bekg e} QxE BAYE Hoh 2Bzl (4
o] FFE A A AT A% A76), =
4 FARbEol B/ 9 A, ZefolWAl As, 1
gar 95 =gl HE AEw A GFE vHIT

AFge] mek ZaEel tg sk ne 2ey

) o
29 B ML BPPAE B2] e ke
H wgHlgo] F4F uek 2EU} 374 4 9
e AT, T 2H TAe] AAshe ¢ Al
Hol 2EdZA A9 FFS AT A FE
Folgiei2). ol AesAd 2AolH Annore
I ECIEE ST

=
o
ox
lo
e}
oS O

Qo] 53} 7
|28 F7hA71E
JECEREE
SEEISE B et

&
=
rg
=2
-4
oX
o,
o,
11
2
o
2
lo
x
ofo

5 =AAY, ol
Edr) ey,

°
o o
[
=
<
3o
o

|
¢

2. Holt ~Ey A9t HotsEd o9& QA
ojg|gt Hol ~EY AT 7Rl HES o)k o

= VA= AR F45a vk 5834 Aol

ofk

N,
)
_0|L
rlr
o
2
[
|m
iy
[>
N
T
o
N
¥
o
ol
)
1
)
2
(o,

& HRITR: A7 At AN vk lewlb], &
A EAARGOl 2o ARBCE A 8l V] 5o
I dgo] AEERE &

o e AFE

1o ki oo of
ro
éll
Ir
N,
rlr
A
4o
i
fol
oX

v}

VS

=
=

il

Bl S
rd

4o jﬁ o
il
°

=
My FH

o
ol
ro
ol
“F
i 1

£ B
N
M e o
=)

>
[
=
>
L
fz
=
HN
als
32 1o
o o
lo

o

oA oo o 1x
)
=

.
2

[R5 N A e A

ol

o

)

o

o

I

2

°

fot

-0,

s

32

My

& o

E

B

e
o
o
> o ox
ey

Iz

ol Hy
o lj_ﬁ
-5
01:0 —(E
oo
K 2
¥o, 2
rlr of,
o
tlo
=)
20
ul
Ir
Y,
=)
=)

m
r=)

e
RN
r
)
=
oL
=2
o2
o
=
)
o o

o o
R
)

N
41
ox.
e

“
s
o
L
o
re
-1
i
~|
= [ A L o

4
o
o,
ox

2|
f

o
0,
o2
offt

o 1o

e
o
il
BN
=
QL'
Eu)
rlr
>~
>
1>

o

>

IN

2
o
(i
M
_]>v

£

xo M

BN
N
-
o
Fﬁ
©
Ir
N
rlr
[
rO
[
[m
i)
[>
N
o\
N
(3_‘(1
o ¥

24 AAe Bt £FEL IE + vt
Q
a1

EY2E dlasAY d8kehe



Apel}

FoE

gl

&oll HE

=1

1 s

o
pil

Z H

3 g

]_

[e]
pil

EAZACE

-

.

Security Stress Management Plan for Military Soldiers
}

AHS

o]

=

=

2

s

Al
4

7194l

p

.

s

°

7%

Mo o) T or W R H T T o T e P ®ds AR FPRTFEETRT R R
FORRE T W W BT TE T RNT Wy T E g W TN T
S FHo = Ty T R D g B WG
Wy Ho w n_,\ﬂﬂb.l‘ﬂvuﬂrmo_e]_vmﬂ N —~— & % Ko o o B < o) o 5% e ~
ool T o o= B e T T el oy o R e TR, TT g R
[ S - R =S SO R A~ N R R T (R
op TR ooy OB Xy W e L xE2 Ty _mwT METTRL e o L
o M o A TR I NI -l W i N g S S
BT eNoEREed® TPEREISACCERGG bz ptl w
- R el I P TS I SN R B B B oA QI
T X®ET 5 P o W B o o BEX 2L E RS AT SECH I
W X p Al No oy = ® P m o LS T sy em W oxy® R 5
LT R ol o f A R s R A N o N T
— o om RV o K| X N & o - % N RT H o Eh pu
oK G AR g ' A I ISR - (< oy ar %o B0 SR L omo OF W w = Ny
T AERTIN T ey T o AR TR eEL ARSI el T
GETGEel  E DlR  a  IE A
. =K = o oF T " 7= K R 2 F = o X R = A (TR X
CRRT O R TR g R BRI A TR - RS
(L S A S = o FE QR orno o oe"F OB R o
TRy TR BRRT AWM g g gl R s pmaw AR
I T A T SO - B M =< S e e SCICINC)
O‘Iﬂ_ylﬂ._m_lmﬂfq‘uvq E?LE]LEE.*‘)AI\LI\I_#IE CEX‘I,LIO}]L]WPO JuOﬂAJlL
H D=5 mMuto,mn_AloE _sﬂﬁao_ﬂwﬂuTﬂmLtLlioonmﬂooo,_%iﬂ% R
o~ il O = Ao | - T ) ™ — 5 ~° - ot N o~ o oK of R Ty o ™ T R ol el
RN S ! A iEbrsEAnlbw  TT kR X ® Fo ot o
SOl B L I S R B I S ex P B T S ot !
FRTEaRA R TRl Y WTRIRIHTRABERTERT T R oW PR WA
e RN U RN E AR E o TABTTFIT R TRV T WS W
om oo T B B U R - ol oy KU N o RO O o B R Mo of o
% o BA e T Nz o ) 20 o o e N B e r Ho mp =T B
TN aEm R SN S Pl T JH B 7 A o B AW N e oa B
S~ S = B PR e R ) Mmoo T O T Lok R o BT g
Mo o T o L N ol pxw e w
%],%Ltoﬂemomzar%mbara% T T e R ST e
EM»&&.%,NMJ e M d w e Pae RS EO O TR N S
e F S x° oMY R om o 0 R . Mo R W ol zo X % T W
712.' ﬂﬁﬂoaﬂﬂowtﬂuilio‘m—lﬂ = H.#]\;lmﬂ __AHLA_IZI#mﬂ o%ﬂo%&oﬂiﬂ
@ﬁﬁ?ﬂazo%_@% wooE m; nnu%mﬂﬂ%ﬂmag%ﬂ oo e XK= g
%ﬂ%@%&%zﬂ%gmwuur d FHE NP R SR -
Ho TH b = W o ) J ans P o -3 _
ﬂ%%yaimawwm%nwa L BTG HET DT el O
"Ry poL oW s o - 0 oA wE 0w ) N e o o X
] 5 P A Roop o2 O Woabw T T e L W Moo 0N R T m
T oW Al AN el R H R ~ 0 —= N = =
w Mo oW o o RNl M B I pM gD R E ek
H o NPT Y PR P g IREFATUNL BN 4o, =P Uw g
To! = ~ 73 ol - ol s I = rd o E R %o
e dled i i¥ndec” w ZoxReleRP ST lz2 Bz
~ X — T 0 - ) 10° o o o X -
%%%gﬂozo%%wﬂ%%imﬁ% KO %ﬁmoawwé@%v I T
TR T WO F PR 7o = o T EHB T Rw B R e A
ﬂ_.i ~ oW o e 2R ~r — rH P N G < o = e o
S RPN N IR N Y I A = s W NS S S I x
W e T T TEwR > B TUwmEmam o N N bR ) R
WA N OB OROR OB R oo o w < A - TEW oW T e W% RO o — =% T o B oo W

- 64 -



b gl Bekg A Bl iAol o

pud

|3

COEED

}

ko)
pid

The Journal of the Convergence on Culture Technology (JCCT)
Vol, 10, No, 3, pp.61—67, May 31, 2024, pISSN 2384—-0358, elSSN 2384—-0366

ﬂﬁ%@%ﬁ?mﬂ%ﬁ% _ﬂMnﬂm,x%mwn_/nﬂﬂgo%ﬁ%ﬂ%mw%%
g RGeS M - AL O i I S RO S B S A
xa_dhauﬂuT_zT %O of _ T o X ~ o B om- X < KN
9 5 ofn L&MﬁTHoZEoTAT_ e ICLS Ao
or%l,m_xorﬂ@um]oﬂaﬁw“E o == B TN N Sl BTl - -
LoD TmRom W — quﬂ|idr,_%0txLo,_7_1meuTLnﬂmﬁE;HqJ¢
. T = om 4w B % g o o o, BT AKX
W o =® 2T b5 I om 70 moor BN A K 2 LS To =
A Tl S N - NI B T of TR S gy
= A - ) NP EE gl a By w
o Ak X Wom R Eﬂu.ﬂ%yl C =Ty o o
s ml TN OE N mr W o= BN g = Rl LGB
du W = ° N fm oo o o o R = I NI C - e R TR
A TR T CE T R o OF Ny
Mook % om L, b H D T < P T L
wo R e i:.odaﬂ Mﬂl_l‘_fPo - o Wood AR’ AT,Urﬂl
=) = o X T o4 x| oo Kooy =W KR i
Pro Lol BYY T ORTERroa Bl deglw’o
= — T o = o =) el -~ 9 o T
LEERREEESIEs, Lol Cwea P BPET O XDEL
oW T = N N T T DB R T A ~ B o ) ®
o o do = = ° R T L 0
= Az U o ) T - R N By
N & o % 5 &% o oF o M_uLNLﬂ%]E@aau%an%d.ﬁ%énla«,ﬁw
R I RO S SO R S ol O AR A O
~ . rva wo = = T —
C R N N R SN S S L B = - N A N
Rob P e rhds He P IPXTT 2D 3  PERFE T ®
oo m W ode ool T T Y K ~ T W RS TR o R HT RO o B o
TErdETégaTEaTEed gazesy  ggazea
bSO LS =N o N R X0 = bt oF m o o) Mo
__#Poma%?x?W@%do_a%%zmﬂﬁa AT%@_%%% T o A g
%;Houog%%%M%%%ﬂ@%@ﬂ I TR
TR I i S N A I S B RN N
—_ ) X0 NN H = o —~ — .7A1r1_o oF d&ﬂﬂﬁé
° oo M o o i R oo ow oo 2 Eﬂ%i .
Pl T EE I TR IR Y P4 DT N
MMWEAMTMOMHEﬂdJMﬂWOLtoﬁa,mw_w‘m ﬁh;ﬂojmowtau% wmﬂ,o',ﬂ/_@wlﬁh
- — O —
%%%ﬂ%%ﬂ%iﬁﬁmﬁwrm@wmﬂﬁ %ﬂerﬂnmﬂﬁﬂﬂn o M T, T
s LﬂNlﬂ.H Ui Mﬂ — A [ woD ﬁﬂﬁoﬂ
S R B w o P L N e p AR T
W wmT T A oW o gy X ogs X9 =F ® = . ¥
Mo ok A g & e L X HYwwE X B T Fo
R w o W — W E oy X g o= =o %o o W — Wrowo
%mwm_x?:%%%mrﬂo%mo? TR 2T %N ® L .omPT
T ey re W Wm 2 x P2 Wo gy d o 0o e85 =w
o o P oo O & o mo sy K XN e N s G o X0 R
B e HERE LB o %, O gy Cwmw o gog ey TR
@1%&T%%ﬂo»%%i%@ﬁ%m E@maﬂﬂmﬂg - aFE e
»o;ﬁﬂijAE%%mmt%ﬂ E I A T ol mwmnﬁ%%ﬂ%
NS N o - N TR . T NN RS Nl o R T i
n_mo,UI.LtXQ#O q_l‘ﬂﬂ_dl\ly!iAgZD}]MQEJU}aLﬂOEOﬁO‘mﬂ A#.EXJlo\.ﬂjwljloﬁ_/
R oo K o+ h X %0 B0 - 2 W " ~ < X2
T o T W TR E e e N o o« N R T R
o M AR oo BRI OB MW o R OR R e ol B K w Mo o T = ®

201614 ©]

L

fu

O;

AZEY 932 o) FolAm glrk F& AT

1

0]
psl

oA HoF ~EH <9 AEE AT

fle] ofe ae
- 65 -

9|

F o]

9
pul

B Bl giAgel iy

L

.

st

o

el A 7=



Security Stress Management Plan for Military Soldiers

Ao Al M frEem R 4 gk ¢ Bt
2EY 2] JGFS WA= 2907 mebgHe) B3t
A, 97 ke, AR e, iy el o W
F7h Wel 2Edze Q(+)o] dFE mHen], 24
of BoF ZAel| ok Ao} whenlge F()H IF
A7 = Ao sl o 24 744

i 2 ] #AE uE o

9] ROl ~AEHA F
TE T3 Hel ~E
Golxm g A9 HolrRES sy

= | 4

~E# 29 7t aghs A4 = U
NES o

= f84

rO
-
=2
.
i

R
>
N
O [
2 o
N
[m
W
it
e
)
9(_1(
2
ass
By
rlr

N re
ko

-0,
Ay

ox o

ok ¢

ok M
fo, i,

m
iy
v o

ol
%
(Y
L)
il
me)
N
ol
ol
N
f
:Onl_a

£y
L

ko

2,

;10 N
2 28
> o

of 1O v
¥ N
oy

2 ol o & o 1o
il
off
ol
——
)

o

2
>
e
P
~
rO
-
L
oy
m
2
>
lo
lo
N

m e
o
JN
=)
N
ity

e, 2

o oo
o

rlr
Sk
oX
o
o
AN
2

H
o3t
ok
Lo
2R
[-'0
FN
it

11> 2
m
>
i
ol
o
oz
8, Al
o g
-
rlr

A oo E
oZ [0 o
T
%l
o b4
%’W&
r%m
o g
2
\rﬁiﬁrjj
oo
i~
ﬁi‘l:
o —°
t B
rl,Nﬁm[ol‘lF
e e
- e
£
2w~
hry

e
L

=
-
N

o w os B
Szt g B 2y
P

o to o
off
ol
b
N

=2
=,
o
oo
i
o rr
N,

flo ok

f
X9,
)
re F
=

MR
re
-
1o
)

[ o
BN
>~

k)
ooy T

rot ol

Lo

N 0}{‘11
re
e
-
il
K7

O
o
lo
i
2
>
{m
=)
Iy o
rJ

oL
rO

References

[1] D'Arcy, ], Gupta, A., Tarafdar, M, and Turel,
0., “Reflecting on the “Dark Side” of Information
Technology  Use,”  Communications of the

Association for [nformation Systems, Vol. 35, pp.
109-119, 2014. DOI : 10.17705/1CAIS.03505

[21 E. C. Park and K S. Jeon, “A Study on the
Effects of Influencing Factors in the Security
Environment of Military Organizational Members
on Information Security Stress and Security
Compliance  Behavior Intention,” _Journal of
convergence security; Vol. 21, No. 3, pp. 93-104,
2021. DOI : 10.33778/kcsa.2021.21.3.093

[B1E. C. Pak, “A Study on the Relationship
Between Psychological Factors, Security Stress,
and Security Behavioral Intentions of Military
Members,” Review of Korean Military Studies,
Vol. 11, No. 2, pp. 151-177, 2022. DOI
10.34166/rokms.2022.11.2.151

[4 G. H Kim and K. D. Park, “A Review of the
International Trends in Artificial Intelligence
Impact Assessment Research,” Jowrnal of
Next-generation Convergence Technology
Association, Vol. 6, No. 4, pp. 615-623. 2022. DOI
: 10.33097/JNCTA.2022.06.04.615

BIK S. Im and H Y. Kwon, “A Study on
Influence of Information Security Stress and
Behavioral Intention for Characteristic factors of
Information  Security  Policy  Perceived by
Employee,” The Journal of The Institute of
Internet, Broadcasting and Communication, Vol
16, No. 6, pp. 243-253, 2016. DOI
10.7236/JIBC.2016.16.6.243

[6] S. H Hyun and C. M. Lee, “A Study on the
Hospital Worker's Security Stress,” Jowrnal of
convergence security, Vol. 16, No. 7, pp. 41-49,
2016. DOI : G704-001662.2016.16.7.011

[71TH. Y. Choi and J. Y. Kang, “Security
Enhancement of Public Organization Members
Based on the Protection Motivation Theory,”
Journal of Inormation Technology Services, Vol.
19, No. 6, pp. 839, 2020. DOI
10.9716/KITS.2020.19.6.083

[8] I H Hwang and S. W. Kim, “A Study on the
Inhibitors and Task Coping of Information
Security Related Work Stress of Employees in
Finance Industry,” 7he e-Business Studies, Vol.
18, No. 3, pp 146-165, 2017. DOI
10.15719/geba.18.3.201706.147

O] H Hwang and S. H Hu, “The Mitigation of
Information Security Related Technostress and
Compliance Intention,” 7he Journal of Information
Systems, Vol. 29, No. 1, pp. 23-50, 2020. DOI :
10.5859/KAIS.2020.29.1.23

[10] K H Lee and C. K. Jeong, “A Study on the

- 66 -



The Journal of the Convergence on Culture Technology (JCCT)
Vol, 10, No, 3, pp.61—67, May 31, 2024, pISSN 2384—-0358, elSSN 2384—-0366

Effects of Information Security Policy Types and
Information  Security Stress on Information
Security Behavior,” Journal of convergence
security, Vol. 22, No. 1, pp. 113-120, 2022. DQI :

10.33778/kesa.2022.22.1.113
[11] I H Hwang and S. J. Ahn, “The Effect of
Organizational Justice on Information

Security—Related Role Stress and Negative
Behaviors,” Journal of The Korea Society of
Computer and Information, Vol. 24, No. 11, pp.
87-98, 2019. DOI : 10.9708/7ksci.2019.24.11.087

[12] I H Hwang, “A Study on Mitigation of
Information  Security Related Work Stress,”
Journal of Convergence for Information
Technology, Vol. 10, No. 9, pp. 123-135, 2020.
DOI : 10.22156/CS4SMB.2020.10.09.123

[13] I H Hwang, “A study on the Effects of
Organization Justice and Organization Trust on
Mitigation  of  Techno-stress  Related to
Information ~ Security,”  Journal of Korea
Academia-Industrial cooperation Society;, Vol. 22,
No. 7, pp. 435448~ 2021. DOI
10.5762/KAIS.2021.22.7.435

[14] T H Hwang and Y. S. Lee, “A Study on the
Effects of IS Organization Justice and Positive
Psychological Capital on Mitigation of Role
Stress,” Journal of The Korea Institute of
Information Security and Cryptology; Vol. 32, No.
3, Pp. 575-590, 2022. DOI :
10.13089/JKIISC.2022.32.3.575

[15] Judge, T. A. and J. A. Colquitt, “Organizational
justice and stress: the mediating role of
work—family  conflict,” Jowrnal of Applied
Psychology; Vol. 89, No. 3, pp. 395-404, 2004.
DOI : 10.1037/0021-9010.89.3.395

[16] Colquitt, J. A, “On the Dimensionality of
Organizational Justice: A Construct Validation of
a Measure,” Journal of Applied Psychology;, Vol.
8, No. 3, pp. 386400, 2001. DOI
10.1037/0021-9010.86.3.336

[17] M. K. Cho. (2022. 10. 20). 200 military security
violators each year, and the number of officers is
18 times higher than that of ordinary soldiers.
https://www.dnews.co.kr/uhtml/view.jsp?
id xno=202210201204463200763

[18] Ministry of National Defense, Defense Security
Operations Directive, 2022.

- 67 -





