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A Study on the Influential Factors of Intelligence Internet of Things
for Establishing Smart Supply Chains
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Abstract

Internet of Things (1oT) is a term that has been introduced in recent years, and it defines objects being
able to connect and transfer data through the internet. Although some loT-related products are currently
available in the market, there are still some loT problems that need to be overcome, such as the technology
issues and lack of confidence and understanding of IoT. This study aims to analyze the influential factors
in building successful 10T system for smart supply chain. This study develops the Analytic Hierarchy Process
(AHP) to evaluate the influential factors in loT. This study finds that tangible factors (Technology, Value
and Connectivity) are more important than the intangible factors (Operation and Intelligence). Finally, this
study concludes that after enterprises build a good l0T connectivity system, it is essential to combine this
with good 10T technology to create a successful loT environment. The findings may help practitioners implement
loT in smart supply chains to deal with disruptions, risks and vulnerabilities in the post-pandemic era.
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<Table 1> The Stages of Intelligence Development in AloT

Stand-alone Intelligence

Interconnected Intelligence

Active Intelligence

Stand-alone devices accurately per-
ceive, recognize, and understand the
user's commands, and make correct de-
cisions, execute, and provide feedback.
There is no active linkage between de-
vices, and the user is required to give
instructions for the interaction be-
tween the two devices.

Interconnected and interlinked prod-
uct matrix, using “one cloud/central
console, multiple terminals/sensors’
mode. Break through the “island di-
lemma” of stand-alone intelligence,
and continuously upgrade and opti-
mize the intelligent scene experience.

The intelligent system is ready to pro—
vide services according to user behav-
ior preferences, user image, environ—
ment and other types of information,
and is truly capable of automatic learn-
ing, self-adaptation and automatic
service improvement, and can proac-
tively provide the services users need
without waiting for users to give in-
struction

Sources: 2021 Global Al+IoT Developers Ecosystem White Paper, Gartner
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{Table 2> Research on loT Technology Applications

IoT Components Explanation

ToT Operating | It has the ability to meet the demands of various hardware structures (Hahm et al., 2015; Haddud
Environment |et al., 2017]

Processors used by the IoT devices have the ability to provide encryption, robust security and

IoT processors can support embedded devices and operating system (Haddud et al., 2017: Wang et al., 2015).

The security technology is required to avoid physical and information tampering on IoT platform
[oT security and devices (Haddud et al., 2017: Omolara et al., 2022) because trillion of equipments across
the globe are connected that enhances the chance of information used (Kamble et al., 2018)

New analytics techniques and algorithms are required as the IoT stores real time data which

IoT analytics is voluminous [(Mikusz et al., 2015]

IoT Device The firms must have the ability to manage millions or thousands of interconnected devices (Perumal
Management et al., 2015: Omolara et al., 2022)

[oT Ecosystems | Communicate and interoperate are the basic characteristics of [oT system, associated application
and Standards |program and standards are needed (Haddud et al., 2017: Vermesan and Friess, 2013)

Low energy IoT |It was predicted that till 2025, the wireless IoT connectivity will be replaced with low-energy
Networks networks (Bulusu et al., 2000: Thilakarathne et al., 2022)

Low-Power, It is expected that narrowband IoT which has the capacity to enable communication with high
Wide-Area speed, higher battery life and nationwide coverage will dominate the [oT space [(Raza et al.,
Network 2017].

Distributed Platforms which are based on parallel computing architectures are needed for the support of
Stream Processing | distributed stream to analyze the real time data (Yu et al., 2022)

Platforms which are based on IoT infrastructure must ensure effective device operations and

Platforms management which includes data storing, analyzing, and sharing (Lucero, 2016 Jia et al., 2017)
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Constructing a Pairwise Comparison Matrix
for Evaluation Criteria by Respondent

|

Calculation of Consistency Index for
Evaluation Criteria by Respondent

Excluding
Respondents

Calculation of Integrated Geometric Mean
Matrix for Evaluation Criteria

|

Calculation of Weights between Evaluation
Attributes and Criteria

<Figure 2> AHP Process
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(Table 3) Hierarchical Model of Influencing Main Factors for Establishing Smart SCM

Main variables Operational Definition References
Connectivit A kind of ability that allows enterprises to have constant communication | Chang et al.(2014),
Y among loT objects and IoT facilities by using IoT technology Hsu and Lin(2016]
Intellicence The degree of understanding from IoT machines when operators need to take | Chang et al.[2014],
& information from them or give them an instruction to complete work Wu et al.(2017)
. . . Balaji and Roy(2017],
Value A subjective opinion of using IoT technology from users Hsu and Lin(2016)
The mixture of several technologies such as semantic and security technologies,
Technolo embedded system, and sensors have explained it as the network of software, | Khan et al.(2021],
&y sensors, databases, hardware, devices and systems, all these components | Wu et al.(2017)
are making the work easier for humanity
. A novel paradigm and connects the pervasive presence of various objects to Hoffman and Novak
Operation . . . . . (2015), Desingh
the internet by using wireless technologies to reach desired goal (2021)
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(Table 4> Hierarchical Model of Influencing Sub-factors for Establishing Smart SCM
Main variables | Sub-variables Descriptions References
Compatibilit A function in [oT systems that can transmit and analyze Hsu and Lin(2016),
D ¥ different types of data between IoT devices and objects Dias(2022)
Standardization A process that 1ntegrgted operating H}terfaces for every Balaji and Roy(2017)
user with any IoT devices
Fasy of Use Refers to whether IoT application requires some level Abdel-Basset[2018],
Connectivity Y of proficiency from its users or not Shuhaiber and Mashal(2019]
Securit The security technology is required to avoid physical|Haddud et al.(2017). Omolara
Y and information tampering on IoT platform and devices et al.(2022]
The 10T applications as the extent to which these appli-
Reliabilit cations are provided and operated properly to present Asghari et al.(2019),
y reliable functions that meet users needs, expectations, Kim et al.(2019)
and purposes
Artificial An algorithm approach to enable intelligent communi- Kumari(2017],
intelligence cation in IoT networks Wang et al.(2022)
Cloud An invisible place to store and operate the vast amount
Intelligence Computin of data continuously and connect to other IoT elements Lee and Lee(2015)
g p g for end users
The blockchain collects the data emitted from IoT de-
Blockchain vices, which are placed on goods Kouhizadeh et al.(2021]

during their journey

Market demand

The demand of adopting IoT in the market

Balaji and Roy(2017),
Hsu and Lin(2016)

People can save time and energy by using [oT devices

Chang et al.(2014),

Value Convenience or products during their work process Balaji and Roy(2017)
IoT can be used for real-time monitoring of business
Performance processes, equlgment performggce, energy con- Dijkmana et al.(2015)
sumption, and environmental conditions to boost opera-
tional efficiency
Information perception, measurement, identification,
IT Infrastructure acquisition, and transformation can be processed Wang et al.(2022),
through IoT using intelligent devices and emerging tech- Xing et al.(2021]
nology
Data The involvement of collecting, storing, processing, ana-
lyzing, and utilizing the vast amount of data generated Lee and Lee(2015)
Management .
Technology by IoT devices
Device The firms must have the ability to manage millions or Perumal et al.(2015],
thousands of interconnected devices Omolara et al.(2022]
Desingh(2021]), Kamble et
Energy . . al.(2019), Kumar et al.(2022),
Consumption The amount of power consumed per unit of time Higginbotham(2020] .
Singh(2022)
... |Aprocess that integrated operating interfaces for every Balaji and Roy(2017],
Synchronization user with any IoT devices Lee and Lee(2015)
Customer .
Experience IoT can produce r'eal t}me data of demand and supp.ly Anshari et al.(2019)
e of goods, generating tremendous value for customers.
Operation Enhancement
Lu and Chen(2022),
Cost Include not only direct costs but also indirect costs such Kumar et al.(2021),

as installation costs

Raj et al.(2020),
Kamble et al.(2019)
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(Table 5> AHP Weights and the Ranking Levels of Main and Sub Factors

Main variables Sub-variables Local Weights Global Weights
Compatibility 0.24 0.0576
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Inteéhlglence Cloud computing 0.28 0.0308
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Market demand 0.41 0.0861
\oihe Convenience 0.28 0.0588
Performance 0.31 0.0651
IT Infrastructure 0.28 0.0812
Technology Data Management 0.23 0.0667
0.29 Device 0.25 0.0725
Energy Consumption 0.24 0.0696
' Synchronization 0.43 0.0645
Opf)r?glon Customer value enhancement 0.21 0.0325
Cost 0.36 0.0541
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