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(Block—Surveillance: Blockchain—based Surveillance Camera Video Management System Model
and Design Method for City Safety)
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This paper proposes a new approach to video surveillance systems, which have become essential

components in modern urban management. By utilizing blockchain and IPFS, it enhances data

integrity and privacy protection. Additionally, anomaly detection and automatic video storage are

enabled through object detection technology, thus improving urban safety and security. This

integrated approach serves as an efficient management methodology for surveillance systems,

providing city administrators and citizens with a safer and more effective monitoring environment.

B keywords : Blockchain ; IPFS ; Object Detection ; City Safety
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v object {6}
v cameraldentity {5}
did : did:example:12345678%abcdefghi
manufacturer : Camera Manufacturer
model : Model XYZ
installationDate @ 2823-81-81
v location {2}
latitude : 37.7749
longitude @ -122.4194
v videoMetadata {6}
frameRate @ 38
resolution @ 1928x1080

duration_sec @ 6@

Video_hash : e3bBcd4298fc1c149aFbf4cB8996Fb924272e41e4649b934¢ca495991b7852b855
ipfs_hash : QmUYV563tCdAqpVBsXnA9CEA UyhfA5NZkqI9ktSequirU

v abnormal_event {2}

type_didx : 1

descripstions ! Unidentified movement in restricted area, object identified as wehicle

v transactionData {3}
transactionId : TXN67890
blockId : BLK123456

previousHash @ 9c56cc7eBab58165d4a@a3bb77f8b7519d3ac%a3bBeeblbdebhbBal%eBd9dBada

v auditTrail {4}
createdBy @ SYSTEM
createdAt @ 2823-12-13T15:05:80Z
modifiedBy @ null
modifiedAt @ null
v security {2}
encryption @ AES-256
hashingAlgorithm @ SHA-256
v accessControl {2}
v authorizedUsers [2]
8 :userl
1t user?
encryptionkKey @ ABCD1234
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