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The Influence of Information Security Related Work Stress on Information Security
Policy Resistance through Job Burnout
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ABSTRACT

Recently, the importance of information security (IS) has been socially recognized, leading organizations to adopt IS
policies, secure specialized personnel, and demand IS compliance from employees. However, the implementation of these
policies can disrupt existing work processes, causing resistance among employees. This study aims to elucidate the
mechanism linking work stress, caused by IS policies that do not consider the work system, to individual job burnout and
IS policy resistance. We established a research model and hypotheses based on previous studies and utilized structural
equation modeling with data collected from organization members of companies that have implemented IS policies. The
results of the structural equation modeling confirmed that work ambiguity and work impediment are linked to IS policy
resistance through job burnout, characterized by emotional exhaustion and disengagement. Our findings suggest that the
swift implementation of IS policies can provoke a backlash from employees, with stress being the primary cause. This
paradoxically indicates the need for the development of organization—specific IS policies.

7|1 =

Work Ambiguity, Work Impediment, Emotion Exhaustion, Disengagement, IS Policy Resistance
Q% mEA, 9T gl 24 12, WA oY, 4w wek 44 Ag

* WAIKMXE SRlcistn wekyst + Received : Feb. 29, 2024, Revised : Mar. 21, 2024, Accepted : Feb. 12, 2024
H o+ 92024 0229 « Corresponding Author : In-Ho Hwang

kR 0 2024, 03. 21 College of General Education, Kookmin University,

AT EE Y 2024, 04. 12 Email : hwanginho@kookmin.ac.kr

427



o] AHH9,10].

=
[}

& 7t

| A5

R4

&

o
A ), FHQlel Al ofw gt

ar
=

off thake] 7

.M

AWEA, E7h LA A9 SEEX

7 2 H37} F283

I8

EU
gl

JKIECS, vol. 19, no. 02, 427-436, 2024

-

X R 9 L G e M N R S - A o =3
Moo T oo e, X oMo TR R NN
XE_ 5 Mg y® o wmArETTPE _ NS
ﬂﬂﬂ.iﬂ% TR I T W B of g WBeo & F
= — = — T —_~ = — = Rz —_— —
pT T X CaENgerTRERT Sa Ao R
o o ol 2k oﬁ " B oon R ur z,%mﬂx RS S o M L.
[ ~ X I . 0 ) I=
G ﬁﬂmwr%iur].éue%mﬂﬁﬂ%MW%MM@Q
cEALELT p L Balemiggfiii,ofaTasize
®O B N Yy B T oowm ol 3o o R 2y WYy L E 0y P
HT%%MDT%Q - z%%ﬂwoo%owwmﬁamwoﬂn%%m%wMMHW¥Mmou%
To¥LE X W ee  LEAZFEL e 2T T Nda gy e
) - 3 — ) o o< ™ T = X T T k
T N o AT g MR NE  ETpd XS
sw 225 E - mAERg R rR TR D BT o
e A oy = PR R Ny an B P T o
Eﬂtﬂﬁdu7 R by - N ooToLo o o T o L,_EEUL ~ oy ]._.i
T T M%M%mMmEmjmﬁwum@Twﬂ%%m@_wMﬂ%
1 i _ w = T " W
o Ao v oH N o S msgs g Nmoa e~
MoTo T e N R R wé&_ﬂ%ﬂﬁﬂ%ﬂﬂ%ﬂ%?%%%ﬂaOM%i,
R, TR TR S g . [ N
Noar <L TR G LI R G o ~
9 I oo % T PN W T = <
o oah ® W OR EK BHBPTHFT Y FERHMBAIRDY N
TEATTEIETEILEY LTSgTaNERATEeIOY sof
Ry _ X o T . | o o] mK ™o — oF IF
) AN A x®w_R3 .. Lbp IPrlicvcrcs_P=_2 Ixw
55 P ok 5 ol T T 0w =0 5 M o gy X B SIS R
icﬁoﬁo?iﬂmﬂ@%%wﬂ%m% ﬂaﬁma)mﬂ@%ﬂﬂ%ﬂ_é%i_t uhﬂmm
—_ . 0 ; 0
@rwﬂﬂg%%%m%i%%zmmﬂww1m%%%%%&%ﬂ%%a wﬂ%i
= g o & T = o —~ — ey m = ]
mﬂﬂwﬁm#oxi%ﬂbiwﬂ%o,%m«ﬂ%?L,mW%%%%Wﬂéﬂa ,maaolm ou,_coﬁ
o ~ N X = B8 W e K Il i = R
Eio‘_%oo#EEMﬂuT&}mai_o7;dﬂeh m_iEOOU_XAE dy g e H M A oR g
oimml ]XﬂAﬂﬁH._cEnumer ﬂ.ﬂﬂro_zEleT.Uﬂmo T o~ = 7 3 e NB Hﬂ
KR ME g R " WX e g St R =
SR S E R P s R RL N g EET W T TEEN awm Y o
P L ERN TR I TEgE T E S Ry mEg B
03 & S o = Th i@ 2 O g A m o X P2 o o X
ERT TR S =N e S g N NNy e B By
_mme e DB o = Y 2 E2Y N B o R Ry
iR Eor PP TRt eT EfgerHa g bR BT IR
%ﬁﬂogaiﬁ Hﬂﬂh}mﬁﬂi%ﬂ%%mm%]ov@ﬂﬁﬂwﬂmﬂﬂﬂﬁqﬂﬂﬁ%
o MW W o Mg %% oo o SERE FoaT e ® P oD o w B
n ) . [ o o— = o~ 7 X o 1 o NS
AR BHgR L o me T g B e TR e T
e T T Rl T o B I A ol ol
BT  RFRAT TR oM T gl 80r ME L 2ra®Ip ¥3E
— = < —~ ~ =
o o _§D7%1iﬂ%lﬂﬂiix%@%ﬂ_#ﬂoéﬁﬂ%oi%%i%%%@u
T HTTEHGTRTIERXIT PR TR g | R o AN N o o i CS

171§l

9

23}

2
T

] A% AF(Burn-out)S =72

(e}
= =4

[e)
h=3

o o1&
428



3k

o] m x| o

[<]

wek #hd o]j_‘?_ A~E ﬂ
2EY 2T AF
S
AR 228 B ARHO A
AR ?ﬂﬁ‘

o

WA E B
THET S wﬂ T A B
= X od = B o) o Bl =
NL]_%L ol %;&aﬂowﬂ Blo= o) oy wo wl
o O o e = ﬂﬂ_.:‘_lﬂ_/u&odﬂA#$1Lrﬂli
L i) =P W oK B lgxw® Moo
o T T o R NP R g of 5 5 " of P
o2 = (X o B o3 N o El AT El s [ e 1”
° = o) X ogm B o Hﬁ = N o) AF v B I G+ o e ) "
p [=uli ) — 0 ul ! ) = = o X Iz
mvﬂ& a T o = T .Aﬁ%aavrﬂnurmm%wol mME. BTy %o
o B = P W ]anﬂemuaﬂ ﬁomowo]ﬂWﬂuLobww}mHmdm Huuuwﬁ. )
p T T l_‘_w,oq“_-wd mwo%%sbﬂﬁwamemtoﬁg.ﬁomﬁﬂ[rurnﬂo,LmLoeﬂzAmUT GS
e w.,_,%@ @ﬁ%ﬂ%ﬂﬂﬂ. ﬁﬂ%ﬂ@lﬁwo%ﬂoﬂ@% ulr
v oE o o iﬂmjﬂoﬂﬂ%wpoc_;%ﬂwx.meifmﬂo oW
W o ol TR na.m_wam.l@m_wfféffgo_@gmmgw x
SRl = = < ¥ N 2w h s =
5@%@%@%1 g ™ ,ovlmﬁoﬂﬂh%%ﬁ@%ﬂﬂmHfﬂ%ﬁaw =
TG o 2 A]_Le}l Vahﬂhzogou]ﬁo iAuMﬁﬂW,& ﬁamﬂ}wfu S|
Qiﬁﬂﬂ%ﬂ% aynﬂilzoiﬁﬂ = al.lriomjykrwm woﬁﬁ 2
oo w2 T E_ﬂﬂh%z%ﬁﬁ ﬂi.#o@]‘_%%o} %éﬂd. T E
ﬂomo}ozﬂﬂXJ A_ﬂa.;loiﬂae o Q].%&ﬁua‘_&ﬂu;(xzﬁﬂormw )
- %@&ﬂmﬂ. M o os%otu_.]W%?mauﬂoufﬁ%ﬂ%z%i =
,_til__/v ] & nH o,uoweﬂale&oﬂemux_ldl ]}]Nroaﬁii ﬂrLleM °
BT = o au%ozﬂ%mﬁm_‘ ,ﬂiﬂaemo%muﬂu E:@;WFQIW
urmﬂﬂ_mﬂH T o N Haﬂmooz_sﬂruﬁa S o ﬂu%ﬂrurm7wﬁﬁﬂ
dn B = g.iogﬁi%ﬁm?ﬂwﬁg%ﬂlﬁ of w B R
g g Mo e M= T ufﬁr% @ﬁLME_&LﬁO o
o T IEECERE ﬂﬁxiuuaﬁemﬂ@75£ ,_iziﬂLmﬂ ok
F B o Al WA " o) @ <] auié ur«ﬂ& W o g R
oo e iﬁ%ﬂ%}xﬂ &= A e N
W0 ZO .Aoﬂ/lﬂ N ..;LI_I,LI H:iEﬁrEﬂa ]Eo&ﬁoue 1,@”
T B0 %iﬂﬂﬁé - ﬂﬁbﬂ%ﬂql ﬂ%uaﬁlwo%
%0 oo N T oo~ ﬂmrngﬁuuamﬂJ T T T
mﬁwr ylo oy T ko] ol o_mm zbmﬂ.mamaﬂﬁﬂnﬂo =
3. 4pEfcocd M%Mﬂx@@um%,h%@ TdppEeg
é% L%mnAﬂ_%ﬂ mlmomhl%mwxﬂzmmi%ﬂ%@%ﬂﬁﬁﬁﬁegwﬁ
~ ~ = o —_ N SN [ o — X
R ﬁﬁuf%ﬂﬂmm% 4101@mﬁo_hmmzwawtwmﬂ%ﬁ%ﬁimhovﬂ%gwj%
= o = ; ‘ o = 203
2t LiEECES B B TrpiiiEapEiiLl
= — T ] T —~ o
z LTy T o ;xMﬂmm%m% o g o égﬂogﬁ%%%
R 2 1ﬁoﬂ}].o?5 a%ﬁm%g%lele Bm o a3
TO ,i.nauuﬂP70 = — o) xmﬂzogo z_.LmHo
0 ﬂuurmmﬂ;{ H_Eowmhﬁto = ,mm?ﬂl%b@cll W%_ﬁ% o R
Ca S ot Lufaemgqm;mm.w@%mﬂxﬁ @Hwﬂég Eiﬁo,z%
L= 1ngwmﬂ%%%ﬂ%ﬁ%mﬂ%@ﬁ%mmﬁm%%@ﬁgkﬁﬂ%%ﬂ
o W xhwanlr o ufﬂuT,Wﬁ amudr].mﬁ}oﬁ.s a.mﬂmoaﬂﬁﬂozqormﬂ
B3 iy W = i o N 1 £ < o X Di%oﬁouT <
o] ® = B o o < O BT ﬂl,%ﬂ}ﬂﬁﬂmeu\ X7 @BEﬁanEo
P u_.Mik&vﬁwrﬁﬂ%Emmummﬂa.d%%ﬂ A%Wufﬁ_mﬂ@ﬂmiﬁﬂog
=< X = g N]LQO»7_J,3N]L.WQMLm Bﬂ%nTﬂoaTt DTEE
‘muﬂm ZUTH;I] y‘_lrylEO ZUEWELHB ‘JMXLHL ‘ElyA_l]JlOLﬂ._LH‘JlLU eEl] EO
_ il < uo NP oy = B = R W) e & RN = K
HL,._O#EB n/‘_Z_lE_fﬁ ]ﬂ/ﬂsl&!ﬂu Aoﬁﬁl‘mluﬂﬂn_o&mwmobu“@liﬂoﬂh1x_o HMH \NﬂOf
< Nd o o ol N #En_/u;uo K om 2 — W =
- o LA _.ALﬁ ﬂqulo Al |2 = =) =
o T R B R amoﬂ%mﬁﬂamml,mR%Wﬂﬂﬂnmﬁiam
9 i —_ 03 o= o &
boA BN R Fod T S
Axwiﬂu“’m o] E-AWT%&.]PAE,MW
EQLO_L, EXﬁi]O‘ULﬁ]t
go o3 W W Y ~ ©
ez} ol mezl__MEuTﬂo
15 =45

o~
T

429

HHE

T

Fe4].

o]
Oﬂﬂ] %}t’ 2= 3]
B o ARHE FHES
des F7HE

o] ¢

[e]
=

L&
w3

ukg cH14].

o

o
=

A

>

Koay[2018]&



JKIECS, vol. 19, no. 02, 427-436, 2024

<o 3 & OGS TT B MR T WD
N ) mfuuuﬂvﬁmw_soﬁ Aaﬂ%hﬁmﬂxW%%?EWMWA%ULAVX %o
[ £ gl N o) RO R B XO . RO N — 1o - < o — o = 11
s o © s x X oo S WAL ol 2 N oo
28] PEE g Ve gl LT RERPT T Y HT R B
2| P T XRT R DLW Ty WA T Sty WF L
\/ FedEng: SHLIBRagT oy d eI, Dy &
N : = B oo 3 N TW g W M TS
N W&Eduwmwmdw Wﬂo_bﬂaﬂﬁlmﬂnrm%wﬁﬂﬁﬂuﬂd@mﬂema_uﬂw,
ER -] k) = O o 100 g S % :hy] _ = = o o 5
' ° T - =0 o N mny 0
8 N me meroimmm%qz m.uf%m,ﬂmoxwwmlﬂﬁﬂmﬂﬂwu%z.munwc“meﬁmw%
s e 1) o .R7wm_-%0|ﬂ ﬂﬂm,ﬂl .nlao@oﬂyuymr._il MmuTWM,JXI ntﬂam.vﬂl.ﬂwvﬂﬁxﬂ
e ] TE FeTaTmer I2T S Cgdre w T EEL T o0
2|4t Vi) B g of W op T .. ©7 4R %o om oy ool ol 2N o N 2
Vo V&) 3 ) < < o T 5 = n o ol S B! i J oF o
Yo 7 Rf WEBERSECREIliemgtiAriogs vnl g
al_ < 7 o oom ST o el - - S KT e
> |2 Mg mxmar.%%%gEﬁmmmaowﬂ?urwﬁrwuo_e%%?iﬂnww%aﬂ
L L T o X o —— i s
I SR A S T T N T
et SN Wz * B Mg labwm T o kR g
m,\./m M\\ n/ @ﬂa vA_l‘_ﬂwwo‘O| i]ﬁ_Alﬂ“bUr‘umo _ Ogo O#E o .ﬂEmmA_l HT.: ‘WIL‘IMOT‘UI.BT ﬂU:-L ﬁw ﬂE Lt
: g E _z_ﬂg%ﬁgww1&%zrmmmm@}ﬁﬂm@ﬂﬂ:ﬂ%ﬁéjlo_ﬂﬂm
7 |ai £ = 2o o o ok L o i o] = =& T
A ) m%ﬂwﬁm7mox7w;%wm%mgmﬁﬂ%afA”ﬂqﬁq@z%m
£ ~ ROBRRHIN HozToadros g2 W@s i eg T b
T T - T . HE R W
7O o0 F o T WA TF I oSBT N R W R )
= B Wﬁﬂﬁiﬂwﬁrimﬁéﬂ%@.fr%aﬁﬂ o N < ﬂz_ﬁoﬂemﬂ_‘w
o) R xoi%%%ﬁﬂ%whﬁ%@ﬂmwoW% ¥ o.Tq WO ok
TR O NT T R G &Mxo@ﬂ&.ﬁﬂ% ® e ST
o = — _ —_— = = =
A IR A T T S R L B N BR
o= o] H o - | ™ 5 ™ o X7 N = Z.._,UIZ.._ X &0 T < = e o=
o Wk NS o P e ] oo o T K o
I SR S TR FE N R oW R Kr %o ol s
B s B A (BT YN L Ry g T F P _ T I
O ‘_Ir_y| ;M ﬂ‘._ ‘C ‘mﬂ ._Whov nméA o5 %o ‘w .A_.# = DT N ‘Mi ;i i O#D U\_ ..._—md E d.o.m_A.OO_E 1%.0..._&.0 _u_x o - EE = 5
) = o oY & prf g — —; O =
IS Eigwo@mﬂ].ww%mzwm@M%Emodr,ufdou_.mu_.ﬂdu_.% = M@owf?mﬂ
Nk g2 w2 B 93 o miwmrm®ad it 2 oy A
TT m Vgt TECYE YL hT o g L Ry T £ + SR
n TR I T PO DR hehom® T o N BN
il %ﬂmzdnﬂumaiE%E;ﬁﬂomf%ﬁ%ﬂlﬂaﬂaﬂmﬂl Bl = g+ @ )
pa RS ARy TRIAT G T PR e T R
A e Rt NI e R S IE I IR = Ex%ﬂﬁ,ﬁ
AFdrdglvly e gL Wl Txd T wawy O pwsd
%%TATQQg¢§%%ﬁMﬂu%7ﬁﬂi@ﬂ%@%@ﬂ@i@@ %ﬁﬂ.é}ﬂ
fﬂlﬂeﬂimgfm_x%%id Mwwmamur%ﬂ%a = g g O T A
G N R T - = A Pae B OF OF e JRNTRRG R
o T K2 ol T Fooof B2 AR S o oy e To Ny %o
PEN NWTTRFER DN T P o T oW N

430



AREch Bl QF AEHATL AT 249 Fol ARt AH APl WA= G

)
o

o Mo oo
M
o

E R
ot fo
>
N

N

o
T s
o
o,
2 oo ®Y
©,

o o

O
(o3

oo oX f X 2 2 o

=
My
v}

fu

e
= % A
O_‘>_', ka =2 =
lo oX,
fu fo flo

o o2

7
z o
u

tlo

oy o Oz oo @ o (Z o
i1

o HI o ff

i
ar

FaAgoA mek A
i

o= AR,
=

dolab] 7, e SApE ug

1. 229 SAH =4

é.ul_‘,
oy
= Oﬁ

i

o

ob
=
Ly

o 4@ o2 O M1 ob mx o By

= o

Table 1. Statistical Characteristics of Samples

Categories Frequency %

Gender Male 243 76.4
Female 6] 236

Under 30 45 14.2

Age 31 - 40 126 39.6
41 - 50 113 355

Over 51 34 10.7

Industry Service 265 83.3
Manufacture 53 16.7

Staff 57 179

Job | Assistant Manager 72 22.6
Position Manager 91 286
Over Manager B 30.8

Under 10 57 179

Firm 10749 103 324
Size 507299 39 12.3
Over 300 119 374
Total 318 100.0
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Table 2. Result for Reliability and Validity

Factors irOAnlﬁz LFOZZEZ; CR AVE
WA4 0.828
WA3 0.865

WA WA2 0.895 0815 0.834 0.557
WAL 0.797
WI3 0.839

WI | WIZ | 0.887 0913 0.815 0.596
WI1 0.813
EE3 0.885

EE | EE2 | 0911 0.868 0.840 0.637
EE1 0.886
DisE4 0915

DisE | DisE3 | 0.936 0.929 0.859 0.670
DisEl 0.892
PR3 0.853

PR | PR2 0.898 0.853 0.822 0.606
PRI 0.89%

WA(Work  Ambiguity), WI(Work Impediment), EE(Emotion

Exhaustion), DisE(Disengagement), PR(Policy Resistance)
CR: Construct Reliability, AVE: Average Variance Extracted

3w EtEMol Anf

Table 3. Result for Discriminant Validity

Factors 1 2 3 4 5

WA | 0.746

WI 679 | 0,772

EE 633 | 556+ | 0.798

DisE | 677+ | 710+ | 682+ | 0.819%

PR 605 | 615+ | 711 | 732+ | 0.778°
WA(Work  Ambiguity), WI(Work Impediment), EE(Emotion

Exhaustion), DisE(Disengagement), PR(Policy Resistance)
=% p < 001, a = square root of the AVE,
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Fig. 2 Results of Hypothesis Tests
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Table 4. Results of Hypothesis Tests

Path Coefficient | t-value Result
Hl | EE — PR 0.466 8.766%* | Support
H2 | DisE — PR 0.476 9.149+x | Support
H3a| WA — EE 0.557 6.867++ | Support
H3b | WA — DisE | 0.402 5941+ | Support
H4a| WI — EE 0.220 2,848 | Support
H4b | WI — DisE 0.478 7.008< | Support
WA(Work — Ambiguity), WI(Work Impediment), EE(Emotion

Exhaustion), DisE(Disengagement), PR(Policy Resistance)
= p < 0.01

7hd 12 QLA BRI A :zbe] QlAe] 1
oF Aol tjg Ao ojojArs Ao EA 5%
$o)52s VFoz AU YTHHL 0466, p <
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