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Abstract 

 
Unmanned Aerial Vehicle (UAV) networks, also known as drone networks, have gained 
significant attention for their potential in various applications, including communication. UAV 
networks for communication involve using a fleet of drones to establish wireless connectivity 
and provide communication services in areas where traditional infrastructure is lacking or 
disrupted. UAV communication networks need to be highly secured to ensure the technology's 
security and the users' safety. The proposed survey provides a comprehensive overview of the 
current state-of-the-art UAV network security solutions.  In this paper, we analyze the existing 
literature on UAV security and identify the various types of attacks and the underlying 
vulnerabilities they exploit. Detailed mitigation techniques and countermeasures for the 
protection of UAVs are described in this paper. The survey focuses on the implementation of 
novel technologies like Q-learning, blockchain, IRS, and mmWave. This paper discusses 
network simulation tools that range in complexity, features, and programming capabilities. 
Finally, future research directions and challenges are highlighted. 
 
 
Keywords: Attack detection techniques, Intelligent Reflecting Surface, Q-learning, 
mmWave communications, Swarm communication, UAV networks. 
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1. Introduction 

UAV, or Unmanned Aerial Vehicle, refers to any aircraft operated without a human pilot. 
UAVs can be controlled remotely by a human operator or programmed to fly autonomously. 
UAVs are used in various applications, including military reconnaissance and surveillance, 
mapping and scrutinizing, search and rescue operations, wildlife conservation, and 
commercial photography and videography. Advancements in technology have made UAVs 
smaller, lighter, and more affordable, leading to an increase in their popularity and usage. 
However, there are concerns about privacy and safety, and the potential for UAVs to be used 
for malicious purposes. Overall, UAVs have the potential to revolutionize various industries 
and provide benefits in terms of efficiency, safety, and cost-effectiveness. It is significant to 
study their use's ethical and legal implications carefully. 

UAVs can be used for communication purposes in several ways, particularly in areas with 
limited or non-existent traditional communication infrastructure. UAVs should be provided 
with cellular base stations to make temporary or backup cellular coverage in areas affected by 
natural disasters or when the infrastructure for cellular communication does not exist. The 
UAV can be programmed to fly to the affected area and provide cellular coverage for a set 
period. Also, UAVs can be supported with Wi-Fi hot spots into wireless internet access in 
areas where traditional internet infrastructure is unavailable. It can be particularly useful in 
rural areas or developing countries with limited internet connectivity. UAVs are used as relay 
nodes for communication networks, extending the range of existing communication 
infrastructure. For example, a UAV is a relay node to connect a remote village to a regional 
communication network. In emergencies, such as natural disasters or search and rescue 
operations, UAVs provide communication links between first responders and victims or 
between different first responder teams. 

UAV communication networks facilitate communication among multiple UAVs and GCS, 
enabling data exchange and commands. The choice of UAV communication network will 
depend on the specific requirements of the mission, such as the range of communication 
needed, the number of UAVs involved, and the sort of data being transmitted.  

• Ad-hoc networks: Decentralized networks that would be created on-demand without 
needing a pre-existing infrastructure. It is commonly used in UAV networks where the 
network topology can change rapidly, and a fixed infrastructure may not be available. 

• Mesh networks: Mesh networks are networks where each node transmits data through 
the relay. It enables the network to extend its range and overcome obstacles that otherwise 
block the signal. Mesh networks are commonly used in UAV networks where the UAVs need 
to communicate with the GCS over long distances. 

• Cellular networks: Cellular networks provide long-range communication among 
UAVs and GCS. Cellular networks are commonly used when UAVs fly beyond the operator's 
line of sight or in remote areas where other methods are unavailable. 

• Satellite networks: They provide global communication coverage for UAVs. Satellite 
networks are commonly used in military and scientific applications where UAVs must operate 
in remote areas where other communication methods have not existed. 

• Wi-Fi networks: It is used to enable communication between UAVs and GCSs over 
short distances. Wi-Fi networks are commonly used in consumer-grade UAVs for real-time 
video transmission and basic commands. 

UAV communication network protocols enable communication with multiple UAVs and 
GCSs and manage data exchange and commands. Depending on what the mission requires, 
such as the range of communication needed, the number of UAVs involved, and the kind of 
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data being transmitted. Regarding securing communication for UAVs, several considerations 
are accounted for verifying the confidentiality, integrity, and availability of the data 
transmission categorized as shown in Fig. 1. When there is communication between UAVs 
and their control stations, it is essential to implement proper security measures. 

Fig. 1. Major security issues in UAV 
 

The significant factors are the low cost of deployment of UAVs contributing to their 
success [1]. As prices and equipment downsizing change from exclusive military equipment 
to popularization in civil and commercial domains, the UAV market is increasingly opening, 
creating new beneficial chances for the future wireless communication industry [2]. The 
number has increased rapidly because of its extensive usefulness, UAV advancement, and 
research within the last decade. Recently, UAV networks have received much consideration 
for complicated and risky operations, including search and rescue, traffic monitoring, coastline 
surveillance, and land surveying [3]. The SENTINEL framework for UAV secure 
communication was developed in this [4] specially designed to reduce the computational and 
communication overheads associated with exchanges in certificate and computation of 
asymmetric cryptography, which are often necessary for authentication protocols. ProVerif, 
an automated cryptographic protocol verifier, was used to establish the privacy of SENTINEL. 

[5] proposed a light mutual authentication approach on UAV-to-GCS authentication 
utilizing Physical Unclonable Functions (PUFs, “This protocol has a wide range of security 
features, for instance, user anonymity and mutual authentication, along with its resistance to 
network threats such as replay, masquerade, node manipulation, and clone attacks. Several 
authentication mechanisms exist throughout many unmanned aerial vehicles (UAV) systems 
[6], all vulnerable to handover delays and security complications for an attack. To address 
these challenges, the research concentrated on developing a unique optimized DL algorithm 
named FFUDAS to eliminate harmful assaults. The proposed FFUDAS model outperformed 
the others, achieving a throughput of 0.96 Mbps, a handover delay of 0.423 ms., and an 
execution time of 0.073 ms. Using the proposed MADDPG technique [7], it is possible to 
safeguard the transmitter of UAVs from wiretaps for HAPs by centralized training and 
distributed execution on all UAVs. This allows the collaboration of all UAVs to be entirely 
distributed. 
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This paper's main objective is a comprehensive survey of UAV secure communication 
strategies. There is a need for a survey that examines UAV communication from conferences, 
journals, and magazines. The suggested survey offers a thorough review of the most cutting-
edge UAV network security solutions available right now. The survey also focuses on the 
application of cutting-edge technologies including Q-learning, blockchain, IRS, and mmWave. 
The survey also compares current performance measures and approaches. 

2. Research Gap 
Despite the multiple safe UAV communication techniques, there are still a lot of challenges to 
be solved before effective results can be obtained. Under traditional approaches, a number of 
current techniques for UAV secure communication are provided. In [8] HetNets, overhead 
communication was high, and scalability was poor. These modifications reduce the quantity 
of data delivered and the system's latency. For UAV communication to be secure and effective, 
new communication protocols must be created to address these issues. The TDMA protocol 
was used for communication between the UAV and ground users [9]. This approach was not 
used with non-orthogonal multiple access protocols. Furthermore, a powerful algorithm for 
cancelling interference among several users effectively reduced interference. To address these 
issues, new communication protocols that use non-orthogonal multiple access protocols must 
be created and implemented and incorporate a successful interference cancellation algorithm. 
Through RIS-supported UAVs, secure communication protects privacy. It was crucial to boost 
the signal strength because the RIS [10] was moving. Additionally, base station and single and 
multiple-user scenario optimization were completed. However, the optimization procedure 
was more difficult because of several base stations and users. 

3. UAV Attacks and Detection Techniques 
UAVs bring a number of efficiency and convenience advantages, but they also raise a 

number of security issues. UAVs are susceptible to unauthorized access and control by 
cybercriminals who can commandeer the drone's flight route or get access to private 
information the UAV's sensors have acquired. UAVs are capable of gathering and transmitting 
copious amounts of data, including pictures, videos, and other sensor data. The private or 
sensitive information included in this data may be jeopardized by the possibility of interception, 
theft, or hacking. UAVs are governed by air operations regulations; however, some operators 
may flout them, endangering other aircraft and ground personnel. UAVs can be used 
maliciously to carry out assaults, smuggle goods, or secretly monitor people or groups without 
their knowledge or agreement. When used to transport bombs or other potentially hazardous 
payloads, or when they collide with buildings or other structures, they can pose a security 
concern in and of themselves. These networks transmit sensitive data that is vulnerable to a 
variety of dangers. An open wireless channel, such as the internet, is used by a UAV's ground 
station to control it, and it is also rife with security threats. Communication channels used by 
UAVs may be subject to various cybersecurity concerns. In Table 1, an overview of existing 
detection methods and their attack types were highlighted. 
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Table 1. Attacks and existing detection techniques 
Attack Type Detection Method Drone / Simulator 

Spoofing attack [11] Game-based spoofing detection with multi-
agent reinforcement learning 

MADDPG-based Spoofing Detection 

- 

GPS Spoofing  [12, 13] Pyramidal LK algorithm DJI Phantom 4 drone 
Jamming attack [14] Simultaneous Localization of 

Multiple Jammers and Receivers algorithm  
- 

Black hole attack [15] Detection and presentation of a black hole attack  
AODV routing protocol 

VANET 

Jamming attack  [16] Kalman Filter - 
Malicious adversary 

attacks [17] 
Zonotope based attack detection - 

Jamming Attack [18] CNN-LSTM 
Seasonal and Trend decomposition using Loess 

- 

False data injection 
attack 

ADS-B attack 
Bad & 

Good mouthing 
GPS spoofing attack 

Gray hole attack 
Black hole attack [19] 

BRUIDS 
UAV detection agent - UAV node level 

NS3 simulator 

Sybil attack 
Blackhole attack 

 Flooding attack [20] 

SID-UAV 
HIS algorithm 

NS-3 emulator 

Black hole attack 
Gray hole attack [21] 

Optimized Enhanced ad hoc On-demand 
Distance Vector (OEAODV) protocol 

VANET 

Jamming attack [22] MCR decoding method Matlab 
Jamming attack [23] Kullback-Leibler-Divergence 

 
- 

Worm hole attack [24] k-NN  
SVM 

VANET - NS2 
SUMO simulator 

Jamming attack  [25] Jamming detection mechanism - 
GPS Spoofing  [26] Artificial Neural Network GPS SMA 

Jamming attack  [27] ACS properties based blind algorithm 
Post sorting algorithm 

 

False data injection 
DOS attack 

Random attacks [28] 

Modified sliding innovation sequences Quadrotor - 6DOF 
dynamics model 

Emerging threats [29] Random Forest Classifier 
SVM 
KNN 

COOJA Simulator 

GPS sensor attack 
Ramp attack [30] 

Kalman filter algorithm 
Chi-square test 

Unmanned Autogyro 

Single and multi-
transmitter GPS 

spoofing attack [30] 

Kullback–Leibler divergence Pixhawk  

Botnet attack 
DDoS attack 

Brute force attack 
HTTP DOS 

Logistic Regression 
Linear Discriminant Analysis 

K-nearest Neighbor 
Decision Tree 

Python coded 
environment 
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Network infiltration 
attack [31] 

Gaussian Naive Bayes 
Stochastic Gradient Descent 

K-means 
GPS Spoofing attack 

[32] 
Linear regression anti-spoofing model Quadrotor 

jMAVSim 

3.1 Eavesdropping 
An eavesdropping attack [33], which occurs when personal information is collected illegally, 
is an attack on privacy and confidentiality. This involves a malevolent UAV listening in on 
the confidential communications with other UAVs also doing not anything about it. [34] As a 
form of passive MiM attack, it mainly snoops the vulnerable communication links on the data. 
There are two basic types of wireless surveillance, passive and proactive eavesdropping, 
depending on legitimate monitor's strategy. Legitimate monitors can passively eavesdrop on 
suspect links by simply listening to them [35] and deploy far away from suspecting 
transmitters. In proactive eavesdropping, [36] despite an imperfect eavesdropping channel 
related to the suspicious link, the legitimate monitor is yet able to  successfully decode all 
suspicious messages. 

3.2 DoS Attack 
An attack on a website involving a denial-of-service attempts to stop legitimate users from 
using it. By flooding UAVs with data, such as replicas and fake authentication messages, 
attackers overload them with data [37]. A logic attack and a resource attack are the two main 
types of attacks. A logic attack is an attack that exploits existing software defects to instigate 
a server to collide or to significantly decrease in performance. Attacking a victim's resources 
by sending many spurious requests, causing their memory, CPU, or network to overflow.  

3.3 Blackhole Attack  
Upon receiving data packets from a malicious node, it does not forward them to any other 
node. A malicious node releases the data packets. Hence it is named as Black-hole attack [38]. 
Attacks on black holes fall into two categories [39]: those perpetrated by an external adversary 
against some nodes and those perpetrated by an internal adversary against everyone else. In a 
single black hole attack, the malevolent nodes can drop the packets they receive or selectively 
advances them, thus causing disruption in the network. A cooperative black hole attack, 
numerous malicious nodes work together to form a black hole and start dropping all the packets 
they receive, which can lead to a complete network disruption.  

3.4 Man-in-the-middle Attack 
This involves intercepting then modifying the UAV's communication signal in real-time [40], 
allowing the attacker to manage the UAV's aircraft path or steal sensitive information. The 
attacker positions themselves between the UAV and its GCS, usually by setting up a rogue 
wireless access point or using a radio jammer to force the UAV to connect to their own network. 
Attacker intercepts the communication signal in the UAV and GCS, then begins to manipulate 
the data being transmitted. The attacker can then send commands to the UAV that appear to 
be coming from the GCS, or modify the data being sent from UAV to GCS, in order to deceive 
the GCS into believing that everything is normal. With control of the UAV, the attacker can 
then manipulate its flight path, causing it to crash or fly off course. 
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3.5 Spoofing 
The purpose of RF spoofing attacks is to deceive networks or users, gain access to services or 
information, disrupt communications through the use of signals or channels. GPS spoofing is 
defined as by sending out false signals, the attacker can deceive the GPS receiver and cause it 
to display inaccurate information. The attacker may also be able to interfere with navigation 
systems and cause them to provide incorrect routes or incorrect decisions. In these experiments, 
UAVs, especially civilian UAVs, are seriously affected when facing GPS spoofing attacks. 
The act of impersonating and masquerading as a suitable user in the UAV network is referred 
to as Identity Spoofing.  

3.6 Jamming 
Among the dangerous threats against UAVs today is the jamming attack, which disrupts the 
communication among UAVs and more legitimate entities.  Using multiple radio frequencies, 
jamming attacks disrupt the UAV network and behave like Internet Denial of Service (DOS) 
attacks [41]. These frequencies overwhelm the UAV's receivers and interfere with proper 
communication, potentially leading to system failure and data loss [42]. Through the use of 
noise radio signals, they seek to degrade UAV communication performance by broadcasting 
ongoing communication. There are four categories of jamming attack: constant, deceptive, 
random, and reactive. An attack which continuously transmits a high-power noise signal is 
called a constant jamming attack. Despite not following any protocol, it uses the receiver's 
power to transmit data. As a result of a deceptive jamming attack, authentic packets are sent 
constantly to confuse additional aircraft. In the random jamming attack, resource is kept active 
and idle at the same time so that the power can be properly preserved.  

3.7 Greyhole - Wormhole - Sinkhole Attack 
Partial packet dropping is the term used to describe a technique that drops only the specific 
data packets destined for the targeted recipients during transmission. This is an active attack 
type that results in messages being dropped. In an attack, the attacker agrees to send packets 
but fails to send them. It is also known as grave attack, at one part in the network, packets are 
intercepted by the attacker, tunneled to another point, and re-repeated across it. [43] VANETs 
and other wireless networks are often attacked by this type of attack. Sinkhole attacks cause a 
sinkhole [44] in the center of the network by luring all the traffic from the neighboring area 
towards the compromised node. All the data of its neighbors is stolen by the attacker or 
compromised node. In an attempt to appear as the most attractive relay in the neighborhood, 
the attacker presents itself as the most reliable one. 

3.8 Sybil Attack 
An attacker pretends to be another UAV in order to gain the network resources [45] unjustly 
and also to undermine network security. They also make false claims that they are to blame 
for the identity theft of other UAVs. 

3.9 False data injection and dissemination attack 
The intruder modifies the UAV network's routing algorithm [46] by adding false bandwidth 
data. The primary goal of introducing false bandwidth is to obstruct data transmission routing. 
There are two kinds of false bandwidth injection: low bandwidth injection attacks and high 
bandwidth injection attacks. An attacker can broadcast false information to neighbors through 
a UAV that broadcasts environmental conditions [19].  



786                                                       Madhuvanthi T et al.: A Survey on UAV Network for Secure Communication and  
Attack Detection: A focus on Q-learning, Blockchain, IRS and mmWave Technologies 

Addressing these security concerns will require a combination of technical solutions, such 
as encryption and secure communication protocols, as well as policy and regulatory measures 
to ensure responsible use of UAVs. It will also require collaboration between stakeholders in 
the UAV industry, including manufacturers, operators, and government agencies responsible 
for regulating UAV use.  

4. Secure Communication for UAVs Utilizing Various Techniques 

4.1 Q-Learning Based UAV Secure Communication 
Q-learning is a reinforcement learning technique that has been successfully applied to a variety 
of issues, including decision-making in autonomous systems. As opposed to this, Q-learning 
may be used to optimize the behavior of the UAV in safe UAV communication to ensure 
trustworthy communication. In Table 2, comparison, we provided an overview of existing Q-
learning based secure UAV communication systems and information on the sorts of attacks 
that may be employed in conjunction with Q-learning based secure communication systems. 
In Table 2, under the validation section: S denotes simulation, M denotes mathematical and P 
denotes Python coded environment. To use Q-learning to UAV safe communication, first 
define a state space, then an action space, and lastly a reward function. The state space may 
contain elements like the UAV's present location, the caliber of the communication channel, 
and the existence of any possible threats. A UAV's actions, such as increasing its altitude or 
altering its course, can be included in an action space. The goal of the incentive function should 
be to encourage the UAV to adopt activities that enhance communication while avoiding those 
that would jeopardize security. The Q-learning technique may be used to train the UAV once 
they have been defined. 
 

Table 2. Secure communication with q-learning based on different attacks 
Techniques Type of 

Attacks 
Validation Advantages Disadvantages 
S M P 

Stackelberg 
game; HQLA [47]  

Multiple 
adaptive 

Eavesdroppers   

 Transmit power is 
optimized for 

transmission of 
legitimate users 

Eavesdropping cost is 
high; Not utilized in 

real time 
environment  

DQN; DDQN 
[48] 

Malicious 
eavesdropper 

   

Convergence speed 
is faster 

Only when number 
of episodes increases 

secrecy rate 
increases, hence at 

the beginning of the 
trajectory 

eavesdropping is 
however possible 

Q learning; Rician 
fading model [49] 

Passive 
Eavesdroppers 

   Less computation 
time; Less 

probability of 
hybrid outage 

Interception is high  

Q Learning 
algorithm for 
Stackelberg 
equilibrium 
strategy [50] 

Multiple UAV 
active 

eavesdroppers 

   Probability of 
attacking mode is 

shown 

Uncertainties; change 
of environments is 

difficult 
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As the UAV explores the state space during training, the present Q-values are put to use. 

Feedback from the environment is received when the UAV interacts with it, and the Q-values 
are changed to reflect its experience. The UAV can utilize the learnt policy to make choices 
in real time after the Q-values have converged to their ideal levels. By following this strategy, 
you can make sure that the UAV takes measures that maximize communication quality while 
reducing the possibility of security issues. Generally speaking, Q-learning offers a solid 
foundation for optimizing UAV behavior in secure communication. Utilizing machine 
learning techniques, we can make sure that UAVs can adapt to changing situations and real-
time-optimize their behavior to ensure dependable and secure communication. 

 

4.2 Blockchain based UAV Secure Communication 
Blockchain has the prospective to revolutionize how UAVs communicate securely. Using a 
blockchain-based communication system, UAVs can securely exchange data with GCS and 
UAV-to-UAV without the risk of unauthorized access, tampering, or hacking. The use of 
blockchain-based technology for secure communication is compared in Table 3, along with 
its existing objective, platform/validation for experimenting, and the type of attack provided, 
they verify whether this technique satisfies specific communication criteria. Moreover, in [55] 
secure authentication framework with key agreement architecture for 5G-enabled UAVs is 
presented using Permissioned Blockchain technology. At first, authentication was carried out 
between Edge to Cloud server, UAV to Edge server, and UAV to UAV mutually, and then the 
key agreement was supported. Here data is protected from attacks by a permissioned 
blockchain framework.  
 
 
 
 
 
 
 

Noncooperative 
game theory;  NE 
strategy [51] 

Eavesdroppers 
Jamming 
Spoofing 

Keeping Silent 

   Attack rate 
decreases; Satisfies 

the convergence 

Accuracy of channel 
estimation is 

degraded; Rationality 
is not satisfied;  

GEVD-based 
beamforming 
method [52] 

-    Physical layer 
security is achieved  

Only partial CSI is 
considered; Beam is 

not pointing 
accurately towards 

the large-scale array 
of antenna  

Spiral placement 
algorithm; Nash 
Q-learning [53] 

Eavesdropper    System utility is 
higher; better 

offloading 

Less coverage; High 
energy consumption 

Multi-agent deep 
reinforcement 
learning; JDTNP 
algorithm; DDPG 
algorithm [54] 

Smart UAV 
eavesdropper 

   Actual problem is 
considered as 

TZSG problem and 
it is solved by DRL, 

which achieves 
better performance 

Non-stationarity is 
increased by each 
agent perceptive 
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Table 3. Comparison of secure communication methods based on blockchain 
Approach Objective Platform Attack 

Type 
Advantages Disadvantages 

Elliptic Curve 
Diffie-
Hellman [56] 
One time pad 

Authorizing the 
transactions 
with higher 
security level 

Private - Allows 
transactions 
without 
encrypting the 
messages; 

Generally, focuses 
on CIA properties 
but doesn’t include 
scalability, storage, 
performance of the 
network 

Consensus 
algorithm 
Hash 
generation 
algorithm [57] 

To give a 
solution for the 
harmful cyber-
attacks 
To prevent data 
loss  

MATLA
B 
Python 

Malicious 
cyber-
attacks 

Automatically 
interacts 
Bloom filter  

Data congestion 

Permissioned 
Blockchain 
POA 
consensus 
algorithm [55] 

To provide a 
security for 
services like 
session-key 
security, mutual 
authentication, 
and credential 
privacy using 
key agreement 
framework 

Ethereu
m 
Rinkby 
blockcha
in 
platform 

Poisoning 
attack 
Impersonat
ion attack 
Insider 
attack 
MITM and 
replay 
attack 

It makes the 
data 
temperproof, 
also trustable. 
Data can be 
rescued from 
poisoned 
attack by 
blockchain-
enabled 
distributed 
cloud 

Uses DY model 
which not only 
alter, delete, 
intercept the data 
however it can also 
add any harmful 
data  
In CK-adversary 
model may hijack 
the live session by 
stealing credentials 
and session state   

Admission 
control 
algorithm [58] 
Hashing 
algorithms 

To provide a 
security by 
means of 
computational 
needs 

MATLA
B 2019b 

- Transactions 
are not stored 
since end-
users are 
isolated  

Extreme rise on 
delay even though 
it is in acceptable 
range 

PoA 
consensus 
algorithm [59] 

To obtain a 
security for 
transmission on 
data in wireless 
communications  
To identify and 
block all the 
fake buoys and 
UAVs  

Ethereu
m 
Blockcha
in  
Ganache 
tool 
MATLA
B tool 
with 
Python 
IDE 

Hijacking 
GPS 
Spoofing 
Malicious 
Buoys 
DDoS 
Attack 

impersonating 
attacks are 
avoided by the 
authentication 
mechanism; 
Fake buoys 
are blocked 
from further 
communicatio
n 

-  

Consortium 
blockchain 
mechanism 
[60] 

To enhance 
sensing data’s 
integrity 
To recognize 
malicious 
sensors  

MATLA
B tool 
with 
Python 
IDE 

Forged 
identity 
Spoofing 
 False data 
injection 

Mining 
complexity is 
reduced for 
UAV swarm 
communicatio
n 

Data sensing is 
difficult; cost of 
dataset collection is 
high; 

Smart contract 
program 
Consensus 
algorithm [61] 

To secure the 
communication 
process and the 
decrease of 

Ethereu
m 
network 
MATLA

Spoofing 
attack 
MitM 
attack 

Authenticates 
on each level; 
Storage 
capacity is 

Communication 
overhead 
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communication'
s consumption 
costs 

B 
Remix 
IDE 

DOS 
attack 

fully feasible 

4.3 Intelligent Reflecting Surface Based UAV Secure Communication 
IRS is a potential technique for improving wireless communication networks by reflecting 
signals in a regulated and adaptable manner. IRS improves the communication security when 
used with UAVs. One possible use is to place the IRS on the ground to reflect signals from a 
UAV in a certain direction, limiting signal leakage and enhancing communication security. 
Additionally, an IRS may selectively boost or weaken the signal strength in particular 
directions by adjusting the reflectivity of the surface, adding an extra layer of protection 
against jamming or eavesdropping assaults. A UAV can also be equipped with IRS to increase 
its communication range and signal dependability. The UAV can safely connect with the base 
station even in places where signals are weak or obstructed thanks to the IRS on the UAV, 
which can reflect signals from the base station to the UAV and vice versa. An analysis of 
existing UAV communication systems with Intelligent Reflecting Surfaces (IRS) has been 
conducted to compare their performance in the Table 4. Overall, the use of IRS and UAVs 
has great potential to increase security. To control IRS effectively, accurate models must be 
developed for predicting signal propagation in dynamic environments. Models can be used to 
anticipate and mitigate potential IRS security threats. Reflected signals must be secured and 
unauthorized access must be prevented. For IRS deployment and operation to be widely 
adopted, clear standards and regulations must be established. The practical use of this 
technology and the technical difficulties in combining IRS with UAVs, however, both call for 
more study. 
 

Table 4. Comparison of secure communication methods based on IRS 
Security 

Issue 
Model Design Analysis IRS 

Located 
Advantages Disadvantages 

Blockage 
in 
mmWave 
networks 
Eaves 
droppers 

Beamformi
ng model 
Semidefini
te 
relaxation 
[62] 

UAV-BS and IRS 
Positions 
UAV-BS 
Beamforming and 
IRS Passive 
Beamforming 

On outer 
UAVs 

Improved 
performance 
gains 

Optimization of 
position is 
challenging;  
Network secrecy is 
less 

- Iterative 
algorithm 
[63] 
 

IRS-assisted UAV 
position 
 

Between 
BS and 
users. 

Finding 
location is 
simple 

More attenuation; 
Degradation in 
system performance 

Passive 
eaves-
dropper 

Iterative 
algorithm  
- SCA [64]  
 

IRS from the 
physical layer 
security 
Phase Shifter 
With trajectory 

Mounted 
on the 
building 
wall 

- Requires more 
power as number of 
elements increases 

Severe 
blockage 

Genetic 
algorithm 
based  
AO 
algorithm 
[65]  

Multiaccess edge 
computing 
Joint optimization 
with active 
beamforming 
IRS passive 
beamforming 

UAV -   
UIRS 
hovering  

Task latency is 
reduced; Runs 
on hardware 
with limited 
memory 

Computational 
offloading issue 
arises for multiuser 
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- DF based 
RIS 
assisted 
[66] 

RIS-Assisted 
G2A Link 
A2G Link 
Outage 
probability  

On a 
building 

Capacity and 
coverage 
improved for 
communicatio
n 

Less reliable 

Decoding 
error rate 

Gradient-
descent 
optimizatio
n [67] 
Nelder-
Mead 
simplex 

Passive 
beamforming 
Coherence and 
Maximal Channel 
Gain 

On a 
building 

Highly 
reliable; Better 
convergence; 
less 
computation 
time 

Mobility of UAV 

Eaves 
dropper 

Low-
complexity 
alternating 
algorithm 
[68] 
 

Convex 
approximation 
technique 
Fractional 
programming 

On outer 
wall 

Maximum 
secrecy is 
achieved even 
in high UAV 
mobility  

Power transmission 
is high; Number of 
elements are high 

Passive 
eaves 
dropper 

SCA [69] 
 

User Scheduling 
optimization 
Trajectory 
optimization 
Power 
optimization 

Between 
UAVs 

Better power 
control, user 
scheduling, 
security on 
physical layer 

- 

Air-ground 
interferenc
e 

[70] Cellular 
Downlink and  
Uplink 
Communication 
IRS passive 
beamforming 

Outer 
UAVs 

Less 
transmission 
power due to 
usage of 
hybrid IC 

Number of 
elements are high 

4.4 mmWave UAV secure communication 
mmWave (millimeter wave) communication is a wireless communication technology that 
operates at high frequencies, typically between 30 GHz and 300 GHz [71]. mmWave UAV 
communication is a promising technology enabling high-speed, low-latency, and high-
capacity data transmission between UAVs and other devices. mmWave frequencies have high 
bandwidth, allowing for quickly transmitting large amounts of data. This makes it ideal for 
UAVs that require real-time data communication for navigation, control, and data transmission. 
However, mmWave communication has a shorter range compared to other wireless 
communication technologies, and it is more susceptible to obstacles such as buildings, trees, 
and other structures. This means that mmWave UAV communication requires a clear line of 
sight between the transmitting and receiving antennas, which can be challenging in urban 
environments.  

To ensure secure communication in mmWave communication, several measures can be 
taken. One such action is beamforming, which allows for directional transmission and 
reception of signals. By focusing energy in a specific direction, mmWave beam forming 
reduces interference and increases the signal-to-noise ratio. This is achieved by using an array 
of antennas that work together to create a beam of energy that can be steered in a specific 
direction. However, there are also challenges associated with using mmWave beam forming 
in UAVs, such as the need for high-powered antennas, the potential for signal attenuation in 
adverse weather conditions, and the need for precise beam steering to maintain a reliable 
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connection  [72]. 

4.5 UAV swarm communication 
UAV swarm communication refers to the communication protocols and techniques used by 
multiple UAVs [73] (also known as a swarm) to collaborate and perform tasks cooperatively. 
In a UAV swarm, communication between the individual UAVs is crucial to ensure that they 
can work together effectively and achieve their collective goals. There are several 
communication approaches that can be used in UAV swarms, including centralized, 
decentralized, and distributed communication. The term "UAV swarm algorithms" refers to 
the mathematical and computational methods used to coordinate the actions of several UAVs 
in order to accomplish group objectives. Programming languages and tools like MATLAB, 
Python, and ROS (Robot Operating System) can be used to create UAV swarm algorithms. 
Centralized communication [74] involves all the UAVs in the swarm communicating with a 
central control unit or a ground control station. This approach provides a single control point 
and enables efficient coordination of the swarm's activities. However, it can also create a 
failure at a single point, making the swarm vulnerable to disruption or attack. Decentralized 
communication [75] involves each UAV in the swarm communicating with its nearest 
neighbors, forming a mesh network. This approach can be more resilient to disruption or attack, 
as there is no single point of failure. However, coordinating and managing the swarm’s 
activities can be more complex. Distributed communication [76] involves each UAV in the 
swarm communicating with all other UAVs, allowing for more comprehensive information 
sharing and coordination of activities. This approach can be highly resilient and efficient, but 
requires more processing power and bandwidth than centralized or decentralized 
communication. 
 

Fig. 2. Classification of UAV Swarm Algorithms 
 

UAV swarm secure communication refers to the methods and techniques used to ensure 
the confidentiality, integrity, and availability of communication between multiple UAVs while 
performing tasks collaboratively. There are various algorithms used in UAV swarm 
applications are shown in Fig. 2. The secure communication of UAV swarm is essential to 
ensure the privacy of the data transmitted between the UAVs and to prevent unauthorized 
access and interference. SND is a protocol [77] for secure and efficient discovery of neighbors 
in a UAV swarm. It uses cryptographic techniques to provide integrity and authenticity of the 
messages exchanged between UAVs during the discovery process. For low-altitude UAV [78], 
secrecy performance outage in closed form is attained by the opportunistic relay. This 
experimented the communication architecture for swarm UAVs in the Low Earth Orbit 
environment to provide secure communication. The author developed the Hubenko 
architecture, a multi cast communication architecture. 
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5. Network Simulation Tools 
There are several network simulation tools available for network modeling and simulation. 
These tools are used to design and analyze different types of network topologies and help in 
evaluating the performance of network protocols and applications under various conditions. 
From the Fig. 3, it can be understood that the Network simulator of versions such as NS-3 and 
NS-2 are the most widely used tools. Second most used tool is OPNET, followed by MATLAB 
users. Researchers use Python/C++ environment for attack detection, classification purposes. 
Others in the Fig. 3, include ONE simulator, SUMO, DJI INSPIRE, eMotion 2.0 flight 
simulator, etc.  

5.1 OPNET  
It is a commercial network simulation tool used to model and analyze types of communication 
networks in wired and wireless networks, LANs, WANs, and the Internet. It also provides a 
powerful simulation engine that allows users to simulate network behavior in various 
conditions and to analyze the performance by metrics like throughput, delay, and packet loss. 

5.2 NS-2 & NS-3 
It is an open-source network simulation tool that supports both wired and wireless networks. 
It provides an extensive set of tools and libraries for simulating network protocols at different 
layers, such as TCP, UDP, IP, and MAC. It is an open-source network simulation tool that is 
designed to replace NS-2. It provides a large set of models for different network layers such 
as packet level, MAC, and PHY layers, and supports both IPv4 and IPv6 protocols. 

 
Fig. 3. Network simulators contribution to UAV applications 

5.3 GNS3  
GNS3 stands for Graphical Network Simulator-3 and is primarily used by network engineers 
and IT professionals to design, test, and troubleshoot network infrastructures without the need 
for physical hardware. It allows users to simulate complex networks using virtual machines 
(VMs) and real devices. GNS3 supports an extensive collective of network devices and OS, 
including Cisco routers and switches, Juniper routers, and various open-source operating 
systems like Linux and FreeBSD. It also supports a range of network protocols, including 
TCP/IP, OSPF, BGP, and VLANs. 

5.4 OMNeT++ 
It stands for Objective Modular Network Testbed in C++, an open-source discrete event 
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network simulation framework. It supports a variety of network protocols and technologies, 
including TCP, IP, ATM, MPLS, Ethernet, Wi-Fi, LTE, and more. It also supports integration 
with other simulation tools and frameworks, such as MATLAB and Simulink. 

5.5 PacketTracer  
PacketTracer is a network simulation tool developed by Cisco. It allows users to simulate 
network traffic and test configurations without the need for physical hardware. It supports 
many types of protocols and devices, including routers, switches, firewalls, and servers. Users 
can create virtual networks, add devices, and connect them together using different types of 
network cables. 

5.6 QualNet 
QualNet is a commercial network simulation tool used to model and analyze various types of 
communication networks. It is widely used in the telecommunications industry for network 
planning, optimization, and deployment. 

5.7 Cooja 
Cooja is a network simulator specifically designed for WSNs and IoT systems. It is a 
component of the Contiki OS, which is an open-source, low-power, and flexible for networked 
embedded systems. Cooja simulates wireless nodes running Contiki, allowing users to test and 
evaluate various scenarios and protocols in a virtual environment. It also provides a range of 
tools for visualization, debugging, and analysis of simulated networks. Cooja is written in Java 
and runs on various platforms, including Linux, Windows, and macOS. It is widely used in 
research and development of wireless sensor networks and IoT systems. 

From the Fig. 3, it can be understood that the Network simulator of versions such as NS-3 
and NS-2 are most widely used tool. Second most used tool is OPNET, followed by MATLAB 
users. Researchers use Python/C++ environment for attack detection, classification purposes. 
Others in the Fig. 3, include ONE simulator, SUMO, DJI INSPIRE, eMotion 2.0 flight 
simulator etc. 

6. Analysis of Performance Metrics 

6.1 Packet Delivery ratio  
It is an important networking performance metric used to evaluate effectiveness of a 
communication system, such as a wireless network, unmanned aerial vehicle [79] etc., PDR 
measures the ratio of transmitted packets successfully reach the intended destination without 
errors or losses. The PDR in UAV communication systems is altered by several factors, as 
well as the type of wireless technology used [80], the distance among the UAV and GCS, the 
presence of obstacles or interference, and the features of the communication link.  

6.2 Average end-to-end delay 
It is also a key metric in UAV communication systems, as it measures the time taken for a 
packet to be transmitted from the source UAV to the target UAV [81], including all the 
processing and transmission delays along the way. The propagation delay is termed as time 
taken for the signal to travel from the source to destination UAV, mainly defined by the 
distance of these two UAVs. The processing delay is the time taken for the UAVs and layers 
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like application layer, transport layer, and network layer protocols to process the data packets. 
The queuing delay is the time taken for a packet to wait in the transmission buffer before it is 
transmitted. Finally, the transmission delay is the time taken to transmit the packet over the 
wireless medium, which is determined by the proportion of the data and the wireless channel 
conditions.  

6.3 Overhead 
Routing overhead in UAV communication refers to the extra communication messages 
exchanged between UAVs or among the UAVs and GCS in order to establish and maintain 
the communication links and exchange data. This overhead includes the control messages, 
such as acknowledgements, route maintenance, route discovery, and congestion control, which 
are necessary for reliable and efficient communication. 

6.4 Throughput 
UAV  throughput describes the transmitted amount of data over a communication link between 
two UAVs or among the UAV and GCS in a given period of time [82]. The throughput is 
calculated in terms of bits per second (bps) or bytes per second (Bps, “ 

6.5 Packet Loss Rate  
UAV packet loss can be affected by several factors, including the strength and quality of the 
wireless signal and also the distance between the UAV and the GCS, and the presence of 
obstacles such as buildings or trees that can obstruct the signal. High packet loss rates can 
cause delays and interruptions in the transmission of critical information between the UAV 
and the GCS, leading to reduced performance and potentially endangering the safety of the 
UAV and its surroundings.  

We include detailed technical scenarios for implementation and evaluation criteria in our 
paper [83], along with an overview of performance measures. Along with detailing the routing 
protocol, its kind, and its constraints, the study also compares the performance data. Lastly, 
guidelines for choosing the most appropriate performance measurements in a particular 
scenario are provided by the study. 

7. Conclusion 
Secure UAV communication is essential for safeguarding data, protecting privacy, ensuring 
operational safety, maintaining mission integrity, countering cyber threats, complying with 
regulations, and building trust in UAV technology. To protect sensitive information and 
prevent unauthorized access, UAVs and control stations should maintain secure 
communication. Using existing literature on UAV security, we identify the different types of 
attacks and the vulnerabilities they exploit in this paper. It provides comprehensive mitigation 
strategies and countermeasures for the defense of UAVs. A number of domain-based secure 
communication solutions are also examined, including Q-learning, blockchain, swarm, IRS, 
and mmWave-based specific communication strategies. In order to analyze and describe UAV 
communication in this article, many network characteristics are employed.  

Network simulation tools for UAV communication networks help researchers, engineers, 
and operators analyze and optimize the performance of the network. They allow for testing 
different communication protocols, network configurations, and traffic patterns without the 
need for physical deployment, which can be costly and time-consuming. Difficulty in UAV 
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secure communication is a challenge that refers to the various obstacles and problems that 
hinder the establishment and maintenance of secure and reliable communication links between 
UAVs and other devices. UAV secure communication faces difficulty due to several factors. 
With multiple orientations and altitudes, UAVs create a highly complex and dynamic network 
topology, requiring algorithms for routing and resource allocation. UAVs suffer from various 
performance metrics that depend on channel conditions, network traffic, mobility patterns, 
interference, etc., such as throughput, delay, jitter, packet loss, energy consumption, etc. 
UAVs' communication and computation capabilities are limited by their limited battery life 
and power consumption. Energy consumption and performance need to be balanced when it 
comes to UAVs. A UAV's high mobility, environmental factors, node failure, and other factors 
can result in frequent link breaks and network partitions. The UAV must be capable of reliably 
delivering data and connecting to the network. High throughput can enable faster data 
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