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Abstract

This paper proposes an approach to detect abnormal data in automotive controller area network (CAN) using an
unsupervised learning model, i.e. autoencoder and Gaussian kernel density estimation function. The proposed
autoencoder model is trained with only message ID of CAN data frames. Afterwards, by employing the Gaussian
kernel density estimation function, it effectively detects abnormal data based on the trained model characterized
by the optimally determined number of frames and a loss threshold. It was verified and evaluated using four types
of attack data, i.e. DoS attacks, gear spoofing attacks, RPM spoofing attacks, and fuzzy attacks. Compared with
conventional unsupervised learning-based models, it has achieved over 99% detection performance across all
evaluation metrics.
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Table 1. Overview of the car hacking dataset [20].

B 1. XK o HI0H ME[2012 7 HE
Attack Type # of Total # of Normal | # of Attack
Frame Frame Frame
DoS attack 3,605,771 3,078,250 587,521
Fuzzy attack 3,838,860 3,347,013 491,847
Gear attack 4,443,142 3,845,890 597,252
RPM attack 4,621,702 3,966,805 654,897
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SOF 11-bit ID RTR | IDE | r0 | DLC 8-byte Data CRC ACK | EOF
Arbitration Field Control Field Data Field Check Field ACK Field
Fig. 1. Structure of CAN data frame.
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Fig. 2. Structure of the proposed autoencoder.
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Fig. 3. Distribution of autoencoder loss by attack type using Gaussian KDE function with N value of 49,
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Table 3. Comparison of the performance with the conventional models.
B 3 Mook 2Eu J|E G ZHESNO| Hs Hlw
Attack Type Learning Method Detection Model Accuracy Precision Recall F1-Score
Supervised DCNN 99.97 100 99.89 99.95
Semi-Supervised CAAE - 99.92 98.23 99.07
GIDS 97.90 96.80 99.60 98.18
DoS attack
iForest - - - -
Unsupervised
NovelADS - 99.97 99.91 99.94
Our Model 99.28 99.37 99.61 99.49
Supervised DCNN 99.82 99.95 99.65 99.80
Semi-Supervised CAAE - 99.99 84.26 91.45
GIDS 98.00 97.30 99.50 98.39
Fuzzy attack
iForest 99.29 95.07 99.93 97.44
Unsupervised
NovelADS - 99.99 100 100
Our Model 99.36 99.39 99.65 99.52
Supervised DCNN 99.95 99.99 99.89 99.94
Semi-Supervised CAAE - 99.77 99.78 99.77
GIDS 96.20 98.10 96.50 97.29
Gear attack
iForest 99.24 94.79 100.00 97.33
Unsupervised
NovelADS - 99.89 99.93 99.91
Our Model 99.46 99.35 99.71 99.53
Supervised DCNN 99.97 99.99 99.94 99.96
Semi-Supervised CAAE - 99.84 99.55 99.70
GIDS 98.00 98.30 99.00 98.65
RPM attack
iForest 99.85 98.97 100.00 99.48
Unsupervised
NovelADS - 99.91 99.9 99.91
Our Model 99.40 99.17 99.74 99.46
g2 o] 58S & & AW R Edy 749 Sk 4= 9lth. NovelADS EE[10]2 £ =&ofA] A5t
IDSEHA S5 34 /3% HAE & Sltke &Ho] + Tdo] v M¥HHog 50| otk ERIT &
At CAAE HH[19]= AEess 79l g & =& ULt SHAJEE s HEl> 7—.*7*9] 34| disiA A= o
A AlRbohs REy} H S f HAHbEog 4ol H £ YARE ARG REA, ofd FFo] IgTA] m2
TS & 5 Ak SHARE CAAE Hd2 2heg | & = ROl dAREE RIE B4 34 BHA ks
A Hlo|HE RIE HlolE = ARGSH| whizof HIX|ksks  ofof Rl ©@o] Stk o] & SIS W, shy
BRI Hol7} ek of YARKELE AFETF 2 =50l o] Tl 34
B =5olq ARlols RS GAR WAe] HAEst o] EAel BN B4 BHo] o Hdsitiy W
& 7I9t IDSE Hlwek Ak v 2t GANS HETh
0]8351= GIDS(GAN based Intrusion Detection
System) Z@[8]F} H|WFS wf, & =FoA ARtsk= v. 28
Hdlo] H= 454 stk /\% & —’F ULt ESE
iForest @& 0|83t IDS[919} v S W, Recall E LBoAds 9golFr] Hda}l kAo AY W
dee ARt diFEe] s AT 3t Zle 2]l 4 A AR CAN 4l Y A A& AR
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