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The New Social Contract and the Digital Bill of Rights
: Focusing on Political and Social Context and Institutionalization®

Jo, Gye-Won**

C 7 Digital transformation calls for a new social contract that must transform the existing norms and
Abstract . . L TSR a1 .
C _ paradigms of our society. Digital constitutionalism is a way of building new order through a new social
contract and is an ideology that aims to establish and ensure a normative framework for the protection of fundamental
rights and balance of power in the digital environment. The Internet/Digital Bill of Rights is a representative example
of constitutionalization based on this ideology. Initially, it took the form of an informal, non-binding declaration led by
civil society organizations or various stakeholders, setting forth normative principles adapted to the changing nature of
digital society. More recently, they have taken the form of formal charters, declarations, or laws containing principles at
the national or regional level. The “Digital Bill of Rights” proposed by the Korean government can be seen as an
example of this trend, but it does not fully reflect the recent trend of Internet/Digital Bills of Rights in terms of
substantive and procedural legitimacy. Even if the government provides a certain normative direction, it needs to be
combined with a concrete action plan in each area to create a balance of norms with digital technologies and industries

instead of simply being a “declaration”.

Keywords : digital transformation, social contract, Internet/digital bill of rights, digital constitutionalism, balance of norms and practices

Received Feb 2, 2024; Revised Mar 4, 2024; Accepted Mar 5, 2024

* This paper is a revised version of Chapter 8 of the the final report of the Korea Information Society Development Institute (KISDI)'s 2023 policy research
project, “Changing Global Norms and Expanding Social Solidarity in the Age of Virtual Convergence’. The author thanks the reviewers for their helpful
comments.

** Research professor, Institute for Political Research, Korea University (gyewonjo@gmail.com, https://orcid.org/0009-0006-7161-508X)



| HESEY A S

S 7
)
N
A
N
o
o,
e
O_L4 —‘
L ;o
N
j°_

FLl
>

o] FE51 I 9750 e & Y= Y wel
o] &9 W X511 Q1= A%oltiKoo, 2022)
T2y Bt AXE ol A B HAE Mol X

Aok BAE thes) ICT 7144H0] mhe 22480]

TAA) etk HAE AR Aste] w2 A 2
QYA 271, HAH AT el thet et
o 51, 45 A8 AA PO A B
o 22k 712 ASAL o] Fol FHHT Y= 4
F2 24 U U2 A P84 B0 A 3 A
A0} sjEelo] te =4S BeiUos|T oIt 25
elz0) 2yoles AA74 WA ool ol
AsIAe] Fo] Al %1 YkMudiz, 2019). B
doluf A4, Bebga} 2 A2A 9] FYILE

ﬂH

El

O.

|

=}

}mr

HARE B9 AR T T Aol ek,
EEAESS RGPl oS A1 9 A
% 29 Aol SAToEA ASFo] 2k

SAEY Aol thdstiAt 57 wzo
& Berggruen, 2020).

ARB|AIFZ SA7F ofd Qfu|ofA] FAIAL} FEA]
A Abo]9] AFo] Y2 AQl A okol| LARITH= T
7)1Z38e} 11 A2 AR A| ok Bl A dEolAl
AR 2 Mg o 7jQle] 7Rt He' vt Eavop
of gith= Zlojtt. o3k A9 &2 AtEle
of weh ARG A Aol FAH AR A- 2
A A=, TAA A2, Yokt $4H0 o2

|tH(Gardels

54 2024-&

717 B Elo] gt E] L o] 23t HEEE ATt
AR A HoflA] 7]12E °”]EH§ BAgsta
o] ZAs] gtom, A AAFrS SHoE T
‘-"f q A o] —4 ARl 3 ‘:}3—’
1THCho, 2016). o]& 2Ju]oj A ¥ A
ge A¥A0Z Hojzrky ust & o)Al 7
1 A I} AR AIORE S UAIE o= gl
7P A ujo A ARIAI R ARl T50] A
1 Q= ARS] Ate]9] oFEA] gtofot. oY 23] &
ol &3 49 24, AL Y= AFS)
off that AR1e] S84 o7} AR E R st 14
A EUE #4511, ol B9l AEE Adizt ksl
Ak, ShARE ARS)7E 29 A Q1 wsto] Agst

A Zof 7]& o] Hlg&AQl Aol HAW, 7]&
Hol N2& @42 ZHsHA] Zaf 3ol A7l A&
ﬂo] B4 & Aot o|X € AglA R o] WAt

9, TFlollA Hlold Ja-go] sofut ARA &9t
XqJJr EQto] AXtt. ol thA] 71& Y FEAQ
HILE Fote M2 844 £{HConstitutional
Moment)& THEolHtH(Muniz, 2019).

AR 13} A&A D L3R 0k oLk
o] W3}, 713917 53 A "AE A2 o A
o M2g 28 AFE AXNFRI ARHLER4 89l
olgta & 4 Utk "AY A% AA AL A R
= st dAE A fgAd 7les Tt
of PAHIZ FAI7171 S1RE 7199 oA SR
At @ 35 B2 HIRS ARRY BE ggos
SFE I AHYang, 2022). 1Y 7]&HS} 50
o AL s A e, 71ewste] I
o5 AFRlA =3kt BB TY A 2T AR
A= Ark(Yeo, 2022). 1HEE HAE FAlo|
olafl F&o1A 49 &go] W= 2AA 1 5™
o AR YofA Z1F FullE 4 e AR
AE FEeU7te AL 5851 ol & siA= HAl
g Aol 7|25t HAE F4lZ SXHHAE o

A ZsHG ASE sk g i d EYE vt

=|=. _|>' = folr ©
22 rlo
_,>i
ol

A9

o 19 wok X, e
j=im
m

o

tlo

ol



o

)
-

}E}(Lee et al,, 2021). "9A g 7|124/9A
: q Az} A%t 28 FEY A 1=
M2 AFB|A| o] QE]= Ao|t.
aj *}9401] WO YIS mA 1
AHE v HEAAE & 9%
Ioh. 7]*4 HEAAE o2 AE
7] gl dAE Ago] 7HARE =A
= dl SHAIE Adrt. o] gt ukahe Z of
U/HAE AR ol ok dH9 5
gt o= "AE A 9] #iskd 24 o
0}71 3t S B2 AAES et

: F2 A5HQ BT QoA
SR oH, /MR of ek AL, AWIRA, 719, =
A717- 5 ThFet o HAREC 5l A== At o

o 1o ru
O JE“

5:11&3
o.l&ﬂl

oEg_'
ﬂFIOrI%

-{Eﬁ‘
=)
g,

]_

g flo o

> r

l

L ][ B CT
;O

&
r_q

o 2
lﬂ r_o‘ OlO r—.—l
)

o,

énlmL_jEHJIOEE
jinsd
mNo

ol _|_, O>“l
I sg

SR

Fl

A

)
i)

n
_(.pr
E

Az YA 5L YA EARE 7)s TH% YA E
3= Qs YAYst= thket EAol dSska, HAE
He|e} A5 Hoolr] 93t 933t 7holseelE A

Algttt, o]eh 22 MARE2 1 o]FolA Eubk &
WA QlojE AEsta glon, 7| AE K5t Ay
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(Shlm et al., 2021).
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Wk (Han & Sin, 2020).
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Sot= AR A% FEE AT 1189 'T‘XH%‘E‘
O = oh= 270 EREE ILEUAE obd WA
RS IS0 EN At P4l it BlE=
A EoHA] L ARRlo] 1 R A7IRe. 1 A3 A
34 Aok ExrF 4o AR tAdE 7]e9 &
o] ]9} go] 7]&9] 1GHAY ks Ao A Hlof
¢ U3 weold 7he o] w2 W Kok T4
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glolg 9] B4, =4, 7143} =719 73

A9 o] LA HolHE Aze Aoz v
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=20 O
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= A% A 92 o) 7H7F SEEE S5 Ad
ot v A E B9 AW/ E} HE TE 5
Ao g AR 7hs A A 33 AA AAE A Hot
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o] AgkE] 7 lck(Jung, et al., 2020). 20204 1
‘Q =304 S HolE 3 (AP EETH, 7]
AL, THRSAITH ) AL, T84 eS| /i
°P>2 Ml FEE 7k APsto] /el 59 flol& &
F QL ol AL ZAR ok, vlojHE S
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U IR A7 24 e, 7FEHE wlolE 9] A
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(Table 1) Key Examples of Internet/Digital Bills of Rights

Year Title of Document Scope Origin Type URL
People’s Communication . . Advocacy | http://www.pccharter.net/charteren.
1999 Charter Global Civil Society statement | html
Declaration of Principles: ) Advocacy | https://www.itu.int/net/wsis/docs/
2003 Building the Information Society Global Multistakeholder statement | geneva/official/dop.html
. . . Advocacy )
2006 | Internet Rights Charter Global Civil Society statement https://www.apc.org/node/5677
Seoul Declaration to the OECD . .
2008 | Miniserial Conference on the | Global | Ciil Society | A0v0¢acY | htpsi/jlegatinstruments oecd.org/
future of the Internet economy p en-p
Global Network Initiative (GNI) Advocac https://respect.international /gni-
2008 | Principles on the Freedom of Global Civil Society statemen}; principles-on-freedom-of-
Expression and Privacy expression-and-privacy/
Principles for the Governance ) Advocacy | https://www.cgi.br/resolucoes-2009-
2009 and Use of the Internet (Brazil) Global Multistakeholder statement | 003-en/
Geneva Declaration on . ) Advocacy | https://www.citizenpowerforchina.org/
2010 Internet Freedom Global Civil Society statement | geneva-declaration-of-internet-freedom/
Charter for Innovation, Advocac
2010 | Creativity, and Access to Global Civil Society Y | https://fcforum.net/en/charter/
Knowledge statement
https://www.ohchr.org/sites/default/
Charter of Human Rights and ) Official files/Documents/Issues/Opinion/
2010 Principles for the Internet Global Multistakeholder position Communications/InternetPrinciplesAn
dRightsCoalition.pdf
Declaration on Internet ) Official hutps:/ /seaFch.coe.int/ cm/Pages/
2011 overnance principles (EU) Regional | Government osition result_details.
§ princip b aspx?0bjectlD=09000016805¢cc2f6
Communiqué on the Principles Official https://www.oecd.org/sti/
2011 for Internet Policy making Global Government position ieconomy/49258588.pdf
Joint Declaration Concerning Official httpsi//‘ .oas.org/en/iachr/
2011 the Internet Global Government osition expression/showarticle.
p asp?artID=848&IID=1
Advocac https://www.apc.org/en/pubs/briefs/
2011 | Internet Rights are Human Rights | Global Civil Society Y internet-rights-are-human-rights-
statement ;
claims-apc-human-
Declaration of Internet - . Advocacy } L
2012 Freedom Global Civil Society statement https://declarationofinternetfreedom.org/
2013 Globgl Government Global Private Advocacy | https://www. .
Surveillance Reform statement | reformgovernmentsurveillance.com/
(Mashable) Crowdsourced . , Advocacy | https://mashable.com/archive/digital-
2013 Digital Bill of Rights Global Civil Society statement | bill-of-rights-crowdsource
2013 | Marco Civil da Internet (Brazil) | Global Government Law hutps:/ /Qublickn(.)wledge..org/p olicy/
marco-civil-english-version/
Magna Carta for Internet ) Proposed | https://legacy.senate.gov.ph/
2013 Freedom (Philippines) National | Gavernment legislation |lisdata/1586313101!.pdf
International Principles on the . .
2014 | Application of Human Rights to | Global Civil Society Advocacy | https'// .eff.org/ﬁles/ )
statement | necessaryandproportionatefinal. pdf

Communications Surveillance
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BN AL
Year Title of Document Scope Origin Type URL
https://netmundial.br/2014/
) . Advocacy | wp-content/uploads/2014/04/
2014 | Multistakeholder Statement Global | Multistakeholder statement | NETmundial-Multistakeholder-
Document.pdf
Green Party's Internet Rights ) Proposed | https://nzoss.nz/content/the-green-
2014 and Freedom Bill (New Zealand) National | Government legislation | partys-internet-rights-and-freedoms-bill
) . https://www.camera.it/application/
2014 Declaration of Internet Rights National | Government Resolution | xmanager/projects/legl7/commissione_
(Italy)
y internet/testo_definitivo_inglese. pdf
African Declaration on Advocac
2014 | Internet Rights and Freedom | Regional | Civil Society statemen}; https://africaninternetrights.org/en
(African Union)
1D https://edri.org/wp-content/
2014 &}{% Charter of Digital Rights Regional | Civil Society ii::;icnyt uploads/2014/06/EDRi_
DigitalRightsCharter_web.pdf
2015 Magna Carta for the Digital Global Civil Society Advocacy | https://www.bl.uk/my-digital-rights/
Age statement | magna-carta-2015
Charter of Digital s )
2016 | Fundamental Rights of the Regional | Civil Society Advocacy | hitps'// dlgltalchartg.gu/wp content/
European Union (EU) statement | uploads/2016/12/Digital-Charta-EN.pdf
2016 loi pour une République National | Government Law https://www.wipo.int/wipolex/en/
numérique legislation/details/16380
The Universal Declaration of Internatignal Advocacy http s/ W article19..org/resour‘ces/
2017 Dicital Rights Global human rights statement internetofrights-creating-the-universal-
& 8 organization declaration-of-digital-rights/
. ) .- https://www.gov.uk/government/
2018 %rglltaaiglf)larter (United National | Government O(Eiliiilsln publications/digital-charter/digital-
& p charter
Official https://ised-isde.canada.ca/site/
2019 | Digital Charter (Canada) National | Government osition innovation-better-canada/en/canadas-
P digital-charter-trust-digital-world
Liberal Principles of International s .
2020 | Digitalization and Human Global organization of Advocacy thps./ /h.ber'al international.org/
. o . statement | digitalprinciples/
Rights political parties
. Igi ationa overnment ‘. ttps://derechodigital. pre.red.es
2001 ((éarta de Derechos Digitales N e Official hitps://derechodigital des/
pain) position
Carta Portuguesa de Direftos }Ijétpizié/cao/ Pf?gjg/l Eé];?:géo Carta-
2021 | Humanos na Era Digital National | Government Law 8 ginas/! -
(Portugal) Portuguesa-de-Direitos-Humanos-na-
8 Era-Digital.aspx
) . . . Advocacy . . . -
2022 | Universal Digital Rights Global Multistakeholder statement https://audri.org/digital-principles/
Declaration on Digital Rights Official https//digital-strategy.ec.europa.eu/
2022 o Regional | Government o en/library/european-declaration-
and Principles (EU) position e o
digital-rights-and-principles
Blueprint for an Al Bill of ) Government | https://www.whitehouse.gov/ostp/
2022 Rights (USA) National - | Government framework | ai-bill-of-rights/
Florida Digital Bill of Rights State https://www.flsenate.gov/Session/
2023 | sy Sate | Government |27 Bill/2023/262/BillText/er/HTML

source: Redeker, et al. (2018), with post-2016 cases added by the author.
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THCeleste, 2019).
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OlE Yl AMAA EH(Internet Governance Forum)
01]/\'1 20101,:]01] tﬂ—jiE] roj H‘i _r}o]- o] ;q u] oJx]
A4} (Charter of Human Rights and Principles
for the Internet)o|tt. AlAAEAAT} 9] =
ARG HE Fdsk= 7E #F= BB E Ad
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ZQ 112(1999~20154)

(Table 2) Highlights of the Internet/Digital Bill of Rights (1999-2015)

Topics

Highlights

- freedom of expression and

. opinion
fundamental rights and
§ - freedom of assembly and
freedom L
association

- non-discrimination

- freedom of information
- freedom of safety and dignity
- cultural and linguistic diversity

- freedom of belief
- protection of children

- right to privacy
- right to anonymity
- right to use a password

privacy and surveillance

- data protection
- control and self-determination

- right to be forgotten
- protection from surveillance

- right to access
- user awareness and education

accessibility and
education

- speed and cost
- media and digital literacy

- access and competency in
the workplace

- multistakeholder and
participatory governance

governance and civic
engagement

- transparency and openness
- open data

- right to participate
- digital inclusion

- net neutrality
- interoperability
- device rights

openness and network
reliability

- network security
- free and open source software

- network stability and reliability
- open standards

limiting state power - democracy and rule of law

- right to due process

- right to legal remedy

- innovation and competition
- intermediary accountability

economic rights and
responsibilities

- economic development
- corporate responsibility

- intellectual property rights
- consumer protection

source: Y. Oh(2021).

T3] Ao o]2 Ao 7 B 4 it} E5] 27 52
2524 7|97F F4lo] Eof ol =R E thefdt of s
AR} 23 QA ASY 95 AX T2}
= Qo QIEY/HAYE dggAe] A4 yeE
gt o et A3HA SHOAME AGAS E5dljof g
B A AR ANdA 1 AAolgs BEE T
4 & 7] Zole(Yilma, 2022).

20169 B ZFA0) THAEFS=Y y(Loi n°
2016-1321 pour une République Numérique)<
20134 59 =7H A9 914 5)(CNNum) 7t Thefgt o]
ARt EEES AA TAE ARl AR
olgts HIAE HHSIHA 243N, 20144
10955 20159 297k4] 2201 EES B9 =1l
E9 AR ARAE AR 20159 11€ =719 4
EE AA 34 "o g x3]of AEHo] YHI=A
tHJ. Lee, 2020). AHQlE AAYAE A tAE
SHRAIFA AT Frsto] 137 A&7 A=

20257(20204 79)E
AZc ZEEZL 20209 Futo] w30 AZEHA
9 H%E 5 As THAE At ZEFZ
A A% (Carta Portuguesa de Direitos Humanos
na Fra Digital)& 20214 49 HEZ SAFAT, A
6X(CIYHERRE HoHhS He)9 o] FE3t
A AP A =o7F REY vk H]EHS Ho} 20224
740 /A= AHHwang & Lee, 2023).

EU= 202149 3¢9 HAE Aeo] 4o 4] 24
(9=F 43}, Aoty A&7bse gAE =, 719
9 gAg A, FFAH AL fAEehI} BRE A
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=
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2024.01.26.)
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3tk (Sung, 2018).
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